|mplement CA-Signed Certificatesin a CCE 12.6
Solution
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| ntroduction

This document describes how to Implement Certificate Authority (CA) Signed certificates in Cisco Contact
Center Enterprise (CCE) solution.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Unified Contact Center Enterprise (UCCE) Release 12.6.2
» Package Contact Center Enterprise Release 12.6.2

* Customer Voice Portal (CVP) Release 12.6.2

» Cisco Virtualized Voice Browser (VVB)



» Cisco CVP Operations and Administration Console (OAMP)
» Cisco Unified Intelligence Center (CUIC)
* Cisco Unified Communication Manager (CUCM)

Components Used

The information in this document is based on these software versions:

» PCCE 12.6.2
CVP126.2
CiscoVVB 12.6.2
Finesss 12.6.2
CuiCc 12.6.2
Windows 2019

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

Certificates are used to ensure that communication is secure with the authentication between clients and
servers. Users can purchase certificates from a CA or they can use self-signed certificates.

Self-signed certificates (as the name implies) are signed by the same entity whose identity they certify, as
opposed to be signed by a certificate authority. Self-signed certificates are not considered to be as secure as
CA certificates, but they are used by default in many applications.

In the Package Contact Center Enterprise (PCCE) solution version 12.x all components of the solution are
controlled by Single Pane of Glass (SPOG), which is hosted in the principal Admin Workstation (AW)
server.

Due to Security Management Compliance (SRC) in the PCCE 12.5(1) version, all communication between
SPOG and other components in the solution are done via secure HTTP protocol.

This document explains in detail the steps needed to implement CA signed certificates in a CCE Solution for
secure HTTP communication. For any other UCCE security considerations, refer to UCCE Security
Guidelines.

For any additional CV P secure communication different from secure HTTP, refer to the security guidelines
in the CVP Configuration guide: CVP Security Guidelines.

N Note: This document appliesto CCE version 12.6 ONLY . Seerelated information section for links to
other versions.

Procedure

CCE Windows Based Servers

1. Generate CSR


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_security-guide-for-cisco-unified-icm_contact_center_enterprise_release_1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_security-guide-for-cisco-unified-icm_contact_center_enterprise_release_1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal/ccvp_m_1252-unified-cvp-security.html#topic_plj_n1w_k2b

This procedure explains how to generate a Certificate Signing Request (CSR) from Internet Information
Services (11S) Manager.

Step 1. Log in to Windows and choose Control Panel > Administrative Tools > Internet I nfor mation
Services (I11S) Manager.

Step 2. In the Connections pane, click the server name. The server Home pane appears.
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Step 3. Inthe 1S area, double-click Server Certificates.
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Step 4. In the Actions pane, click Create Certificate Request.
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Step 5. In the Request Certificate dialog box, do this:

Specify the required information in the displayed fields and click Next.



Request Certificate

g]—' Distinguished Mame Properties

Specify the required information for the cemtificate. State/pervince and City/locality mant be specified as
offficisl rarmes and they cannot contsin sbbrevistions.

Comman rames |p:cupraptmd‘nmcn.-mﬂ" ]
COirganizaticr: |Ed-:.n |
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Courtry/region: [us -

e e

In the Cryptographic service provider drop-down list, leave the default setting.

From the Bit length drop-down list, select 2048.

Cryptographic Service Provider Properties

Select o cryplographic senice provider and s bit length, The bit length of the encryption key determines the
certiieate’s encryption strength. The greater ke ba bength, the itrenger the secunty. Hower, & grestel ba
lervgth mary decreste perf pimance.
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Step 6. Specify afile name for the certificate request and click Finish.



| File Mame
1]

Specity the file naena for the certificats regueat. This infarmaticn can be sent 1S 8 certification sthenty for
signing.
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2. Obtain the CA Signed Certificates

Step 1. Sign the certificate on a CA.
% Note: Ensure that the certificate template used by the CA includes client and server authentication.

Step 2. Obtain the CA Signed Certificates from your Certificate Authority (Root, Application
and Intermediate if any).

3. Upload the CA Signed Certificates

Step 1. Log in to Windows and choose Control Panel > Administrative Tools > Internet I nfor mation
Services (I11S) Manager.
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Step 2. In the Connections pane, click the server name.
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Step 3. Inthe 11S area, double-click Server Certificates.

e Veew  Bislp
LE
@9 PCCEAWA Home
@- L 1
oy i Page
Falter w Al |G =
] POCLANA POOIRCON pocnadman) o Ly S S
3 &
Comwnaitegh  SAATH E-ivu
s
-12 = 1 |
B ! & H i
Authantc LomprTIECn Lol X Dwrpatory rce Pag Hardlor
Docummt Brosung Mippnge
b
: T o | P
WETP WTTP HAMand  HAPI e Loggng WL Type
Rpdaact LEITR ) P
| -
= g a .
Wodeles  Cuapud [T [ .-
Coihang  Finevny | | Coniuates .
" -
fh 3
i
onfiguet . Faature Shared .

Step 5. In the Compl ete Certificate Request dialog box, complete these fields:
In the File name which contains the certification authority response field, click the ... button.

Browse to the location where signed application certificate is stored and then click Open.

% Note: If thisisa2-tier CA implementation and the root certificate is not already in the server
certificate store, then the root needs to be uploaded to the Windows store before you import the signed

cert. Refer to this document if you need to upload the root CA to the windows store Microsoft -
Installing the Trusted Root Certificate.

In the Friendly name field, enter the Fully Qualified Domain Name (FQDN) of the server or any
significant name for you. Ensure that the Select a certificate store for the new certificate drop-down


https://learn.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-certificate
https://learn.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-certificate

remains as Personal.

Comnplete Certficate Fegpuest

Complete 8 previoushy crested certificate requeest by retriesing the file that contains the certificate suthanity's
respenie.

Fde marree contmming the certdicstion suthonty s response
e ertificates PECEAMcertnem.cer | E|

Frigrcly rumse:
P CERWIL pocercdn.citcn.com| ]

Select @ certificate store fior the ey certificates

Perponal o

Step 6. Click OK to upload the certificate.

If the certificate upload is successful, the certificate appears in the Server Certificates pane.
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4. Bind the CA-Signed Certificateto |1S

This procedure explains how to bind a CA Signed certificate in the [1S Manager.

Step 1. Log in to Windows and choose Control Panel > Administrative Tools > Internet I nfor mation
Services (11S) Manager.
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Step 2. In the Connections pane, choose <server_name> > Sites > Default Web Site.
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Step 3. In the Actions pane, click Bindings....
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Step 4. Click the type https with port 443, and then click Edit....
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Step 5. From the SSL certificate drop-down list, select the certificate with the same friendly name as given
in previous step.



- @ b POCIAA b Sl b Dol Wkl 8 e e

Pl Vew el

I Default Web Sile Home =
- [ ——
@ R POOLAAE B CIROTA - rad . 1 Fifl fomp
7 it wharrs Py Type oo bawy o & de e iy ey Ty E
v W - —
A Dt e B |a—m] ——
—_— g s
L | Ve ety
| -
tire Lyeren P #
Frp—— w | [ 5
= L il
: S SR
g Laors ks g T B o o
A Fpa—
T o ste I "-"'“ g
T T T PErnp—— S — o

Step 6. Click OK.

Step 7. Navigate to Start > Run > services.msc and restart the 11S Admin Service.
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5. Bind the CA-Signed Certificate to Diagnostic Portico
This procedure explains how to bind a CA Signed Certificate in the Diagnostic Portico.

Step 1. Open the command prompt (Run as Administrator).

Step 2. Navigate to the Diagnostic Portico home folder. Run this command:

cd c:\icm\serviceability\diagnostics\bin

Step 3. Remove the current certificate binding to the Diagnostic Portico. Run this command:

DiagFwCertMgr /task:UnbindCert



Framework Certificate Manager

configuration file:
E FROM WINDOWS HTTP

inding IP Address: '.8.¢ -

Attempt

binding
m the se

ry
! UNBINDING THE

Step 4. Open the signed certificate and copy the hash content (without spaces) of the Thumbprint field.

% Note: Ensure to remove any hidden characters from the beginning or end of the hash content. An
editor like Notepad++ can help you to identify these hidden characters.

General | Detals | Certification Path

show: [<al> vl
Field Value -
'_|._.' Authority Key Identifier EeylD=03 3f 5102 27 8¢ 7 3...
(&3] CRL Distribubion Points [1]CRL Cestribution Posnt: Destr...
(1) Authority Information Access  [1]autharity Infio Acosss: Ace...
)| Certificate Template Inform...  Template=CC Web Server(1.3...
(&1 | Application Policies [1]Apphcation Certificate Polkc...
5 | Key Usage Digital Signature, Key Endpher... |3
| Thumberint algorithm shal
I'jfnnrMHxh: 9793 7400 99 19 53 d6 4e 0b... i

97 93 74 00 99 19 53 dbt 42 0b 5 62 cd 4c bd
96 36 dc 4b cb

' Copy toFile...

Step 5. Run this command and paste the hash content.

DiagFwCertMgr /task:BindCertFromStore /certhash:<hash_value>



completed s

COMPLETED SUCCESSFULLY

If certificate binding is successful, it displays The certificate binding isVALID message.

Step 6. Validate if the certificate binding was successful. Run this command:

DiagFwCertMgr /task:ValidateCertBinding

c:\icm\serviceability\diagnostic n>DiagFuCertMgr ftask:ValidateCertBindii

EMPTING T
Bindi IP

o 1o (
to look up ific: ;974 Bag % C44CED963
; tifi : esstully

% Note: DiagFwCertMgr uses port 7890 by default..

If certificate binding is successful, it displays The certificate binding isVALID message.

Step 7. Restart the Diagnostic Framework service. Run these commands:



net stop DiagFwSvc
net start DiagFwSvc

If Diagnostic Framework restarts successfully, certificate error warnings do not appear when the application
is launched.

6. Import the Root and Intermediate Certificate into Java Keystore

_& Caution: Before you begin, you must backup the keystore and run the commands from the java home
as an Administrator.

Step 1. Know the java home path to ensure where the java keytool is hosted. There are couple of ways you
can find the java home path.

Option 1: CLI command: echo % CCE_JAVA HOME%

8.0.272.186-hotspot

Option 2: Manually via Advanced system setting, as shown in theimage

=

L - 4 B I Control Panel > Systern and Security » System I "I =
Contral Paned Home

9 Device Manager Computer Narss | Hardwa ks . .

& Remote settings Environment Variables
You must be logged on 83 an Administrator to make most of these changes

) Advanced system settings

Pedom
SE— User vasiables far Administrater
Visual effects, processor scheduling, memary usage, and vitual memony
Variable Value
Settrgs i Path ChUsers\Administraten\AppData\Local Micresoft\WindowsApps;
_ TEMP ChUsers\Administrater\AppData\Local Temp
User Prefles T™P C\Users\Administrator\ AppData\Local Temp
Dieskicp settings relabed 1o your signn |
Settings.
Startup and Recovery
System statup. system fadure, and debugging information New... Edit... Delate
Settgs... System varisbles

- EnoieviFrofiler

oK Cancdl Com3pec CAWindows\system3cmd.exe
COR_EMABLE_PROFILING 1
COR_PROFILER AppDynamicsgentProfiler
CORECLR_EMABLE PROFILI.. 1
CORECLR PROFILER ApolvnamicsAgentProfiler =y

New... Edit... Delete

Security and Maintenance

Step 2. Backup the cacertsfile from both ICM and OpendDK paths <ICM install directory>\ssi\
and % CCE_JAVA HOME%\lib\security\cacerts. Y ou can copy these to another location.

Step 3. Open acommand window as Administrator and run these commands:



cd %CCE_JAVA_HOME%\bin
keytool.exe -keystore <ICM 1install directory>\ssl\cacerts -trustcacerts -import -file <path where the R
keytool.exe -keystore %CCE_JAVA_HOME%\Tib\security\cacerts -trustcacerts -import -file <path where the

% Note: The specific certificates required depend on the CA that you use to sign your certificates. In a
two tier CA, which istypical of public CAsand more secure than internal CAs, then you need to
import both the root and intermediate certificates. In a standalone CA with no intermediates, which is
generaly seenin alab or more simpleinternal CA, then you only need to import the root certificate.
The root and intermediate certificates must be imported to both ICM and OpendDK keystores as
System CLI still uses the OpenJDK keystore.

CVP Solution
1. Generate Certificateswith FQDN

This procedure explains how to generate certificates with FQDN for Web Service Manager (WSM), Voice
XML (VXML), Call Server and Operations Management (OAMP) services.

% Note: When you install CV P the certificate, name only includes the name of the server and not the
FQDN, therefore, you need to regenerate the certificates.

_/i\ Caution: Before you begin, you must do this:
1. Open acommand window as administrator.
2. For 12.6.2, to identify the keystore password, navigate to the % CVP_HOM E% \bin folder and run

the DecryptK eystor eUtil.bat file.

3. For 12.6.1, to identify the keystore password, run the command, more
% CVP_HOM E% \conf\security.properties.

4. Y ou need this password when running the keytool commands.

5. From the % CVP_HOM E% \conf\security\ directory, run the command, copy .keystore
backup.keystore.

CVP Servers

Step 1. To delete the CV P servers certificates run these commands:
%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a
%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

Enter the keystor e passwor d when prompted.



Step 2. To generate the WSM certificate run this command:
%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

Enter the keystor e passwor d when prompted.

N Note: By default, the certificates are generated for two years. Use -validity XXXX to set the expiry
date when certificates are regenerated, otherwise certificates are valid for 90 days and need to be
signed by a CA before this time. For most of these certificates, 3-5 years must be a
reasonable validation time,

Here are some standard validity inputs:

One Y ear 365
Two Years 730
Three Years 1095
Four Years 1460
Five Years 1895
Ten Years 3650

_/i\ Caution: From 12.5, certificates must be SHA 256, Key Size 2048, and encryption Algorithm
RSA. Use these parameters to set these values: -keyalg RSA and -keysize 2048. It isimportant that
the CV P keystore commands include the -storetype JCEK S parameter. If thisis not done, the
certificate, the key, or wors,e the keystore can become corrupted.

Specify the FQDN of the server, on the question what isyour fist and last name?

izational unit?

Complete these other questions:
What is the name of your organizational unit?

[Unknown]: <specify OU>



What is the name of your organization?
[Unknown]: <specify the name of the org>
What is the name of your City or Locality?
[Unknown]: <specify the name of the city/locality>
What is the name of your State or Province?
[Unknown]: <specify the name of the state/province>
What is the two-letter country code for this unit?
[Unknown]: <specify two-letter Country code>

Specify yes for the next two inputs.

Step 3. Perform the same steps for vxml_certificate and callserver_certificate:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

CVP Reporting Server

Step 1. To delete the WSM and Reporting Server certificates run these commands:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

Enter the keystor e passwor d when prompted.

Step 2. To generate the WSM certificate run this command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

Enter the keystor e passwor d when prompted.

Specify the FQDN of the server for the query what isyour fist and last name? and continue with the same
steps as done with CVP servers.

Step 3. Perform the same steps for callserver_certificate:



%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

Enter the keystor e passwor d when prompted.
CVP OAMP (UCCE deployment)

Since In the PCCE solution version 12.x all components of the solution are controlled by the SPOG and
OAMP isnot installed, these steps are only required for a UCCE deployment solution.

Step 1. To delete the WSM and OAMP Server certificates run these commands:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

Enter the keystor e passwor d when prompted.

Step 2. To generate the WSM certificate run this command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

Enter the keystor e passwor d when prompted.

Specify the FQDN of the server for the query what isyour fist and last name? and continue with the same
steps as done with CVP servers.

Step 3. Perform the same steps for oamp_certificate:
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

Enter the keystor e passwor d when prompted.

2. Generatethe CSR

% Note: RFC5280 compliant browser requires Subject Alternative Name (SAN) to be included with
each certificate. This can be accomplished using the -ext parameter with SAN when generating the
CSR.

Subject Alternative Name

The -ext parameter allows a user to specific extensions. The example shown adds a subject aternative name
(SAN) with the fully qualified domain name (FQDN) of the server as well aslocalhost. Additional SAN
fields can be added as comma separated val ues.



Valid SAN Types are:

ip:192.168.0.1
dns:myserver.mydomain.com
email:name@mydomain.com

For example:

-ext san=dns:mycvp.mydomain.com,dns:Tlocalhost

CVP Servers

Step 1. Generate the certificate request for the alias. Run this command and save it to afile (for example,
wsm_certificate):

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

Enter the keystor e passwor d when prompted.

Step 2. Perform the same steps for vxml_certificate and callserver_certificate:

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

Enter the keystor e passwor d when prompted.

CVP Reporting server

Step 1. Generate the certificate request for the alias. Run this command and save it to afile (for example,
wsmreport_certificate):

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

Enter the keystor e passwor d when prompted.

Step 2. Perform the same steps for the callserver_certificate:



%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

Enter the keystor e passwor d when prompted.
CVP OAMP (UCCE deployment only)

Step 1. Generate the certificate request for the alias. Run this command and save it to afile (for example,
wsmoamp_certificate):

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

Enter the keystor e passwor d when prompted.

Step 2. Perform the same steps for oamp_certificate:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

Enter the keystor e passwor d when prompted.
3. Obtain the CA Signed Certificates

Step 1. Sign the certificates on a CA (WSM, Callserver and VXML server for the CVP server; WSM and
OAMP for the CVP OAMP server, and WSM and Callserver for the CV P Reporting server).

Step 2. Download the application certificates and the root certificate from the CA authority.

Step 3. Copy theroot certificate and the CA signed certificatesin to the folder
% CVP_HOM E% \conf\security\ of each server.

4. Import the CA Signed Certificates

Apply these steps to all servers of the CVP solution. Only the certificates for components on that server
need to have the CA signed certificate imported.

Step 1. Import the root certificate. Run this command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

Enter the keystor e passwor d when prompted. At Trust this certificate prompt, type Y es.

If there is an intermediate certificate, run this command:



%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

Enter the keystor e passwor d when prompted. At Trust this certificate prompt, type Y es.

Step 2. Import the CA Signed WSM for that server certificate (CV P, Reporting and OAMP). Run this
command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

Enter the keystor e passwor d when prompted. At Trust this certificate prompt, type Y es.

Step 3. In the CVP Servers and the Reporting servers import the Callserver CA Signed certificate. Run this
command:

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

Enter the keystor e passwor d when prompted. At Trust this certificate prompt, type Y es.

Step 4. In the CVP Serversimport the VXML server CA Signed certificate. Run this command:
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

Enter the keystor e passwor d when prompted. At Trust this certificate prompt, type Y es.

Step 5. In the CVP OAMP server (for UCCE only) import the OAMP server CA Signed certificate. Run
this command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

Enter the keystor e passwor d when prompted. At Trust this certificate prompt, type Y es.

Step 6. Reboot the servers.

% Note: In UCCE deployment, ensure to add the servers (CVP Reporting, CVP Server, and so on) in
CVP OAMP with the FQDN that you provided when you genarated the CSR.

VOS Servers

1. Generate CSR Certificate



This procedure explains how to generate Tomcat CSR certificate from a Cisco Voice Operating System
(VOS) based platforms.

This processis applicable for VOS based applications such as:
* Finesse
e CUIC\LiveData(LD) \Identity Server(IDS)

¢ Cloud Connect
+ CiscoVVB

Step 1. Navigate to Cisco Unified Communications Operating System Administration
page: https.//[FQDN :<8443 or 443>/cmplatform.

Step 2. Navigate to Security > Certificate Management and select Generate CSR.
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Step 3. After the CSR certificate is generated, close the window and select Download CSR.
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Step 4. Ensure that the Certificate purpose is tomcat and click Download CSR.
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Step 5. Click Save File. Thefileis saved on the Download folder.



Opening tormcat.csr *

You have chosen to open:

| tomcat.csr

which is: CSR file
from: https:/10.201.224.234

What should Firefox do with this file?
@] Openwith | Applications\notepad.exe (default) B

*?wl:ia'\re File |

2. Obtain the CA Signed Certificates

Step 1. Sign thetomcat certificate exported on a CA.

Step 2. Download the application and the r oot certificated from the CA authority.
3. Upload the Application and Root Certificates

Step 1. Navigate to Cisco Unified Communications Operating System Administration page:
https://FQDN:<8443 or 443>/cmplatform.

Step 2. Navigate to Security > Certificate Management and select Upload Certificate/Certificate chain.
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Step 3. On the Upload certificate/Certificate chain window, select tomcat-trust in certificate purpose field
and upload the Root certificate.
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Step 4. Upload an inter mediate certificate (if any) as atomcat-trust.
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Step 5. On the Upload certificate/Certificate chain window, select now tomcat in the Certificate Purpose
field and upload the application CA signed certificate.
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Step 6. Reboot the server.
Verify

After you reboot the server, execute these stepsto verify the CA signed implementation:
Step 1. Open aWeb Browser and clear the cache.
Step 2. Close and Open the browser again.

Now, you must see the certificate switch to begin the CA signed certificate and the indication in the browser
window that the certificate is self-signed and therefore not trusted, must go away.

Troubleshoot

There are no steps to troubleshoot the implementation of the CA Signed certificates in this guide.
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