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| ntr oduction

This document describes how to configure and troubleshoot Cisco Video Integration (CV1) with
Microsoft Teams (MS Teams) integration.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

Webex Control Hub general configuration
Office 365 (0O365) general configuration
Endpoint web admin configuration
Windows Power Shell configuration
Webex Edge for Devices configuration



Components Used

The information in this document is based on these software and hardware versions:

0365 Admin Site

Cisco WebEx Control Hub with A-MST-WX-CVI-ROOMS license
Windows Power Shell version 5.1

DX70 with Webex Edge for Devices

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Required Ports

Ports required for signaling:

. i _ Port
Video Device Protocol

Number(s)

Ports required for media:



Protocol Port Number{s)

Supported Device Typesfor One Button to Push (OBTP)

* Webex Board, Room, and Desk devices
* Webex Room Kit and Room Phone
e Cisco MX, SX, and DX series

Configuration

Set Up the Video Integration in Control Hub

Step 1. Sign in to Webex Control Hub.

Step 2. In order to check if the subdomain is set for Webex Session Initiation Protocol (SIP) addresses,
navigate to Organization Settings >SIP Addressfor Cisco Webex Calling.

% Note: In caseit is not set, review the next document, Change Y our Cisco Webex SIP Address.

Step 3. Navigate toServices >Hybrid. Locate the Video Integration card for Microsoft Teams, selectSet Up.
(Additional Licenseisrequired).


https://admin.webex.com/
https://help.webex.com/en-us/2mlmjv/Change-Your-Cisco-Webex-SIP-Address

Video Integration
i@ Microsoft Teams

Join Microsoft Teams meetings
from Webex devices. Enable Hybnd
Calendar Service to join meetings
with One Button To Push (OBTP).

View Prerequisites

A Warning: At this point, A-MST-WX-CVI-ROOMS license is required in order to make further
progress.

Step 4. On the Video Integration Setup screen, select Authorize.

Video Integration Setup

Microsoft Teams
The Microsoft Teams Meetings Video Integration Service needs permission to access Microsoft 365 on behalf of your users.

Click Authorize to sign into Microsoft and accept permissions for the service. After you accept, your browser should redirect
you back here. If you are not redirected shortly, return to admin.webex.com and start this process again.

Authorize

Step 5. Select the account with the Microsoft Tenant Global Administrator privileges, and enter the
credentials.



% Note: The Microsoft user has to authenticate at |east two separate times. It is recommended the steps
are performed by a Microsoft administrator whose account has full administrator access to Control
Hub.

Step 6. In order to validate the requested permissions, select Accept. This grants Webex Video Integration
application access your Microsoft tenant. A redirect to the Control Hub Video Integration Setup screen takes
place.

™ Microsoft

globaladmin@example.com

Permissions requested
Review for your organization

Webex Video Integration for MS Teams
Cisco %
This app would like to:
Read domains
Initiate outgoing 1 to 1 calls from the app
Initiate outgoing group calls from the app
Join group calls and meetings as an app
Join group calls and meetings as a guest
Access media streams in a call as an app

Read online meeting details

&K R L £ 5 & K

Sign in and read user profile

If you accept, this app will get access to the specified
resources for all users in your organization. No one else will
be prompted to review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and
privacy statement. You can change these permissions at
https:/fmyapps.microsoft.com. Show details

Does this app look suspicious? Report it here




Step 7. Open a Power Shell window on your computer and install the Microsoft Teams PowerShell module
if not already installed with the next command:

Install-Module MicrosoftTeams -AllowClobber

Step 8. Import Microsoft Teams module and connect to your Teams tenant with the next command:

Import-Module MicrosoftTeams
Connect-MicrosoftTeams

Step 9. A Microsoft sign-in page appears. Enter the credentials for the user with Microsoft Teams
administration privileges for the tenant. If the processis successful, feedback is provided about the account
and tenant is successfully signedin.

Step 10. Navigate to Video I ntegration setup screen in Control Hub, select the clipboar d button in order to
copy the text of the New-CsVideol nter opSer viceProvider section, from the first text box and pasteit into
the PowerShell session and confirm.

Step 11. Select how you want to enable the integration for your users. Use the examples as reference for the
integration for all users, or per user as shown in the next examples:

All users;

Grant-CsTeamsVideoInteropServicePolicy -PolicyName
CiscoServiceProviderEnabled -Global

Per User:

Grant-CsTeamsVideoInteropServicePolicy -PolicyName
CiscoServiceProviderEnabled -Identity

Step 12. Select Ok to compl ete the setup.

% Note: PowerShell changes to Microsoft tenant can take time to propagate in the Microsoft 365
environment. Microsoft says this can take up to 6 hours, although it typically takes less than 20
minutes.



Step 13. In case access to the PowerShell command text after configuration is not completed, navigate to
Control Hub > Hybrid > Services> Video I ntegration and select Edit settings.

@i Microsoft Teams

Join Microsoft Teams meetings from Webex
devices. Enable Hybrid Calendar Service to join

meetings with One Button To Push (OBTP)

e Operational

Troubleshoot

Case 1. Command I nstall-M odule not Recognized in Windows Power Shell

When command I nstall-M odule is configured on Windows PowerShell, no variation from the command is
recognized by the console:

PS C:\Users\administrator.MEXTP.000> install-Module MicrosoftTeams -AllowClobber

Step 1. With an Windows Admin account, open Windows PowerShell and run the command Get-
Command on the console in order to validate if Install-M oduleislisted as a valid command.



Import-Alias
Import-BinaryMilLog
Import-Certificate

Import-Clixml
Import-Counter
Import-Csv
Import-IscsiVirtualDisk
Import-LocalizedData
Import-Module
Import-PfxCertificate
Import-PSSession
Import-StartLayout
Import-TpmOwnerAuth
Initialize-Tpm
Install-NfsMappingStore
Install-WindowsFeature
Invoke-BpaModel
Invoke-CimMethod
Invoke-Command
Invoke-Expression
Invoke-History
Invoke-Item
Invoke-RestMethod
Invoke-TroubleshootingPack
Invoke-WebRequest
Invoke-WmiMethod
Invoke-WSManAction

jq1n—Path

Microsoft.PowerShell.Utility
CimCmdlets

PKI
Microsoft.PowerShell.Util1ty
Microsoft.PowerShell.Diagnostics
Microsoft.PowerShell.Util1ty
IscsiTarget
Microsoft.PowerShell.Utility
Microsoft.PowerShell.Core

PKI
Microsoft.PowerShell.Utility
StartScreen
TrustedPlatformModule
TrustedPlatformModule

NFS

ServerManager

BestPractices

CimCmdlets
Microsoft.PowerShell.Core
Microsoft.PowerShell.Utility
Microsoft.PowerShell.Core
M1icrosoft.PowerShell.Management
Microsoft.PowerShell.Util1ty
TroubleshootingPack

Microsoft. PowerShell.Utility
Microsoft.?owerShe]1;Managemeii"/
Microsoft.WSMan.Management

SRR

Microsoft.PowerShell.Management

Step 2. In case it is not listed, run the command Get-Host and validate the current PowerShell version:

PS C:\Users\administrator.MEXTP. 000> Get-Host

ame
‘ersion
nstanceld

urrentCulture ﬁ en-US .

: ConsoleHost
: 4.0

292fdbe4-928f-49b2-b169-1155848b44ec

=

urrentUICulture : en-US
: Microsoft.PowerShell.ConsoleHost+ConsoleColorProxy
sRunspacePushed : False

: System.Management.Automation.Runspaces.LocalRunspace

PrivateData

Runspace

Step 3. In case PowerShell current version is older than 5.0, upgrade to any supported version mentioned on

. Host.InternalHostUserInterface

the next Microsoft document: Install-M odule Supported PowerShell version.

Step 4. After the upgrade, verify one more time that the version is now updated with Get-Host command.

Runspace

: ConsoleHost
+ 5.1.14409.1018

-aled-9759f7f20c74

: System.Management. Automation. Internal.Host.InternalHostUserInterface
urrentCulture : en-US

: en-US
: Microsoft.PowerShell.ConsoleHost+ConsoleColorProxy
: True
IsRunspacePushed : False

System.Management. Automation. Runspaces. LocalRunspace



https://learn.microsoft.com/en-us/powershell/module/powershellget/install-module?view=powershellget-3.x&viewFallbackFrom=powershell-7.3

Step 5. Run the command I nstall-M odule Micr osoft Teams -AllowClobber, and confirm with Y command
in order to continue with the regular installation process.

B e A e

—l 0 Y

EN Administrator: Windows PowerShell — O

opyright (CJ ’015 Microsoft Corporation. All rights reserved.

sers\Administrator> install-Module MicrosoftTeams

NuGet provider is required to continue

PowerShellGet requires NuGet provider vers 1on '2.8.5.201" or newer to interact with NuGet-based repositories.
The Nuhpt provider must be available in 'C: Program Files\PackageManagement\ProviderAssemblies' or

'C s\Administrator\AppData\Local\PackageManagement Prov1dPrA55emE1ieg . You can also install the NuGet
prou1de: by running In»taq1 PackagpPr0s1dpr -Name NuGet -MinimumVersion 2.8.5.201 -Force'. Do you want
PowerShellGet to install and import the NuGet provider now?

[¥] yes [N] No [S] Suspend [?] Help (default is "Y"):

Case 2. Command Install-M odule not Recognized in Windows Power Shell

Even with the correct PowerShell version, download process can fail with asimilar error as shown in the
next image:

PowerShellGet to install and import the NuGet provider now?
[¥] Yes [N] No [S] Suspend [?] Help (default is "Y"):

. y " - ey
WARNING: Unable to download from URI ‘https://go.microsoft.com/fwlink/?LinkID=627338&c1cid=0x409" to
WARNING: Unable to download the 1list of available providers. Check your internet connection.

Step 1. Discard any issue with reachability from the server to the Uniform Resource Locator (URL). Copy
the URL specified on the PowerShell window, and paste it on aweb browser in order to validate content is

displayed.

@ hit steds eada »® e (]

<« C @ onegetcdn.azureedge.net/providers/providers.masterlist.feed.swidtag Q w O » 2

<?xml version="1.8" encoding="utf-8"2>

<Softwareldentity xmlns="http://standards.iso.org/iso/19770/-2/2015/schema.xsd” xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance”
xmlns:discovery="http://packagemanagement.org/discovery” patch="false" media="(0S:windows)" name="OneGet.Providers" tagVersion="1"
uniqueld="0OneGet.Providers.1" version="1.15.194.9" versionScheme="multipartnumeric">

<l--
This swidtag is a Discovery Feed that has pointers to the SWIDTAGs for
the providers that the bootstrapper can download

-=3

<Link href="https://onegetcdn.azureedge.net/providers/nuget-2.8.5.208.package.swidtag"” type="application/swid-tag+xml”
rel="package" discovery:name="nuget" discovery:latest="true" discovery:version="2.8.5.208" media="(0S:windows)" />

¢<Link href="https://onegetcdn.azureedge.net/providers/psl-1.0.0.210.package.swidtag” type="application/swid-tag+xml™ rel="package”
discovery:name="psl" discovery:latest="true" discovery:version="1.8.2.210" media="(0S:windows)" />

<Link href="https://onegetcdn.azureedge.net/providers/ChocolateyPrototype-2.8.5.130.package.swidtag” type="application/swid-
tag+xml" rel="package" discovery:name="chocolatey" discovery:latest="true" discovery:version="2.8.5.130" media="(05:windows)" /»

<Link href="https://onegetcdn,azureedge.net/providers/nugetv2,feed.swidtag” type="application/swid-tag+xml" rel="feed"
discovery:name="nuget" media="(0S:windows)" />

<Link href="https://onegetcdn.azureedge.net/providers/psl.feed.swidtag"” type="application/swid-tag+#xml” rel="feed"
discovery:name="nuget"” media="(05:windows)" />

<Link href="https://onegetcdn.azureedge.net/providers/chocolateyprototype.feed.swidtag" type="application/swid-tag+xml"

rel="feed" discovery:name="chocolatey" media="(0S:windows)" /»
</Softwareldentity>

Step 2. If reachability is not an issue, this can mean theissueisrelated to Transport Layer Security (TLS)



protocol version. Microsoft deprecated TLS versions 1.0 and 1.1 as shown in the next document: Microsoft
TLS1.0and 1.1 Disablement Notice.

Step 3. In order to change TL S default PowerShell version, run the next command:

[Net.ServicePointManager]::SecurityProtocol = Net.SecurityProtocolType]::T1s12

[Net. ServicePointManager]: :SecurityProtocol = [Net.SecurityProtocolType]::T1

Step 4. Run the command I nstall-M odule Micr osoft Teams -AllowClobber, and confirm with Y command
in order to attempt the regular installation process.

PS C:\Users\Administrator> install-Module MicrosoftTeams

NuGet provider is required to continue

PowerShellGet requires NuGet provider nnr,1on ' .5.201" or newer to interact with NuGet-based repositories.
The NuGet provider must be available in 'C: HP:ogram Files\PackageManagement\ProviderAssemblies' or
'C:\Users\Administrator\AppData\Local\PackageManagement\ProviderAssemblies'. You can also install the NuGet
provider by running "Install- PackagPPrOquer -Name NuGet -MinimumVersion 2.8.5.201 -Force'. Do you want
PowershellGet to install and import the NuGet provider now?

[¥] yes [N] No [S] Suspend [?] Help (default is "Y"): y

Step 5. Confirm the second selection with Y command in order to start the download process.

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this repository, change its
,In<f31]at1on9011cv value by running the Set-PSRepository cmdlet. Are you sure you want to install the modules
from "PSGallery'?

[¥Y] vyes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is "N"):

Installing package 'MicrosoftTeams'
Downloaded 28.83 MB out of 57.63 MB.
[0000000000000000000000000000000000000

Step 6. Confirm Microsoft Teams module is installed with the command Get-1 nstalledM odule, and proceed
with the deployment process.

S C:\Users\Administrator.MEXTP> Get-Installedmodule
/ersion Name Repository Description

MicrosoftTeams PSGallery Microsoft Teams cmdlets module for Windows Power..

C:\Users\Administrator.MEXTP> Get-Installedmodule

Name Repository Description

MicrosoftTeams PSGallery Microsoft Teams cmdlets module for Windows Power..



https://learn.microsoft.com/en-us/lifecycle/announcements/transport-layer-security-1x-disablement
https://learn.microsoft.com/en-us/lifecycle/announcements/transport-layer-security-1x-disablement

Case 3. Meeting is Scheduled but isnot Displayed on the Device

When you schedule a meeting on Microsoft Teams, details are displayed within the invite, however, the
endpoint does not show the meeting.

( Microsoft Teams meeting N

Join on your computer or mobile app
Dare 1 join the mesting

Jein with a video conferencing device

erence I0: 113 2480082 3

Device Room mailbox appears listed within Microsoft Teams meeting invite, some details are not properly
configured.

Webex Control Hub does not display meeting information either.

Scheduled Meetings
(]

No upcoming scheduled meetings the next 24 hours.

Step 1. Navigate to O365 admin site https: admin . microsoft . com and log in with an admin account.

Step 2. Navigate to Users > Active User s menu.



Contacts

Guest users

Deleted users

Step 3. Locate the meeting organizer user account and expand its details.

Step 4. Navigate to Licenses and Apps section within the user details in order to find the assigned licenses
toit.



Jefferson Madriz

€} Reset password () Block sign-in =, Delete user

Change photo

Account Devices Licenses and apps Mail OneDrive

Select location *

Mexico

Licenses (1) A\

Microsoft 365 Business Basic
1 of 19 licenses available

Microsoft Teams Exploratory

96 of 100 licenses available

Step 5. Microsoft Teams Exploratory license must be assigned for each user on O365. In case thisis not
assigned, Microsoft Teams meeting details are not sent to device calendar on Webex Control Hub.

Step 6. Assign the license and test.

Case 4. Microsoft Teams Licenseis Assigned, but Meeting is still not Displayed on the
Device

Even after the proper licenses are in place, the meeting is not displayed yet on the device calendar with the
same banner from Webex Control Hub:



Scheduled Meetings

No upcoming scheduled meetings the next 24 hours.

Step 1. Navigate to Webex Control Hub.

Step 2. Navigate to Management > Wor kspaces, in order to find the affected device listed.

Woarkspaces

Workspaces Loeations |50

I:}__ Saarch Select fibers W Select locations & Workspaces in tolal

Seldect ane of mane Workspaces fior bulk actons

Mama = Type = Cortang « Calondar «
Criciosts Carn Boand Nol sekeched Coaco Webes Board 555 Mot conhguned
dix 70~ h@eroc -collab. com Mot selected Ceco Webex DX Microsoft Enchangas/Ofice
Equana Tednpia Mot sebecied Cson Wl DXBD Mot conhguied
MX300G2 Mol sebeched Crico TelaPrasancs NOCI0) GF M conhguied
Webex Room Kit Pro Cart hot sebeched Cisco Webex Room Kit Pro Mot configured
WaESAplaEmas - collal com Nol sobeched Mot conhguid

Caling =

Call on Woebsex (1.1 call, e

Premises Calling

Call oon Websex ([ 1:1 call, e

Call an Weebsex [1:1 call, s

Call on Webex {1:1 call, r

Prormises Calkng

Step 3. Open the device details, and locate the Calendar section. Validate the Email Address configured

for that device.

Calendar

Office 365
@® Activated - since yesterday at 6:44 PM

&

See history

Email Address Dx70-2@mxc-collab.com

In-Room Booking

Off

-/ View Scheduled Meetings \‘.
N 7



https://admin.webex.com

Email Address assigned to the device must match the device Workspace display name on Control Hub, and
Username and email on O365 User configuration. In case this information does not match, Control Hub is
not able to identify and forward the meeting to the proper device.

Select one or more Workspaces for bulk actions
Calendar &
" Office 365 Name a
J @ Activated - since vesterday at &:44 Pid See history
Crickets Cave Board
Email Address Dx70-2@mxc~-collab.com ‘ ‘ *

In-Room Booking Off dx70-2@mxc-collab.com

DX_70_2

Ll Reset password () Block sign-in M, Delete user

Change photo

Account Devices Licenses and apps Mail OneDrive

Username and email

DX70-2@mxc-collab.com

% Note: Thisfield is not case sensitive. However, it must match exactly any other letter or symbol.
Verify

Example with logs from a viable Scenario:

When everything isin place and fully operational, you can validate that the implementation works properly
on three different perspectives:

Device Calendar on Webex Control hub shows the scheduled meeting with Start, End, Duration and
Organizer meeting details:



—

E] Showing scheduled meetings for the next 24 hours.

@ Busy - in a meeting scheduled to end in 29 minutes

Today
Start End Duration Organizer
4:00 PM 4:30 PM 0:30 aubaldor@mxc-collab.com

Device shows the One Button to Push, along with the Microsoft Teams Icon on the touch panel:

dx70-2@mxc-collab.com > = 16:05

Axel Ubaldo

16:00 - 16:30 05:37 - In progress
@ Organized by aubaldor@mxc-collab.com

e No more meetings today

Call JOIN Webex viessages

Additionally, this can be verified in All.log file from endpoint logs. Y ou can see the next information:

It contains the instruction calendar.meeting.create and a unique TrackinglD. Microsoft Teamsis listed asthe
meeting Type:

2021-07-02T15:51:49.571-05:00 app1[2073]: Wx2 I: NotificationChannel: calendar.meeting.create, tracking
2021-07-02T15:51:49.572-05:00 app1[2073]: Wx2[3]: CalendarClientImpl::on_meeting_updated_event

2021-07-02T15:51:49.573-05:00 app1[2073]: Wx2[1]: Inserting new meeting - organizer='7ad83eb6-549d-4282
new meeting - organizer='7ad83eb6-549d-4282-86a4-bf3c05e4b6f3' start='2021-07-02T21:00:00.000Z"' id='8fd

An update event from Webex is pushed to the endpoint:



2021-07-02T15:51:49.579-05:00 app1[2073]: Wx2[5]: Creating new Meeting (id=2)
2021-07-02T15:51:49.579-05:00 app1[2073]: Wx2[5]: Attaching CalendarEvent (id=8fd64402-f665-6bd3-bfl5-b
2021-07-02T15:51:49.579-05:00 app1[2073]: Wx2 I: Wx2MeetingsHandlerImpl::meetings_updated: num meetings:



