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This document describes how to troubleshoot different issues with Cisco TelePresence Management Suite
(TMS) phone books.

Prerequisites



Requirements

Cisco recommends that you have knowledge of these topics:

* Cisco TMS
 Cisco TelePresence Endpoints
» Microsoft Internet Information Services (11S)

Components Used

The information in this document is based on these software and hardware versions:

» Cisco TMSVersion 14.x and 15.x
» TC and CE software endpoints

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make
sure that you understand the potential impact of any command.

Related Products

This document can also be used with these hardware and software versions:
» Cisco TelePresence Endpoints M X-Series, C-Series, SX-Series, EX-Series, Room Kit devices, and

MXPs
* Cisco Jabber Video for TelePresence (Movi)

Background Information

The TMS phone books are accessible with the use of HTTP or HTTPS based on which protocol is enabled
in 11S on the Microsoft Windows server. The system must be added in TM S in order to get the phone book
(corporate directory). For newer systems, the phone book search is alive communication, and the datais not
stored on the system. TMS must be up and it must accept connections in order for phone books to work.

TM S Phone Book Directories
Global Directory

The Global Directory isafile stored on the codec where the entries cannot be changed via the remote
control. Thefileistransmitted by HTTP/HTTPs to al endpoints that subscribe to one or more phone books
in Cisco TMS. Multiple phone books are merged into one phone book. If they contain more than 400 entries,
only the first 400 are shown on the endpoint.

Thefileistransmitted to the endpoint on the intervals set in the Administrative Tools > Configuration >
General Settings > Phone Books Update Frequency field.

This only works on endpoints that support the globdir.prm (Not supported on TC or CE software
endpoints).

Corporate Directory

The Corporate Directory isan XML service on the Cisco TM S server that allows the endpoint to retrieve the



phone books directly from the server every time the phone book button on the endpoint is pressed. It allows

for ahierarchy of phone books and multiple phone numbers on every entry. The Corporate Directory is aso
searchable.

System Phone Book Types

Navigate to Administrative Tools > Configuration > General Settingsin order to select your system
phone book type. Y ou can:

» Use centralized TM S phone books only (corporate phone book)
» Use both centralized and downloaded phone books (both)
» Use global phone books downloaded to systems only (global phone book)

Cisco recommends that you opt for the corporate phone book or both, because the downloaded phone book
isonly supported by legacy TANDBERG endpoints.

The default setting is both, which makes the global directory available should the corporate directory live
search fail.

Ports Used for TM S Phone Books

The endpoints access the TM'S Phonebook service with either port 80 (HTTP) or port 443 (HTTPs). Verify
that these ports are allowed on the Microsoft Windows Server firewall and any network firewall that might
bein the path.

Service or System Protocol Port Direction [relative to Cisco TMS)
In Oourt

HTTF TCP 80 X x

HTTPS TCP 443 X X

Endpoint Phone Book Server Configuration

Once asystem isadded to TMS, it should receive a set of management settings that contains the feedback
addr ess, exter nal management addr ess, and the phonebook addr ess. The address on the system can be
checked from the Web Interface of the system, xAPI (xConfiguration //phonebook), or from the User
Interface on the system.

The address pushed out to the endpoint is determined by what is configured in TMS at Administrative
Tools > Configuration > Network Settings under Advanced Network Settingsfor Systemson Internal
LAN. If the TM S Server 1Pv4 Addressfield is configured and the TM S Server Fully Qualified
Hostname field is empty, then the IP Addressis used, but if both fields are populated, the Fully Qualified
Domain Name (FQDN) is preferred and used.

Ackvancad Netveork Setings Tor Systems on Irtenal LAN
THE Sarver Py doress W
TMZ Sarver PvE Adoress

TS Sierver Fully Gualifisg Hostneme 1mE example Com

Achvanced Network Setlings for Systems on Publc imer netiBshind Firewal

TMS Server Bddress (Fuly Guaifiesd Hosirame oF [Py Acokdrass): 1me example com

When you check the phone book URL, it isimportant to notice if the <TM Saddress> isa FQDN or an IP
address. If it isan FQDN, the endpoint must also have avalid Domain Name Server (DNS) configured. I



DNS s not configured on the endpoint, it is not able to resolve the FQDN in order to retrieve phone books.
Refer to the Check Endpoint DNS Configuration section for steps to verify the DNS.

N Note: Make sure the IP address is correct. Sometimes customers have recently moved TMS from one
server to another, they have another lab TMS, or arogue TMS might exist.

Check the Addresswith the Web Interface

Within the web interface of the endpoint, navigate to Configuration > System Configuration >
Phonebook Server. Verify that the phone book settings are correct. Most importantly, the URL should
match this format: http://<TM Saddress>/tms/public/external/phonebook/phonebookservice.asmx.

Check the Addresswith Secure Shell (SSH)

Hereis how you check the address with SSH:

xConfiguration //phonebook

*c xConfiguration Phonebook Server 1 ID: "default"

*c xConfiguration Phonebook Server 1 Type: TMS

*c xConfiguration Phonebook Server 1 URL: "http://<TMSaddress>/tms/public/external/
phonebook/phonebookservice.asmx"

Test Phone Book Request from the Endpoint

The quickest way to determine connectivity isto SSH into the endpoint using admin credentials and run the
following command:

xcommand Phonebook Search Phonebook Type: Corporate

In aworking scenario, thiswill return one of two results, depending on the number of phonebooks assigned
to the endpoint.

If one phonebook:

#r Resultset Resultinfo offser: O

#r pesultset ResultInfo Limit: 50

Y ResultSet ResultInto TotalRows: 2

#r pesultset Contact 1 Mame: “Johm Doe (SIP)”

¥r ResultSet Contact ContactId: "e_3"

“r ResultSet Contact ContactMethod 1 ContactMethodIid: "BY

“r pesultSet Contact 1 ContactMethod 1 Wumber: “SIP:jdoe@example.com”
#r pesultsSet Contact CorntactMethod 1 Protocol: SIP

“r ResultsSet Contact Mame: “Peter Rabbit (sIP)”

“r ResultsSet Contact ContactIcd: "e_4”

“r Resultset Contact contactMethod 1 ContactMethodId: "9

“r Resultset Contact 2 ContactMethod 1 Mumber: “sIf:prabbit@example. com”
“r ResultSet Contact CorntactMethod 1 Protocol: SIP

v and

P B B B B 2 2

If Multiple Phonebooks are applied, the result will instead list the phonebook folders:



*r PhonebookSearchResult (status=0K):

*r PhonebookSearchResult ResultInfo Offset: @

*r PhonebookSearchResult ResultInfo Limit: 58

*r PhonebookSearchResult ResultInfo TotalRows: 3

*r PhonebookSearchResult Folder 1 Localld: “c 1™

*r PhonebookSearchResult Folder 1 FolderId: “c_1"

*r PhonebookSearchResult Folder 1 MName: "All Systems”
*r PhonebookSearchResult Folder 2 Localld: “e_2"

*r PhonebookSearchResult Folder 2 FolderId: “e_2¢
*r PhonebookSearchResult Folder 2 Mame: "FileBased™
*r Phonebook5earchResult Folder 3 Localld: "c_3"

*r PhonebookSearchResult Folder 3 FolderId: "c¢_3"
*r PhonebookSearchResult Folder 3

0w e.nd

Mame: “Test PB"

This command will also identify any connectivity issues. As examples:

* If no phonebooks are assigned to the endpoint in TMS:

*r PhonebookSearchResult (status=0K):

*r PhonebookSearchResult ResultlInfo Offset: @

*r Phonebook5earchResult ResultInfo Limit: 58

*r PhonebookSearchResult ResultInfo TotalRows: @
=% end

« |f unable to contact the Phone Book Service:

*r PhonebookSearchResult (status=Error):
#p PhonebookSearchResult Reason: "TMSHttp failure: ‘<Operation timed out>'(Timeout was reached)
** end

If there is an authentication configuration issuein 11S on the server hosting TMS.

*pr PhonebookSearchResult (status=Error):
*r PhonebookSearchResult Reason: "TMSHttp failure: '<Authentication failure>'(HTTP code=481)"
** end

If pointing at 'http or https://<TM SFQDN>/tms/public/external/phonebook/phonebookservice.asmx." it will
show you if thereis apossible DNS resolution issue:

*r PhonebookSearchResult (status=Error):
*r PhonebookSearchResult Reason: "TMSHttp failure: '<DNS Lookup failure>'(Couldn't resolve host name)"
** end

Check Endpoint DNS Configuration

Check the DNS Configuration with SSH

- xConfiguration //DNS

DN Server 1 Address:
DNS Server £ Address: ™"

*o xConfiguration Network

*o xConfiguration Network

*p xConfiguration Network DNS Server 3 Address:

bk ek ek

*o xConfiguration Network DNS Domain Name:

** end



Check the DNS Configuration with the Web Interface

Within the web interface of the endpoint, navigate to Configuration > System Configuration > Network.

OMS

Darmain Mame example.com Dave | |
oerver 1 Address =DN= Zerver IP Address= Dave | |
Sener 2 Address Save | |
Server 3 Address Save |

Determineif the Phone Book Serviceis Reachable

From aUser PC, complete these steps:

1. Within the endpoint, navigate to Configuration > System Configuration > Phonebook Server, and
copy the TM S phone book URL configured on the endpoint.

2. Paste the URL into a browser window.

':\%' {/ﬁ' hittp:/ /<TMSaddress> /tms/public/external/phonebook/phonebookservice.asmx

PhoneBookService

Get global phone books.

The following operaticns are supported. For a formal definition, please review the Service Description.

& GetPhonebooks
Get all phone books set on the given system

#* ResolveSystem
Resalve the given number to a system name

® Search
Search the phone book{s) set on the given system

If you see the page shown in the image, it means that the phonebook serviceis reachable. If you do
not see this page, verify that the computer you test on does not have any network restrictions to access
the address.

If you see an Unauthorized, then there might be an issue with 1S, which is discussed further in this
document.

From the Root of the endpoint, enter: curl http://<TMS IP
Address>/tmg/public/external/phonebook/phonebookservice.asmx



TM S Phone Book and Phone Book Source

All TMS phone books are built off of phone book sources.
Go to Phone Books > M anage Phone Book Sour cesin order to manage your phone book sources.
Currently TM'S phone book sources consist of:

Workspace

damee;

- Type: | Cizco TMS Endpoints |w ]

Cizco TME Endpoints
Manual List
Active Directory
H.Z50 Directory
o Mewy H.350 User Directory
File Bazed Phone Book
Gatekeeper
Cther TMS Phone Book
TMS Uszer Phone Book
Cizco TMS Pravizioning Directory
System Local Phone Book
Cizco Unified Communications Manager

Cisco TMS Endpoint

Manual List

Active Directory

H.350 Directory and H.350 User Directory
File-Based Phone Book

Gatekeeper

Other TM'S Phone Book

Cisco TMS Provisioning Directory
System Local Phone Book

Cisco TMS-Managed Cisco Unified CM

Once a phone book source has been created, you connect it to a phone book. The phone book you connect
the source to will be the phone book you set on devices. Y ou can connect multiple phone books to multiple
phone book sources



Warkspace

Endpoints

g Mew [ Edit @ Delete B Set On Systems
Sources Access Contral Wiewe Contacts

Below are the currently connected sources.

]
] &N Syatems
[ Cizca TMS Provisioning Source

| Connect || Update || Dizconmect || Manage Phone Book Sources |

Cizco TMS Endpoints
Cizco TMS Provisioning Directory

Verify Contacts and Phone Book is Set on System

Verify Contacts

Check the phone book source and verify that contacts and contact methods exist.

Warkspace

All Systems

Cizco TMS Endpoints

Edit (& Delste “Sb Force Refresh

L

Configuration Yiew Contacts

Zearch: Mumber of Contacts:

Type

i | [Seman]

w 404040
H323
H323

404040 placebo lakb

Check that the phone book is connected to the phone book source and verify that the same contacts and
contact methods exist. The phone book you connect the source to will be the phone book you set on devices.

% Note: Endpoints and Jabber Video for TelePresence (Movi) see what is populated in the phone book,
not the phone book source. Be aert for differences between the two.

Phone Book Set on System



Make sure the phone books have been set on the system. Go to Phone Books > M anage Phone Books >
Select the Phone Book and select Set on Systems.

A list of the systems appears on the right under Selected Systems.

Set Phﬂ;'m Book On éystems ¥ou are here: * Phone Books + Msnage Phone Books

| Phone Book: Al Systems et
Select system from the list in the left pana. Cick on »* button to move system to 'Selacted zystems’ pane. Click 'OH' to et phonebook on selected zysiems.

Fokder Yiew E“ [ Selecied Systems |
[=1- G CompETy ame - ] ClubhouseCan
- (3 Cal Contral B cubec20
|:u (38 conferencing
Dizcoversd Systams E
E 2l Endpoirts E
B ClubhouzeiCdd E

oK ] cancel
Jabber Video for TelePresence (Movi) and Phone Books

N Note: The client must be authenticated in order to receive phone books. The VCS/Expressway zonein
which it registers must either be Check Credentialsor Treat as Authenticated.

The users receive the phone book through the VCS/Expressway Series and not from TMS.

Access Control

The account groups must be given access control to the phone book in order to search it.

Even if the Top-Level is checked, expand it, and verify that the sub-levels are checked. If only new users do
not receive phone books, it is possible they are part of a new group that is not checked within the Access
Control tab.



Warkspace

Endpoints

o MNew Edit & Delete [ Set On Systems

1t

SOLFCES Access Contral Wienw Cortacts

Provisioning Directory Groups TMS Uzer Groups
Select the provisioning directory groups that are to have access to this phonebook,

Directory Groups

=[] Groups
= ¥ root
[¥] EX-Series
[¥] The Local People
“[J] The Peaple

D Apply settings to "Endpoints" and all underlying phone books.

| Save || Cancel |

Provisioning Configuration

1. In TMS Systems > Provisioning > Users, verify that the Video Address Pattern is configured.

User Settings

Settings configured at the group level are Inherited by all users and subgroups, Configure settings at the
user level to apply thern to one user anly,

(Click for help on configuring each individual field, )

MHarme Pattern Crigin
W video Address Pattern | {username}example,com | @ root
Caller ID Pattern root
¥ Device Address Pattarmn | {username}dexample.com | (@ oot
Image URL Pattern root

E3 (o)

2. Check the configuration template assigned to the Jabber Video for TelePresence (Movi) user for the
phone book Server URI configuration.



s Phiore Book Server LIRI phonebook@exarmple.com

Duplicate Entries

Be cautious if you connect multiple phone books to a single phone book, because this can cause duplicate
entries to appear on endpoints or with the Jabber Video for TelePresence (Movi) client if the connected
sources contain the same phone book entries.

Phone Book Routing

Be aware of this setting in case some endpoints do not get some of the phone book entries that are seenin
other endpoints.

In Administrative Tools > Configuration > General Settings, thereis a setting called Route Phone Book
Entries. Yesisthe default setting, which means that endpoints only display addresses that they are capable
of dialing. For example, on an H.323-only endpoint, ISDN numbers and Session Initiation Protocol (SIP)
addresses are not displayed. No means that the endpoints display all addresses and numbers in the phone
book regardless of their dialing capabilities.

401 Unauthorized - Troubleshoot |1S

One of the most common phone book issues is caused by a misconfiguration in [1S. Anonymous
Authentication must be enabled for the public folder in I1S for the endpoints to be able to retrieve phone
books. If thisis not enabled, the endpoints are challenged for authentication they are unable to provide.

In order to determine if the endpoint is challenged for authentication, SSH into the endpoint and query for
the phone book with xcommand Phonebook Sear ch Phonebook Type: Cor porate. If the endpoint is

challenged for authentication, you will see'<Authentication fail>' (HT TP code=401) as seen in this
image.

xcommand Phonebook Search PhonebookType: Corporate

Ok
“r PhonebooksSearchrResult (status=Error):

Reason: TMSHttp failure: '<authentication fails'(HTTP code=401)
% angd

Check 11S Settings
1. Open a Remote Desktop Protocol (RDP) session with the TM S server.
2. Openthe |IS Manager & .
3. Expand Default Website.
4. Expand TM S.
5. Select public.

6. Select


http://msdn.microsoft.com/en-us/library/bb763170.aspx

EL

Authentication

ST | ? Authentication
5 Start Page = .
=) % TANDBUNSTMS { \odministrator) || S by: Mo Grouping "
12} Appiication Pocls Name = | Status | Response Type
= @ Shes Anonyrmous Authentication Enabled
(=4 Default Web Ske ASP.NET Impersonation Disabled
[ ] aspnet_dient Basi Authentication Disatled HTTP 401 Challenge
C ;: cdim Digest Athentication Disabled HTTP 401 Chalienge
B0 pan Forms Authenkication Disabled HTTP 302 LoginfRedirect
=¥ tms Windows Autheritication Disabled HTTP 401 Challenge
o P ai
[#] i -, auth
&1 bin
[# ] Bocking
- ] coe
[*- | Data
# P extemnal
® ) orbit
- public
B-] bin
F ] data
-] external
#- | Feedback
[ Polycom
B[] peex

7. Verify that Anonymous Authentication is enabled, and enableiif it is not already.
Use a Network Capture

Analyze Phonebook Data in Wireshark

The phone book search starts with a search request to the phone book service on TMS which TM S responds
to and includes the search result in the response if everything works.

Y ou can run the trace on the TM'S server or on the endpoint if the endpoint supports tcpdump. Let the trace
run and access the phonebook viathe web interface or from the User Interface. Y ou should see a search
request come in on the TMS server.

HTTP/X+¢ 1170 POST /tms/public/external/phonebook,/phonebookservice. asmx HTTP/1.1

Following this TCP stream, you will see two primary components of the XML.:

First, the endpoint will identify itself, for example:

<Search>
<Identification>



<SystemName>RoomK1it</SystemName>
<MACAddress>08:96:ad:5a:f4:f4</MACAddress>
<IPAddress>14.49.31.33</IPAddress>
<IPAddressV6 type="Local">fe80::a96:adff:feb5a:f4f4</IPAddressV6>
<ProductType>Cisco Codec</ProductType>
<ProductID>Cisco Webex Room Kit</ProductID>
<SWVersion>ce9.9.0.3a4afe323b0</SWVersion>
<SerialNumber>FOC2108NFRA</SerialNumber>

</Identification>

Next, you'll see the details of the request:

<CaseSensitiveSearch>false</CaseSensitiveSearch>
<SearchPath/>
<SearchString/>
<SearchType>Free</SearchType>
<Scope>SubTree</Scope>
<MaxResult>50</MaxResult>
<RangelInclusive>false</RangeInclusive>

</Search>

<Note: Detail values will change depending on the request made. The request above was made using the ssh
command 'xcommand Phonebook Search PhonebookType: Corporate' from the endpoint.>

The response from the TM S Server should be a 200 OK . Otherwise you can troubleshoot based on the
different message you receive.

The 200 OK response will contain the relevant entries from the phone books assigned to the endpoint in
TMS. In the request above, the endpoint had a single phone book assigned in TMS, and the response |ooks
likethis:

<SearchResponse xmlns="http://www.tandberg.net/2004/06/PhoneBookSearch/">
<SearchResult>
<Name />
<Id />
<Entry>
<Name>HDX8000</Name>
<Id>e_92750</Id>
<Route>
<Call1Type>384</CallType>
<Protoco1>H323</Protocol>
<Restrict>Norestrict</Restrict>
<DialString>hdx8000</DialString>
<Description>hdx8000 (H.323)</Description>
<SystemType>Polycom HDX 8000 HD</SystemType>
</Route>
<IslLast>false</IsLast>
<IsFirst>true</IsFirst>
<BaseDN />
<SystemType>Polycom HDX 8000 HD</SystemType>
</Entry>



<Entry>
<Name>SX10</Name>
<Id>e_92749</1d>
<Route>
<CallType>384</CallType>
<Protoco1>SIP</Protocol>
<Restrict>Norestrict</Restrict>
<DialString>sx10@example.com</DialString>
<Description>sx10@example.com (SIP)</Description>
<SystemType>Cisco TelePresence SX10</SystemType>
</Route>
<IslLast>false</IsLast>
<IsFirst>false</IsFirst>
<BaseDN />
<SystemType>Cisco TelePresence SX10</SystemType>
</Entry>
<NoOfEntries>7</NoOfEntries>
<FolderExists>true</FolderExists>
</SearchResult>
</SearchResponse>

Phone Book Request/Response Loggingin TMS

TMS 15.8 introduced the capability to log all phone book requests, and their responses. By default this
logging is disabled but can be enabled in two ways.

1. By modifying the web.config file located, by default at " C:\Program Files
(x86)\TANDBERG\TM S\wwwTM S\Public\web.config” and modifying this section:

<logger name="Tandberg.TM S.Phonebook.PhonebookRequestResponse” additivity="false">
<level value="OFF" />

Change the level value from 'OFF to 'DEBUG'

2. This can also be done more easily using the TM S L og Collection Utility by checking the following:

ilaan]s . . s
'{lg:.;.;,' Ciseo TMS Log Collection Utility mpa

Select Logls) that must be set bo Debug mode and dick Apphy. Click Reset to Initial” and then Apply to disable extended logging befare chasing the spplication. Or click ‘Get TMS Lege’ to

Reset To Initisl Got THS Logs

w  Cisco TMS
=

SHMPService
Web

Web Api
Web Public

i = = =
...

'l.'-'l"'l'. 3.Ib. =
Cachablanagpss
Sats
| PhonebookRequestResponse

XML

O Cisco TMSPE

5 Loy Collection Litelity 2.0



Once a phone book request hits the TM S application, the log will be written. The default location for this
fileis"C:\Program Files (x86)\TANDBERG\TM S\data\L ogs\TM SDebug\log-phonebook-request-
response.txt"

An example of this outpuit:

Incoming Request
2020-01-08 09:30:54,856|PhoneBookService [ec3eaf80-1519-4573-9e68-3d98ab494d0b] REQUEST : Identificatio

Outgoing Response
2020-01-08 09:30:55,121|PhoneBookService [ec3eaf80-f519-4573-9e68-3d98ab494d0b] RESPONSE : 14.49.31.33

Note that thisis very similar to the POST and 200 OK seen in a packet capture. However, thiswill be the
same, whether using HTTP or HTTPS. Whereas the capture will be unreadable if HTTPS is used.



