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| ntroduction

This document describes Cisco CX Cloud Agent; a modular on-premise software platform that hosts
lightweight containerized microservice capabilities.

Background I nformation

Cisco Customer Experience (CX) Cloud Agent capabilities can be installed, configured, and managed on
customer premise from the cloud. CX Cloud Agent expedites the monetization of new offers, scales
capabilities, and helps to develop next-generation services driven by big data, analytics, automation,
Machine Learning/Artificial Intelligence (ML/AI), and streaming.

N Note: This guideisintended for CX Cloud Agent v2.0 users. Please refer to the Cisco CX Cloud
Agent for other related information.
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CX Cloud Agent Architecture

CX Cloud Agent Architecture

% Note: Images (and the content within) in this guide are for reference purpose only. Actual content can
vary.

Prerequisites

CX Cloud Agent runs as a Virtual Machine (VM) and is available for download as an Open Virtual
Appliance (OVA) or aVirtual Hard Disk (VHD).


https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html

Requirements to deploy:

Any of these hypervisors:
- VMWare ESXi version 5.5 or later
- Oracle Virtua Box 5.2.30
- Windows Hypervisor version 2012 to 2016
The hypervisor can host aVM which requires:
- 8 Core CPU
- 16 GB Memory/RAM
- 200GB Disk Space
For customers that use designated Cisco US data centers as the primary data region to store CX Cloud
data:
The CX Cloud Agent must be able to connect to the servers shown here, using the FQDN, and using
HTTPS on TCP port 443:
FQDN: agent.us.csco.cloud
FQDN: ng.acs.agent.us.csco.cloud
FQDN: cloudsso.cisco.com
FQDN: api-cx.cisco.com
For customers that use designated Cisco Europe data centers as the primary data region to store CX
Cloud data:
The CX Cloud Agent must be able to connect to both of the servers shown here, using the FQDN, and
using HTTPS on TCP port 443:
FQDN: agent.us.csco.cloud
FQDN: agent.emea.csco.cloud
FQDN: ng.acs.agent.emea.csco.cloud
FQDN: cloudsso.cisco.com
FQDN: api-cx.cisco.com
For customers that use designated Cisco Asia Pacific data centers as the primary data region to store
CX Cloud data:
The CX Cloud Agent must be able to connect to both of the servers shown here, using the FQDN, and
using HTTPS on TCP port 443:
FQDN: agent.us.csco.cloud
FQDN: agent.apjc.csco.cloud
FQDN: ng.acs.agent.apjc.csco.cloud
FQDN: cloudsso.cisco.com
FQDN: api-cx.cisco.com

For customers who use the designated Cisco Europe and Cisco Asia Pacific data centers as their
primary data region, connectivity to FQDN: agent.us.csco.cloud is required only for registering the
CX Cloud Agent with CX Cloud during initial setup. After the CX Cloud Agent is successfully
registered with CX Cloud, this connection is no longer required.

For local management of the CX Cloud Agent, port 22 must be accessible.

Other notes on CX Cloud Agent:

An IPisautomatically detected if Dynamic Host Configuration Protocol (DHCP) is enabled in the
VM environment. Otherwise, afree IPv4 address, Subnet mask, Default Gateway 1P address, and
DNS server |P address must be available.

Only IPv4 is supported, not I1Pv6.

The certified single node and High Availability (HA) Cluster Cisco Digital Network Architecture
(DNA) Center versionsfrom 1.2.8t0 1.3.3.9 and 2.1.2.0 to 2.2.3.5 are required.

If the network has SSL interception, permit-list CX Cloud Agent |P address.

Critical Domains Access



To start the CX Cloud journey, users require access to these domains.

Major Domains

Other Domains

cisco.com mixpanel.com
csco.cloud cloudfront.net
split.io eum-appdynamics.com

appdynamics.com

tigcdn.com
jquery.com
Domains specific to region:
AMERICAS EMEA APJC

cloudsso.cisco.com

cloudsso.cisco.com

cloudsso.cisco.com

api-Ccx.cisco.com

api-cx.cisco.com

api-cx.cisco.com

agent.us.csco.cloud

agent.us.csco.cloud

agent.us.csco.cloud

ng.acs.agent.us.csco.cloud

agent.emea.csco.cloud

agent.apjc.csco.cloud

ng.acs.agent.emea.csco.cloud

ng.acs.agent.apjc.csco.cloud

Prerequistesto Upgradeto CX Cloud Agent v2.0

The prerequisites outlined in this section must be met prior to the upgrade to CX Cloud Agent v2.0.

1. Ensurethat CX Cloud Agent v1.12.x and later must be installed prior to the initiation of the upgrade.
2. Perform these steps to configure the Domain Name Server if it is not already configured:
1. Log in to the Command Line Interface (CLI) console of the CX Cloud Agent Virtual Machine.
2. Execute the cxcli agent configureDNS command.
3. Enter the DNS IP address.

4. Click Exit.



https://csco.cloud/
https://csco.cloud/
https://csco.cloud/

3. Ensure that the customer’ s network allows the domain namesin Critical Domain Access to complete
the Cloud Agent re-registration during migration. CX Cloud Agent must be able to reach these
domains and al so the domains must be resolvable from DNS server. Contact the Network Team if

any domain is unreachable.

4. Take aCloud Agent VM snapshot before initiating v2.0 upgrade (proper access required).

% Note: Versions prior to 1.10 must upgrade to v1.10 first, then by incremental upgradesto v1.12.x, and
then to v2.0. Users can upgrade from Admin Settings > Data Sources in CX Cloud portal. Click view

Update to compl ete the upgrade.

These conditions must be met for successful setup:

1. List of DNACs and their credentials

2. DNAC user with Admin or Observer role access

3. Virtua IP address or Standalone/Physical |P address for DNAC cluster
4. Successful reachability between Cloud Agent and DNAC

5. DNAC must have minimum 1 (one) managed device

Cisco DNA Center Certified Versions

Certified single node and HA Cluster Cisco DNA Center versions are from 1.2.8t0 1.3.3.9 and 2.1.2.0 to
2.2.3.5.

DNA Center Cluster

DNA Appliance
Node 1

IP Addrt

DNA Appliance Virtual IP
Node 2 Address

IP Addr2

DNA Appliance

Node 3

S pT——
LASCo™ Lloud

AWS, NTP

DNS, etc

REST APIs
and

DMA Center U

Metwork

Devices

Multi-Node HA Cluster Cisco DNA Center

Multi-Node HA Cluster Cisco DNA Center

Supported Browsers

» Google Chrome
» Microsoft Edge
* MozillaFirefox

Deploy CX Cloud Agent

For the best experience on Cisco.com, we recommend the latest official release of the these browsers:




To deploy CX Cloud Agent:

1. Click cx.cisco.com to loginto CX Cloud.
2. Select campus Network and navigate to ASSETS & COVERAGE tile.

s CX Cloud

oo s @

) fwsomation Jobs

ASSETS & COVERAGE ADCETION LIFECTCLE

EXPERT ENGAGEMENTS ADMISORES CASES

ASSET TYPL CONMLCTION STATUS CONVERAGE MRS LAST DATE OF SUFSORT L3

l n Sort i CX Cloud Agent and connect with Cisco DA Conter 10568 compietn information sbout your networt. This process may Take 2-3 howrs.
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3. Click Set Up CX Cloud Agent in the banner. The Set Up CX Cloud Agent - Review
deployment requirements window opens.

Qi
Set Up CX Cloud Agent o4 x
. t
Add Cloud Agent to your CX Cloud pit crew
SET UP CX CLOUD AGENT
% CX Cloud Agont Gathrs talmatry d5ts from thi Sivices of your iatwork, allawing you i take
of all tha hypaer and trusted exportiss that CX Cloud has to offer.
) Raview Deplyment Requiremants

ACCOpL Strong ERcrypion Agiemont

S Review deployment requirements

Deepiay and Pair with Virtual Machine Prepare your network for CX Cloud Agent
X Choud Agent runs: as  virtual maching (VM. 56 you'll noed a hyparvisar to host it

faee 1 Befare you download and install the image e, make sure G Cloue Agent i able to connect o the designated server(s) via HTTPS on pori 443 using baih the
FODN and the 1P address:
o
- For AWS US data conters:
" e
- FODN: agent.us caco.choud
L} B = FRDN: ng.acsagent uscscoshud
[

= PODN: cloudssn cleco.com

= FQDN: api-cx.clsca.com

o
| E ] Reniew the CX Cloud Agert Overview for complete hardware and saftware prarequisites.

If'v\ CX Cloud takes seciity seriowsly. Review the Security section of the CX Cloud Agent Overview 10 leaen how CX Cloud Agent handles and stores
W2/ your data

LI zet up this configuration on port 443

Review deployment requirements

4. Read the prerequisites in Review deployment requirements and select the check box for | set
up this configuration on port 443.


https://cx.cisco.com/

% Note: Images (and the content within) in this guide are for reference purpose only. Actual content can

vary.

5. Click Continue. The Set Up CX Cloud Agent - Accept the strong encryption agreement window

opens.

Set Up CX Cloud Agent
Accept the strong encryption agreement

SET UP CX CLOUD AGENT

D @ Businas Divinkon s Fundion: =
Correnetcial/ Chilian entiny
Sovermment entity, & Miltary on
R TR ity W

Encryption Agreement

@ Hex

hardveare sndior software

6. Verify the pre-populated information in the First Name,L ast Name,E-mail, and CCO User 1d fields.

7. Select the appropriate Business division’s function.

8. Select the confirmation check box to agree to the usage conditions.

9. Click Continue. The Set Up CX Cloud Agent - Download image file window opens.



Set Up CX Cloud Agent *

Download image file
SET UP CX CLOLD AGENT b

Cisco End User Licenze Agreement

:3 In order to dovnioad soffware, please confirm that you have read and agres 1o
(= E 1 Liconsn Agree i ang arry Suppler il Pr t Terms, il

Download Image

10. Select the appropriate file format to download the image file required for installation.
11. Select the | accept check box to agree to the Cisco End User License Agreement.

12. Click Download and Continue. The Set Up CX Cloud Agent - Deploy and pair with your virtual
machine window opens.

13. Refer to Network Configuration for OV A installation and continue to the next section to install the
CX Cloud Agent.

Connect CX Cloud Agent to CX Cloud

1. Enter the Pairing Code provided in the console dialog or Command Line Interface (CLI).



Set Up CX Cloud Agent X

Deploy and pair with your virtual machine

SET UP CX CLOUD AGENT
Deploy the dowmtoaded file on your virtus! maching. After deployment. you'll receive o paining code. Please enfier the code balow

Pairing Code
@ Roview Deployment Requirements

L]

Accept Song Encryption Agroament
@ Download image Fie

) Doploy and Paie with Vinual Maching

T

Pairing Code

2. Click Continueto register the CX Cloud Agent. The Set Up CX Cloud Agent - Registration
successful window displays for few seconds before automatically navigating to Configure
Connection to CX Cloud window

Set Up CX Cloud Agent X
Registration successful!
SET UP CX CLOUD AGENT

—_— 5%

Riview Deployment Requirements

Accopl Strong Encryption Agroemant o
® Downioad Image Fie o ®
Deploy and Pair with Virual Macking A
[evs ]
- %) Next up: add your data sources

?

Registration Sucessful



£ Back to Data Sources

Cenfigure connection to CX Cloud

Connect a Cisco DNA Center

WP Adddress oF FQDN Location (City, State, Country)
Usermame Password
Colection Frequency Tone

Freguency . Tirme 5T

B fun the firs1 collection now (Ehis may take up to 75 meruies)

The fust data sowce you add must be a Cisco DNA Center. After that you can add additional Cisco DNA Centers and devices nof connected
o a controller.

Configure Connection

3. Enter dataand click Connect This Data Sour ce. The confirmation message “ Successfully Connected"

displays.

Configure connection to CX Cloud

Successfully Connected

/em=" Cisco DNA Center live.com

\
I.\ o= /| nventory collection runs every day At 02:00 AM IST
/
e First inventory collection will run immediately when you finish adding your data sources

Connect another data source to CX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

DNAC Added Successfully



. Note: Click Add Another Cisco DNA Centerto add multiple DNACs.

Configure connection to CX Cloud

Successfully Connected

:_;\ Cisco DNA Center live.com
=J Inventary collection runs every day At 02:00 AM IST

First inventory collection will run immediately whan you finish adding your data sources

o=, Cisco DNA Center live.com
\g/,' Inventory caollection runs every day At 07:00 AM IST
— First imventory collection will run immediately when you finish adding your data sources

Inventory collection runs every day At 07:00 AM IST
First inventory collection will run immediately when you finish adding your data sources

;\ Cisco DNA Center demo.com
=)
__/

Connect another data source to CX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

Multiple DNACs Added

4. Click Done Connecting Data Sour ces. The Data Sour ces window opens.

Data Sources

Data Storage Region: United States

) Connect Mersi Dushiaard to CX Cloud to get insights and addtional systems information about your Meraki ssets. Get 5e1 up in sbout 10 minutes

p 2

Add a Data Sowrce

ew 3 Total Data Sources
N Type Data Last Updated

s X Cloud Agent CX Cloud Agent v2.0.3 1 minusies aga

-

1
10.197.238.126 Cisco DM Center 1 minustes aga
22.1.8001 Craco DA Center 1 minutes ago

-

=

wall

Data Sources

Status

® Ruring

@& Reachashie

& Reachable



Deployment and Network Configuration

Any of the these options can be selected to deploy the CX Cloud Agent:

If you select VMware vSphere/vCenter Thick Client ESXi 5.5/6.0 go to Thick Client

If you select VMware vSphere/vCenter Web Client ESXi 6.0 go to Web Client vSphere or Center
If you select Oracle Virtual Box 5.2.30 go to Oracle VM

If you select Microsoft Hyper-V go to Hyper-V

OVA Deployment
Thick Client ESXi 5.5/6.0 I nstallation

This client allows the deployment of CX Cloud Agent OV A by use of the vSphere thick client.

1. After you download the image, launch the VMware vSphere Client and log in.

(&) VMware vSphere Client X

vmware

VMware vSphere”
Client

'_;{' All vSphere features introduced in vSphere 5.5 and beyond are
avaiable only through the vSphere Web Cient. The traditional
vSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address /Name:  [(REZAE =l

User name: |root

Password: ===

™ Use Windows session credentials

Login

Login

2. Navigate to File> Deploy OVF Template.
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3. Browse to select the OV A file and click Next.



(% Deploy OVF Template - (] X

Source
Select the source location.

Source

OVF Template Details
MName and Location
Disk Format

Ready to Complete
Deplay from a file or URL

! =l somse... |

Enter a URL to download and install the OVF package from the Intemnet, or
spedfy a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help | < Back H Next > I Cancel

OVA Path

4. Verify the ovF Details and click Next.



@ Deploy OVF Template

OVF Template Details
Verify OVF template detais.

Source

OVF Template Details

Name and Locabon

Disk Format Variec

Network Mapping ’

Ready to Complete Vendor:
Publisher:
Download size
Size on disk:
Descripbion:

CxCloudAgent_2.0_Buid-144
2.0

Cisco Systems, Inc

& CISCO SYSTEMS, INC.

1.1G8

3.1 GB (thin provisioned)
200.0 GB (thick provisioned)

CXCloudAgent_2.0_Buid-144

o |

Template Details

5. Enter a unique Name and click Next.




(%) Deploy OVF Template —

Name and Location
Spedify a name and location for the deployed template

Source Mame:

OVF Template Detais (CXCloudAgent_2.0_Buid-144_Bals)

Name and Location I =

Disk Format The name can contain up to 80 characters and it must be unique within the inventory folder,

Network Mapping
Ready to Complete

Help I < Back ||Next> I

Name and Location

6. Select a Disk Format and click Next (Thin Provision is recommended).



& Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: |datustore1 (11)
OVF Template Details

Mame and Location

Name and Location Available space (GB): [ 71
Disk Format =

MNetwork Mapping
Ready to Complete

" Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
% Thin Provision

__teo |
Disk Format

7. Select the Power on after deployment checkbox and click Finish.




@ Deploy OVF Template = m| W

Ready to Complete
Are these the options you want to use?

Source

QVF Template Details When you dick Finish, the deployment task will be started.
hName and Location Deployment settings:
Disk Format OVFfile: C:\Users\oicadmin\Downloads\OVA\CXCloudAgent_2.0..
Network Mapping Download size: 1.1 GB
Ready to Complete Size ondisk: 3.1GB
Name: CxCloudAgent_2.0_Build-144 DBMO
HostfCluster: localhost.
Datastore: datastorel (11)
Disk provisioning: Thin Provision
Network Mapping: WM Network”™to "VM Network”

heo | <gack |[ Fmsn | cance

Ready to Complete
Deployment can take several minutes. Wait until you get a success message.
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Deployment in Progress

() Deployment Completed Successfully - *

Deploying CXCloudAgent_2.0_Build-144_DEMO

Completed Successfully

'Depl oyment Completed

8. Select the VM just deployed, open the console and go to Networ k Configuration.

Web Client ESXi 6.0 Installation

This client deploys CX Cloud Agent OV A by use of the vSphere web.

1. Log into VMWare Ul with the ESXi/hypervisor credentials used for deploying VM.



Ui Pupiiar

|
P [ Ymware' Esxi

VMware ESXi Login

2. Select virtual Machine > Create / Register VM.

Ede Eda Yiew Hgbory Beskensrs Teols Help

brcahattlocaldemaen - Wi M & Mew Tab £ -

€ L 0 A o Rtpe 026 TT 30/l host

[._ﬂ. lcalbesthakomsh

(5 Manage with vCenbs Serotr | T Createfegister v | [y shut down [Bg Reboct | € Retresh

£ Actions
—— 1o¢alROSLIGEIMBOMAIN | Cpung cr regimer s Vietual Machine |
F erbon B TR T TR TITTRE I
51 Virtual Mashies ‘u i State Wormal [passpsied B visensr Sarver o 10134 T7 44}
B S1worage m | uptre 18D T days
£ Heteoring e =

Select creation type

Hiw would you like 10 create a Virtsal iRaching?

A ——— This opon guicks you through e process of oreating 3

wirhual macking from an OVF and VIIDE file
Dieploy a virual maching Eom an ONF of OVA file

Reptited an exsBing vifual maching

OVA Deployment



3. Select Deploy avirtua machine from an OVF or OVA file and click Next.
4. Enter the name of the VM, browse to select the file, or drag-and-drop the downloaded OV A file.
5. Click Next.

51 New virtual machine

+ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Selectthe OVF and VMDK files or OVA for the VI you would like to deploy
3 Select storage -
4 License agreements

Enter a name for the virlual machine.
5 Deployment options r

6 Additional settings ! -
7 Ready to complete Virtual machine names can conlain up 1o 80 characlers and they must be unigue within each ESXi instance.

Click to select files or drag/drop

Finish Cancel

OVA Sdlection

6. Select standard Storage and click Next.



111 Mew virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectihe storage ype and datastore
b 3 Select storage
4 License agreements
Standard
5 Deployment options _
6 Additional settings Select a datastore for the virtual maching's configuration files and all of its’ viftual disks.
T Ready to complete

MName ~ Capadty - Free ~ | Type ~  Thinpro.. ~ ACCESS ~

datastore1 435TB 357 TB VMFSS Supported  Single o

W
1items

Back | Finish | Cancel |

Select Storage
i
41 New virtual machine - CX Cloud Agrnt 2.0 DEMO
+ 1 Select creation type Deployment optlons
v 2 Select OVF and VMDK files Select deployment options
v 3 Select storage
0 ¢ Deviormen opons | _
5 Ready to complete NSRS VM Metwork VM Corporate Nebwork v
Disk provisioning ® Thin O Thick
Power on automatically
Back | [ Next J Finish Cancel

Deployment Options

7. Select the appropriate Deployment options and click Next.



751 New virtual machine - CX Cloud Agrmt 2.0 DEMO

+ 1 Select creation type Ready to complete
¥ 2 Select OVF and VMDK files Review your seftings selection before finishing the wizard
+ 3 Select storage
v
- Product CXCloudAgent_2.0_Build-144
WM Name CX Cloud Agmt 2.0 DEMO
Disks CXCloudAgent_2.0_Build-144-1_signed-sha1-disk1vmdk
Datastore datastore
Provisioning type Thin
Metwork mappings VM Network: VM Corporate Network

Guest OS Name Unknown

f' ‘j Do not refresh your browser while this VM is being deployed.
L]

Back Ned || Finisn || Cancel
rl
File Edit View Higtory Bockmarks Jook Help - o x
Iocalhost.bocaidarmain - Whiws X @ NewTab Fd -+
& & O A o nitpsi//10.126.77.20/uif#/host o @ & =
vmware ESxXi rook@10 1267720 = | Help = |
[ tecalhostiocaldomain
= P cru FREE: 792 GHz
Mariage (3 wanage with vCenter Senver | 5 CreateRegister v | @ Shutcown B Revoot | & Retresn | £F Actions i b
Monilor localhost.localdomain USED: 3.4 G CAPACITY: §26 Gz
Wersion 6.000 Update 3 (Buid 10715132) MEMORY FREE: 232 83 G&
{3 Wirtual Machines [ 12) State: Normal {eannected th wCenter Server at 10,126 77.54)
USED: 11898 GB CAPACITY. 351 88 GB
(3 storage 1] Uptirme: 182,07 days
€3 Hetworking [ 3] STORAGE FREE: 357 10
USED: $03:.26 GB CAPACITY: 438 T8
- Hardware ~ Configuration
Manutaciurer Cisco Systems Inc Image profile (Updated) Vidware-ESXi-56.0.0-9313334-
Custom-Cisca-6.0.3.5 (Cisca)
Wadel UCSC-CZ20-M55X
yanhars HA atata Mot ernfinurad i
ey
7] Recent tasks (7]
Task ~  Target w  Inifiator v Queued v Started w Result a w Completed » w
Upload disk - CChoud Agant_2.0_.. i‘;'j CX Cloud Agmt 200... root 02/10/2022 142219 0211172022 14:22:99 e Completnd acoasafilly 0212022 142810
Dvarnlcd VRDOConRg Mera VG Intarnal 02/11/2022 14.07:81 031172022 14:07:81 e Complatind haccsssfilly 03112022 140781
Pevivad On VI _'\_-_. CHClsug Agmt 20D -] 02/11/2022 14.07:48 031172022 14:07:48 e Completind fuscessfully 03112022 140748
Ingsa ViAsE Rt ek Lo 0311/2022 14.04:47 031172022 14:.04:47 o Completnd fustessfully 03112022 140748
Reasahig VM _'E.l CH Cloud Agmt 2.0 D. VC bntarnal 03112022 14.05:01 03112022 14:05:01 0 Failad - The spdmaticn is nol al, 03112022 140501
Demnload VNKCanfy Hore VE Intirnal OINZ0IT 140451 ONUZ0IT 140451 | () Completed imccesally OINNA022 140451,

Successful Completion

8. Review the settings and click Finish.

9. Select the VM just deployed and sel ect Console > Open browser console.



FEile Edit View Higtory Bookmarks Took Help

< lecalhostlocaldomain = Vidwa X | @ NewTab

L

C

+

U & o httpsy/10.126.77.20/uif#/hostvms

*

[l

5 Create IRegister VM | | @F Console | | | Powsron @y Poweroft gl Suspend | (& Refresh | £ Actions
O Virtual machine ‘ Open browser console ad space ~ | Guest0S Hostname ~ | HosICPU ~ Hostme.. =
el Mo S — 0 Open console in new windaw .
O & cxcloudagent_2.4 B2 GB Ubuntu Linux (64-bit)  Uniknown 458 MHZ 15.61GB
* B storage L 0| & cxciouagent 2. &' Open cansole Innewtab 9GB Ubunt Linux (54-5it)  Unknown OMHz oME
R Nkencay 3} 0O & cxCloudagent_2 1 A Launch remale consale 4B GE Ubuntu Linux (84-bit)  Unknown 493 MHZ 158168
O & CxCloudagent 24 A Download VMRC 74 cB Ubunty Linux (4-5t)  Unknown 492 MHz 150068
O & CXCloudAgent_21_Build-17_chbin__. | @ Mo... aTEsCB Ubuntu Linux (84-bit)  Unknown 506 MHZ 1607 GB
O & cxCloudsgent_2.1_Build-17_chbin_... @ Mo... 481BGCB Ubuntu Linux (84-Dit)  Unknown 457 MHz 18.03GB
O & cxCloudsgent_21_Build-13_chbin_.. @ Mo.. 472768 Ubuntu Linux (84-5it)  Unknown 501 MHz 16.06 GB
u (B CX Cloud Agent 2.0 DEMO @ Ho.. 1943GB Ubuntu Linux (64-bit)  Unknown D MHz 0 Me -
Qi fiters.., ~ 12items ,
Task ~ | Target ~  Initiator ~ Queued ~ Started ~ Resulta ~ Completedy  ~
Upiload dish = CXCloud Agent_20_ .. (5] CxClossd Agme 208 . et OBN022 14219 032022 142218 | () Completed mwscssshutly 0312022 142600
Dovwnload VMXCantig Hone WE Intamal DVINZISOTH 0V 140781 ) Complened succeafunly OI022 140781
Fowesr On WM B Cx Clowd Agme 20 0. oot OBNDOIE 1407406 0312023 140768 | () Completed muccessiuiy GRIZ032 140748
bmpan Vapg LU L DIVUDIIT 1E044T  OFI0IT 140447 ° Completed RooeRptaly QIEA0ET 140748
Reocriig VM &ﬂ‘m&m‘li.ﬂ B VG iIntemal BIBAIT 140801 021/2022 140800 o Failed - The opevalion lsnofal_.  GAMI/2022 14-08:01
Downioad VMXCanfig Hane WE intemal 0311202 14:0481 OMI92022 140481 0 Completed puccessfully GUTII0ED 140EE

Open Console

10. Navigate to Networ k Configuration.

Web Client vCenter Installation

1. Log into vCenter Client using the ESXi/hypervisor credentials.

VMware® vSphere

Jpcample @ domain local

Padiwied

LOGIN

Login




Recent Tasks

1.31 THz free

62 292

Cibjects with most alerts

I @ ey

Home Screen

2. On the Home page click Hosts and Clusters.
3. Select the VM and click Action > Deploy OVF Template.

Memary

Storage

2.87 TB free

358

-\.J

Warrg

] Hosts

20

& Installed Pluging

76.44 TB free

-

Actions

10.126.77.51 | actions-

Summary

(=21

Merony

Wirtuai Flash Besounce

Batworiing

EI - | e

Image Profig

whprare b S2ate

Fauit Tolerance

fLagacy)
Pt Toderance

EVE Moo



Deploy OVF Template

Select an OVF template
or Skt an OWF template Troem remote URL of IoSal fi Syste

Select Template

4. Add the URL directly or browse to select the OVA file and click Next.
5. Enter a unique name and browse to the location if required .
6. Click Next.



T |
_Deploy OVF Template

« 1Select an OVF template Select a name and folder

_ Specify a unique name and target location

3 Select a compute resource

4 Review details Virtual machine name: CXCloudAgent_2.0_Build-144-demo

5 Select storage
6 Ready to complete Select a location for the virtual machine.

v (310.126.77.54
> [ CommonPool
» [ Delete
> [ Performance
> [ Automation
> [ Build-Server
> [ DNAC
> [ Security
> [R Tools

Name and Folder

7. Select compute resource and click Next.



_Deploy OVF Template

+ 1Select an OVF template Select a compute resource

+ 2 Select a name and folder Select the destination compute resource for this operation
4 Review details v ]:E[ Security
5 Select storage > E 10.126.77.51

6 Ready to complete

Compatibility

v Compatibility checks succeeded

CANCEL BACK NEXT

Select Compute Resource
8. Review the details and click Next.



Deploy OVF Template

+ 1Select an OVF template
+ 2 Select a name and folder
+ 3 Select a compute resource

4 Review details

5 Select storage
6 Select networks

7 Ready to complete

Review Details

9. Sdalect the virtual disk format and click Next.

Review details

Verify the template details

Publisher

Product

Version

Vendor

Description

Download size

Size on disk

DigiCert SHA2 Assured ID Code Signing CA (Trusted certificate)
CXCloudAgent_2.0_Build-144

20

Cisco Systems, Inc

CXCloudAgent_2.0_Build-144

11GB

3.1 GB (thin provisioned)

200.0 GB (thick provisioned)

CANCEL BACK NEXT




31 New virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectthe storage type and datastore

bd 3 Select storage

4 License agreements

Standard Persistent Memary
5 Deployment options TN : '
6 Additional settings
7 Ready to complete

Select a datastore for the vitual machine's configuration files and all of its' virtual disks.

~  Capacity -~ Free ~  Type ~ | Thin pro... v  ACCESS

435TB 357TB VMFS5 Supported  Single
v
1items

~

| Back || Next | Finish Cancel

Select Storage

10. Click Next.



Deploy OVF Template

+ 1Select an OVF template Select networks

v 2 Select a name and folder Select a destination network for each source network.

+ 3 Select a compute resource
Source Network ) Destination Network

+ 5 Select storage VM Network VM Network

6 Select networks

7 Ready to complete

v 4 Review details

IP Allocation Settings

IP allocation: Static - Manual

IP protocol IPva

CANCEL BACK NEXT

Select Networks

11. Click Finish.



Deploy OVF Template

1 Select an OVF template Ready to complete

2 Select a name and folder Click Finish to start creation.

4 Review details

5 Select storage Provisioning type Deploy from template

v
v
v 3 Select a compute resource
v
v
v

6 Select networks

7 Ready to complete

Name CXCloudAgent_2.0_Build-144-demo

Template name CXCloudAgent_2.0_Build-144-1_signed-shal

Download size 11GB

Size on disk 31GB

Folder Security

Resource 10.126.77.51

Storage mapping

All disks Datastore: datastorel (23); Format: Thin provision

Network mapping
VM Network VM Network

IP allocation settings

IP protocol IPV4

IP allocation Static - Manual

Ready to Complete
12. A new VM isadded. Click on its name to view the status.

CANCEL FINISH

& CXCloudAgent_2.0_Build-144-demo 3

Summary  Monito Permissions  Datastores

(=21 8 CPUs:

My

Hard diskc 1

Metwork adapter |

Flopoy drive |
Video card 4 M8
WMCI device Doewice o U virtusl maching PC] bus that
Recent Tasks
Tosk Mame v Tage v ment v | inasor
2 s =) O Acmn
Depioy OVE B oxamsig Buto1e4. v .
- ] v Compie A

(m} O Hz

8 32768




B @ 8 @9 & CXCloudAgent_2.0_Build-144-demo | b ¥ 5B

i w
|
S omp=a v i
i 2 §
o 4
BH O

=] =]
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&

Open Console
14. Navigate to Networ k Configuration.

OracleVirtual Box 5.2.30 I nstallation

This client deploys CX Cloud Agent OV A though the Oracle Virtual Box.

@ VirtualBox File Machine Window Help

Import Appliance... e VM VirtualBox Manager

Export Appliance... 3E @ @ {3 E
New Cloud VM...

Import  Export | New Add

Virtual Media Manager...
Host Network Manager... s to VirtualBox!

The left part of application window contains global
tools and lists all virtual machines and virtual
machine groups on your computer, You can import,
add and create new VMs using corresponding
toolbar buttons. You can popup a tools of currently
selected element using corresponding element
button.

You can press the 3#7? key to get instant help, or visit
www.virtualbox.org for more information and latest
news.

Oracle VM

1. Open the Oracle VM Ul and select File > Import Appliance.
2. Browse to import the OV A file.



Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive or one of known cloud sarvice
providers to import cloud YM from.
Source: | Local File System a

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances saved in the Open
Virtualization Format (OVF). To continue, select the file to import belaw.

]

File: JUsers/vkukatla/Downloads/2.0 OVAJCXCloudAgent_2.0_Build-144-1_signed-shal.ova

Expert Mode GoBack (LI cancel
A )|

Select File

3. Click import.



- e

Appliance settings

W
These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can :'
change many of the properties shown by double-clicking on the items and disable others using the check boxes below. K
N
Wirtual System 1 =
%% Name CXC :
= Product CxCloudAgent_2.0_Build-144 ?u
£ Vendor Cisco Systems, Inc ::
£ Vendor-URL http:ffwww.cisco.com :
£ Version 2.0
£ Description CxCloudAgent_2.0_Build-144
4] Guest 05 Type Fa Ubuntu (64-bit)
) cpu 8
B ram 16384 MB
(| Floppy l
&' Network Adapter Intel PROM1000 MT Desktop (82540EM)
™ Storage Controller (IDE)  PliX4
 Storage Controller (IDE)  PlIX4
‘Warnings:
- No trusted certificate paths
Machine Base Folder: 7 [Users/vkukatla/VirtualBox VMs [v]
MAC Address Policy:  Include only NAT network adapter MAC addresses a8 |

Additional Options: Import hard drives as VDI

Unverified signature by CISCO SYSTEMS, INC.!

Restore Defaults Gogack [JEITIE) cencel

Import File

4. Select the VM just deployed and click start.

@ Oracle VM VirtualBox Manager
' )\,.;3'.,} @
J Tools {::} phry .
ud MNew Settings i Start !
- - i
4 cXC j: General Preview | ¥
~ 8 ) powered Off O=  Name: cXc
CXC Operating System: Ubuntu (64-bit)
Powered Off since 3:24 PM
Session unlocked A| System

Base Memory: 16384 MB

Processors: 8

Boot Order: Floppy, Optical, Hard Disk |
Acceleration:  VT-x/AMD-V, Nested Paging, PAE/NX,

KVM Paravirtualization 1

M Display '
Video Memory: 16 MB
Graphics Controller: VBoxVGA
Remote Desktop Server: Disabled
Recording: Disabled
&/ Storage i
Controller: IDE ¥
Controller: SCSI

SCSI Port 0: CXCloudAgent_2.0_Build-144-1_signed-shal-diskl.vdi (Normal, 200.00 GB) |

Controller: Floppy
Floppy Device 0: Empty

2 Audio

Host Driver: CoreAudio
Controller: ICH AC97

B MACAddressPolcr:
VM Console Startup



Appliance settings

=
¢
E
5. TOU Can
Virtu
CXC
i
v
Importing virtual disk image "CXCloudAgent_2.0_Build-144-1_signed-shal-disk1.vmdk' ... (2/2)
o
| A few seconds remaining
]
Guest 05 Type Fa Ubuntu (64-bit)
cPU B
RAM 16384 MB
Floppy

Intel PROMA

Machine Base Folder:

\AC Address Policy: In

tional Options

s: v Import hard

ture by CISCO SYSTEMS

INC

Res Go C > J
Import in Progress
5. Power on the VM. The console displays.

VWai: ame mee o bl

BB leme s

lmis somemsssslmbcsmibhmi: cacm fas o asa
CXC [Running]

lmbacomsnbliom amad labaad oaisim

The Virtual Machine reports that the guest OS does not support mouse pointer integration in the current vfdeg mode

Open the Console



6. Navigate to Networ k Configuration.

Microsoft Hyper-V Installation

1. Select import Virtual Machine.

EF]

File Action View Help
e 2(m B

35 Hyper-V Manager
i3 WIN-ALPH2ACOVEK™

| R S
=

Import Virtual Machine...

Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remave Server
Refresh

View

Help

L4

Snapshots

Details

Displays the Import Wizard,

Hyper-V Manager

2. Browse and select the download folder.

3. Click Next.

State

Mo virlual machines were found on this server.

Mo item selected.

CF

Actions
WIN-ALPH2ACOVKT
Mew
Import Virtual Machine...
| Hyper-V Settings...
Virtual Switch Manager...
'~ Virtual SAN Manager...
Edit Disk...
Inspect Disk...
(W) Stop Service
. Remove Server
Refresh

View

E Help




File Action View Help
e 2m 8=

3 Hyper-V Manager

Hyper-V Manager

Before You Begin

Select Virtual Machine

Specify the folder containing the virtual machine to import.

Folder: | | [ Bromse
Choose Import Type
< Previous Canicel
Folder to Import
4. Select the VM and click Next

Actions
3@ WIN-ALPH; i i
53 WIN-ALPH2ACSVKT Virtual Machines WIN-ALPH2ACOVKT -
Mame State CF New »
Mo virtual machines were found on this server. = Import Virtual Machine..
1 Import Virtual Machine
#¥ | Locate Folder
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Select Virtual Machine

Before You Begin
Locate Folder

Select Virtual Machine CXCloudAgent_2.0_Build-144 3/3/2022 9:29:22 PM

<Prm=|| Next > H Finish || Cancel

Select VM

5. Select the Copy the virtual machine (create anew unique 1D) radio button and click Next.



Choose Import Type

Before You Begin Choose the type of import to perform:
Locate Folder

Select Virtual Machine

(O Register the virtual machine in-place (use the existing unique ID)
(O Restore the virtual machine (use the existing unique ID)
Choose Import Type (® Copy the virtual machine (create a new unique ID)

Import Type

6. Browse to select the folder for VM files. It is recommended to use default paths.
7. Click Next.



Choose Folders for Virtual Machine Files

You can specify new or existing folders to store the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-V folders on this computer, or to folders specified in the virtual
machine configuration.

[[] Store the virtual machine in a different location

Virtual machine configuration folder:

[C:‘ProgramDataMccsoﬂ‘-.thows‘i—[ypeHﬂ ] Browse...

Snapshot store:

Choose Destination

|C:‘ProgramDataMaosoft\thows\‘-(yper-\I J | Browse... |

Smart Paging folder:
(C:Programbata WMicrosoft\Windows \Hyper -V || Browse...

| <previous | [ Next> | oo || cancel

Choose Folder

8. Browse and select the folder to store the VM hard disk. It is recommended to use default paths.
9. Click Next.
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Choose Folders to Store Virtual Hard Disks

Where do you want to store the imported virtual hard disks for this virtual machine?

yper-V\Virtual Hard Disks)\ || Browse...

Choose Storage Folders

<Prem|‘ Next > || Finish ‘l Cancel I

Folder to Store Virtual hard Disks

10. The VM summary displays. Verify al inputs and click Finish.
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Completing Import Wizard

Before You Begin You are about to perform the following operation.
Locate Folder Description:

Select Virtual Machine Virtual Machine: CxCloudAgent_2.0_Build-144
Choose Import Type Import file: C:\Users\vishnu\Downloads\2.0\CXCloudAgent_2.0_Build-144'
Choose Destination Import Type: Copy (generate new ID)
virtual machine configuration folder: C:\ProgramData'Microsoft\Windows'\Hyper-v\
e Snapshot folder: C:\ProgramData \Microsoft\Windows\Hyper-V
Summary Smart Paging file store: C:\ProgramData\Microsoft\Windows\Hyper-V
Virtual hard disk destination folder:  C:\Users\Public\Documents\Hyper -V\Virtual Hard Disks\

<l U I

To complete the import and dose this wizard, dick Finish.

<Pr¢mvs|‘ Next > H Finish

Summary

11. Once the import is completed successfully, anew VM is created on Hyper-V. Open the VM setting.
12. Select the network adaptor on the left pane and choose the available virtual switch from the drop-down.



‘CXCIoudAgent_Z.O_Build-Md v\ 4 P |Q

R Hardware ~ @ Network Adapter
4@ Add Hardware
& BIOS Spedify the configuration of the network adapter or remove the network adapter.

Boot from CD
[ Memory
163834 MB
n Processor
8 Virtual processors

= & e COI'IU'DIFT 0 The VLAN identifier spedifies the virtual LAN that this virtual machine will use for all
a Hard Drive network communications through this network adapter.
disk-0.vhdx

= B IDE Controller 1 [ 2]
{ % DVD Drive )
None Bandwidth Management
@ SCSI Controller [[] Enable bandwidth management
U Network Adapter

Spedify how this network adapter utilizes network bandwidth. Both Minimum
? ;&:cwecmd Bandwidth and Maximum Bandwidth are measured in Megabits per second.
1

None Minimum bandwidth: |:| Mbps
7 com2
None Maximum bandwidth: I:l Mbps

E Diskette Drive o To leave the minimum or maximum unrestricted, spedfy 0 as the value.
None

® ﬂanagement To remove the network adapter from this virtual machine, dick Remove.,
|I] Name

CXCloudAgent_2.0_Buid-144

L Integ'at_ionSemces o Use a legacy network adapter instead of this network adapter to perform a
Al services offered network-based installation of the guest operating system or when integration
3./ Snapshot File Location services are not installed in the guest operating system.
C:\ProgramData'\Microsoft\Win...
o Smart Paging File Location
C:\ProgramData\Microsoft\Win...
IP Automatic Start Action
Restart if previously running

Virtual Switch

13. Select connect to start the VM.



FH
File Action View Help
= 2 B[

&3 Hyper-V Manager
53 WIN-ALPH2ACOVKT

Hyper-V Manager = o]
Actions
Virtual Machines
WIN-ALPH2ACOVKT o
Name “ State CPU Usage Assigned Mem Mew »
Fll cxCoudAgent_20_Buid-144 -
| Connect... L Import Virtual Machine..,
Settings... % Hyper-V Settings...
Start L Virtual Switch Manager...
Snapshet g Virtual SAN Manager...
Move... @ Edit Disk...
Bport.. (5 Inspect Disk...
Rename... (W) Stop Service
Delete... 75 Remove Server
Enable Replication... (34 Refresh
Help View (-
H Help

£

Snapshots

CXCloudAgent_2.0_Build-144

Created: 3/11/2022 2:50:41 PM
Notes:  None

<

Launches the Virtual Machine Connection application.

Clustered: MNo

CXCloudAgent_2.0_Bui... ~

sy Connect..

i1 Settings...

© st

o Snapshot

'_."3‘ Move..,

o Export..

®=[ Rename...

ix Delete...

47 Enable Replication...

El Helo e

Starting VM

Network Configuration

14. Navigate to Networ k Configuration.




CX Cloud Agent

sifien]is
CISCO

VM Console

1. Click set Password to add a new password for cxcadmin OR click Auto Generate Password t0 get a new
password.

Cisco CX Cloud Agent Conf iguration

Before you can log into Cisco CX Cloud Agent, you must set a new password for
cxcadmin, which is the Cisco CX Cloud Agent username. The password must meet
the following requirements:
— Contains a minimum of 8 characters
- Includes:

— One uppercase character

— One lowercase character

— One number

- DOne of the following special characters: 1 @ 8 § % " & = ( ) _ +
- Is not a dictionary word

Set Password : <Auto Generate Password>

Set Password

2. If set Password is selected, enter the password for cxcadmin and confirm it. Click Set Password and go to
Step 3.



Set Password

In the Password and Confirm Password fields, enter and confirm a new password for
cxcadmin., When you are finished, select 3et Fassword

(Use the Lp Arcow and Down Arrou keygs to navigate between Fields.
Press the Tabh key to select Set Passuord.)

Usernane : cxcadmin

Passward : TEE———SSss
Conf irn Password: e

{Set Passwords»

New Password

OR If Auto Generate Password iS Selected, copy the password generated and store it for future use. Click
Save Password and go to Step 4.

mitogenerated Password

Passuord : SOUMMMEMRIEX

Hake sure to store this password in a safe place. This password is required to log
into Cisco CX Cloud Agent.

After you have stored the password in a safe place, select Save Password. To return
to the previous screen, select Cancel.

CSave Password? < Cance ] >

Auto Generated Password

3. Click save Password to use it for authentication.

Password Strength

The strength of the new password is Medium.

To save the passuword, select Save Password. To configure a different password,
select Cancel to return to the Set Password screen.

<Save Password> < Cancel >

Save Password

4. Enter the 1P Address, Subnet Mask, Gateway, and DNS Server and click Continue.



Network Conf iguration

Please enter an IPv4 address and corresponding network configuration
for the appliance.

(Use UpsDoun keys to navigate to next field. Press Tab to jump to
Cont inue button)

IP Address: r———— 1
Subnet Mask: 1
Gateway: 1
DNS Servers: —— — 1
sMaximum 3 IPs with comma separator.

{Continuey

Network Configuration

5. Confirm the entries and click Yes, Continue.

Conf irmation
fAire these entries correct?

IP Address: 192.168.0.100
Submet Mask: 255.255.255.0

Gateway: 192.168.0.1
DNS: 192 .168.0.64
<{Yes, Continue> < No, Go Back >

Confirmation

6. To set the proxy details, click Yes, Set Up Proxy Or click No, Continueto Configuration to complete the
configuration and go to Step 8.

Proxy Set Up Confirmation

Do you want to add proxy details?

< Yes, Set Up Froxy bA<No, Continue to Conf iguration>

Proxy Setup

7. Enter the Proxy Address, Port Number, Username, and Password.



Proxy Configuration
Please enter proxy details for the network.

(Use UpsDoun keys to navigate to next field. Press Tab to jump to Setup

Proxy button)

Proxy Address: ]

Port Number: S

Usernane : e —

Password: 000001
{Begin Conf iguration> < No, Go Back >

Proxy Configuration

8. Click Begin Configuration. The configuration can take several minutes to compl ete.

Cisco CX Cloud Agent Setup
Conf iguration is in progress...
This step will take 8-10 minutes to complete.

Do not power off the machine until this process is completed.

I

Configuration in Progress
9. Copy the Pairing Code and return to CX Cloud to continue the setup.

Cizco CX Cloud fgent Sctup
The metwork conf iguration haz been successzlully conpleted.

IF
Subnet Hazk

Gatoway

DHE Server

The pairing code is

Pleaze go to CX Cloud and enter thiz palring code.
The Code will be valid for 5 ninutex.

Time left in scconds...

“]

Pairing Code

10. If the Pairing Code expires, click Register to CX Cloud to obtain the code again.



Falring Code Explred

The wetuork confl iguration hax been successfully completed .

(14

Submet Hazk
Gateway

IS Server

To regencrate the pairing code FRESS key (Register to CX Cloud?

Code Expired

11. Click ok.

Registration Successful

CX Cloud fAgent setup iz complete. Flease go to CX Cloud to start using the
valuable data provided by CX Cloud Agent.

Registration Successful

12. Return to the Connecting CX Cloud Agent to CX Cloud section and perform the listed steps.

Alternative Approach to Generate Pairing Code Using CL |

Users can also generate a pairing code by using CLI options.

To generate a pairing code through the use of CL1I:
1. Loginto the Cloud Agent via SSH using the cxcadmin user credential.

2. Generate the pairing code using the command cxcli agent generatePairingCode.

pent:~§ cxcli agent generatefalringCode

Generate Pairing code CLI

3. Copy the Pairing Code and return to CX Cloud to continue the setup. For more information, refer to
Connecting to Customer Portal.

Configure Cisco DNA Center to Forward Syslog to CX Cloud
Agent



Prerequisite

Supported Cisco DNA Center versions are from 1.2.8 to 1.3.3.9 and from 2.1.2.0t0 2.2.3.5.

Configure Syslog Forwar ding Setting

To configure Syslog Forwarding to CX Cloud Agent in Cisco DNA Center using Ul, perform these steps:
1. Launch Cisco DNA Center.

2. GO tO Design > Network Settings > Network.
3. For each site, add the CX Cloud Agent IP asthe Syslog Server.

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM

Network Settings mage Repository Network Profiles Auth Template

=Q, MNetwork Device Credentials IP Address Pools
& Global
Setup network properties like AAA, NTP, Syslog, Trap and NetFlow using the " Add Servers” link. Once devices
&% Bangalore are discovered, DNA Center will deploy using these settings.
s BGL16

SYSLOG Server

Cisco DNA Center as syslog server

SYSLOG

172.23.183.190 }

Syslog Server

% Notes:

- Once configured, all devices associated with that site are configured to send syslog with level

critical to CX Cloud Agent.
- Devices must be associated to a site for enabling the syslog forwarding from the device to CX

Cloud Agent.
- When a syslog server setting is updated, all devices associated with that site are automatically

set to default critical level.

Enable Information Level Syslog Settings

To make Syslog Information level visible, perform the these steps:

1. Navigate to Tools > Telemetry.



@

Discovery
Inventary
Topalogy

Image

Repositary
Gommand Runnar
License Manager
Template Editar

Telemetry

Cata and Reports

Tools Menu

2. Select and expand the site view and select a site from site hierarchy.

Cisco DNA | Telemetry e

Bangabaig

Drwice Marme Address Type Family Vorsion Profie
A f 2 Catal U welchay & § -
[ 2 a4 TR by ol i wabin e

Site View

3. Select the required site and select all devices using the Device name check box.

4. From the Actions drop-down, select Optimal Visibility.
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Security

CX Cloud Agent assures the customer of end-to-end security. The connection between CX Cloud and CX
Cloud Agent is encrypted. CX Cloud Agent's Secure Socket Shell (SSH) supports 11 different ciphers.



Physical Security

Deploy CX Cloud Agent OVA image in asecured VMware server firm. The OVA is shared securely
through Cisco software download center. Bootloader (single user mode) password is set with arandomly
unigue password. Users must refer to FAQ to set this bootloader (single-user mode) password.

User Access

CX Cloud users can only get authentication and access the Cloud Agent APIs.

Account Security

On deployment, the cxcadmin user account is created. Users are forced to set a password during the initial
configuration. cxcadmin user/credentials are used to access both the CX Cloud Agent APIs and to connect
the appliance over SSH.

The cxcadmin user has restricted access with the least privileges. The cxcadmin password adheres to the
security policy and is one-way hashed with an expiry period of 90 days. The cxcadmin user can create a

cxcroot user using the utility called remoteaccount. The cxcroot user can gain root privileges. Passphrase
expiresin two days.

Network Security

The CX Cloud Agent VM can be accessed using ssh with cxcadmin user credentials. Incoming ports are
restricted to 22 (SSH), 514(Syslog).

Authentication

Password based authentication: Appliance maintains a single user - ‘cxcadmin’ which enables the user to
authenticate and communicate with the CX Cloud Agent.

* Root privileged actions on the appliance using ssh

cxcadmin user can create cxcroot user, using a utility called remoteaccount. This utility displays an
RSA/ECB/PKCS1v1 5 encrypted password which can be decrypted only from SWIM portal
(https://swims.cisco.com/abraxas/decrypt). Only authorized personnel have accessto this portal.
cxcroot user can gain root privileges using this decrypted password. Passphraseis valid only for two
days. cxcadmin user needs to recreate the account and get the password from SWIM portal post
password expiry.

Har dening

CX Cloud Agent appliance complies with CIS hardening standards.

Data Security

CX Cloud Agent appliance does not store any customer personal information.

Device credential application (running as one of the pods) stores encrypted Cisco DNA Center server
credentials inside secured database. Cisco DNA Center collected datais not stored in any form inside the
appliance. The data collected is uploaded to the backed soon after the collection is complete, and the datais
purged from the agent.


https://swims.cisco.com/abraxas/decrypt

Data Transmission

The registration package contains the required unique X.509 device certificate and keys to establish secure
connection with lot Core. Using that agent establishes a secure connection using MQTT over TLSv1.2

L ogsand Monitoring

Logs do not contain any form of sensitive information. Audit logs capture all security-sensitive actions
performed on the CX Cloud Agent appliance.

Security Summary

Security -
Featur es Description
Bootloader Bootloader (Single user mode) password is set with arandomly unique password. User
Password must refer FAQ to set his bootloader (single user mode) password.
SSH:
User AcCess . Access 'go appliance using cxcadmin user requires credentials created during
installation.
» Access to appliance using cxcroot user requires credentials to be decrypted using
SWIM portal by authorized personnel.
» cxcadmin: Thisisadefault user account created. User can execute CX Cloud Agent
application commands using cxcli and has least privileges on the appliance. cxcroot
User Accounts user and its encrypted password is generated using cxcadmin user
 cxcroot: cxcadmin can create this user using the utility ‘remoteaccount’. User can
gain root privileges with this account.
cxcadmin » Password is one-way hashed using SHA-256 and stored securely.
password * Minimum eight (8) characters, that contains three of these categories. upper cases,
policy lower case, numbers, and special characters
excroot * cxcroot password is RSA/ECB/PKCS1v1 5 encrypted.
» The passphrase generated needs to be decrypted in SWIM portal.
password . Th d disvalidf daysand can b ed
olicy The cxcroot user and password is valid for max two days and can be regenerat
P using cxcadmin user.
sshlogin * Minimum eight (8) characters, that contains three of these categories. upper cases,
password lower case, numbers, and special characters.
policy » 5failed log in attempts locks the box for 30min. The password expiresin 90 days.
Ports Open Incoming Ports — 514(Syslog) and 22 (SSH)



https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html

No Customer information stored.
Data Security |No Device data stored.

Cisco DNA Center server credentials encrypted and stored in the database.

Frequently Asked Questions

CX Cloud Agent
Deployment
Q - With "Re-install" option, can the user deploy the new Cloud Agent with new IP Address?
A-Yes
Q - What are the available file formats for installation?
A - OVA and VHD
Q - What is the environment on which the installable can be deployed?
A -OVA
VMWare ESXi version 5.5 or later
Oracle Virtual Box 5.2.30 or later
VHD
Windows Hypervisor 2012 to 2016
Q - Can CX Cloud Agent detect IP addressin a DHCP environment?

A - Yes, in case of DHCP environment, the IP address assignment during IP configuration is taken care.
However, the | P address change expected for the CX Cloud Agent at any point in future is not supported.
Also, the customer is recommended to reserve the I P for the Cloud Agent in their DHCP environment.

Q - Does CX Cloud Agent support both IPv4 and | Pv6 configuration?

A - No, only IPV4 is supported.

Q - During IP configuration, is |P address validated?

A - Yes, IP address syntax and duplicate | P address assignment are validated.

Q - What is the approximate time taken for the OVA deployment and I P configuration?

A - The OVA deployment depends on the speed of the network to copy the data. The IP configuration takes
approximately 8-10 minutes that includes Kubernetes and container creations.

Q - Isthere any limitation with respect to any hardware type?

A - The host machine on which OV A is deployed must meet the requirements provided as part of the CX




portal setup. The CX Cloud Agent istested with VMware/Virtual box running on a hardware with Intel
Xeon E5 processors with vCPU to CPU ratio set at 2:1. If aless powerful processor CPU or larger ratio is
used, the performance can degrade.

Q - Can we generate the pairing code anytime?
A - No, the pairing code can be generated only if the Cloud Agent is not registered.

Q - What are the bandwidth requirements between DNACs (for upto 10 clusters or 20 non-clusters) and
Agent?

A -The bandwidth is not a constraint when the Agent and DNAC are in the same LAN/WAN network in the
customer environment. The minimum required network bandwidth is 2.7 Mbits/sec for inventory collections
of 5000 devices +13000 Access Points for an Agent to DNAC connection. If syslogs are collected for L2
insights, minimum required bandwidth is 3.5 Mbits/sec covers for 5000 devices +13000 Access Points for
inventory, 5000 devices syslogs and 2000 devices for scans - all run in parallel from Agent.

Releases and Patches

Q - What are the different kinds of versionslisted for the upgrade of CX Cloud Agent?
A - Shown here are the set of the released versions of CX Cloud Agent that are listed:

* A.X.0 (wherex isthe latest production major feature release, example:1.3.0)

* A.X.y (where A.x.0 ismandatory and incremental upgrade to be initiated, x is the latest production
major feature release, and y is the latest upgrade patch that islive, example: 1.3.1).

* A.x.y-z (where A.x.0 is mandatory and incremental upgrade to beinitiated, X is the latest production
major feature release, and y is the latest upgrade patch that islive, and z is the spot-patch that is an
instant fix for avery short span of time, example: 1.3.1-1)

where A is along-term release spread across 3-5 years span.

Q - Whereto find the latest released CX Cloud Agent version and how to upgrade the existing CX Cloud
Agent?

A - GO t0 Admin Settings > Data Sources. Click the view update and perform the instructions shared on screen.
Authentication and Proxy configuration

Q - What isthe default user of the CX Cloud Agent Application?
A - cxcadmin

Q - How isthe password set for the default user?

A - Password is set during network configuration.

Q - Isthere any option available to reset the password after Day-07?

A - No specific option is provided by the agent to reset the password, but you can use the linux commands
to reset the password for cxcadmin.

Q - What are the password policies to configure CX Cloud Agent?

A - Password policies are:


https://csone.my.salesforce.com/apex/XRightPaneSearch?autoSearch=690356119

Password maximum age (length) set to 90 days
Password minimum age (Iength) set to 8
Password maximum length 127 characters.
At least one upper case and one lower case must be provided.
Must contain at least one special character (for example, !$%6°&* () _+|~-=\"{}[]:";'<>?)).
These characters are not be permitted
- Specia 8-bit characters (for example, =£, /A V", /¥, /¢, ~g, /i)
- Spaces
» The password must not be the last recently used 10 passwords.
* Must not contain regular expressioni.e.
» Must not contain these words or derivatives thereof: cisco, sanjose, and sanfran

O

How to set Grub password?

>

To set the Grub Password, perform these steps:

1. Run ssh as cxcroot and provide the token [ Contact the support team to get the cxcroot token]

2. Execute sudo su, provide the same token

3. Execute the command grub-mkpasswd-pbkdf2 and set the GRUB password. Hash of the provided
password are printed, copy the content.

4. vi to thefile /etc/grub.d/00_header. Navigate to the end of file and replace the hash output preceding
the content password _pbkdf2 root ***** with the obtained hash for the password you got in step 3

5. Save the file with the command :wq!

6. Execute the command update-grub

Q - What isthe expiry period for password of cxcadmin?
A - The password expiry in 90 days.
Q - Does the system disable the account after consecutive unsuccessful login attempts?

A - Yes, the account gets disabled after 5 consecutive unsuccessful attempts. The lockout period is 30
minutes.

Q - How to generate passphrase?
A - Perform these steps,

1. Run ssh and login as cxcadmin user
2. Execute the command remoteaccount cleanup -f
3. Execute the command remoteaccount create

Q - Does proxy host support both hostname and I1P?

A - Yes, but to use hostname, user must provide the DNS IP during network configuration.
Secure Shell SSH

Q - What are the ciphers supported by ssh shell?

A - chacha20-poly1305@openssh.com, aes256-gcm@openssh.com, aes128-gcm@openssh.com , aes256-
ctr, aes192-ctr, aes128-ctr

Q - How to login to console?



A - Use these stepsto login:

1. Login as cxcadmin user.
2. Provide the cxcadmin password.

Q - Are SSH logins logged?
A - Yes, they arelogged as part of the var/logs/audit/audit.log.
Q - What isthe idle session out time?

A - SSH session timeout occursif the Cloud Agent isidle for five (5) minutes.
Portsand Services

Q - What are the ports kept open by default on the CX Cloud Agent?
A - These ports are available:
* Outhound port: The deployed CX Cloud Agent can connect to Cisco backend as indicated in the table on

HTTPS port 443 or viaa proxy to send data to Cisco. The deployed CX Cloud Agent can connect to
Cisco DNA Center on HTTPS port 443.

AMERICAS EMEA APJC

cloudsso.cisco.com cloudsso.cisco.com cloudsso.cisco.com
api-Ccx.cisco.com api-cx.cisco.com api-Ccx.cisco.com
agent.us.csco.cloud agent.emea.csco.cloud agent.apjc.csco.cloud
ng.acs.agent.us.csco.cloud ng.acs.agent.emea.csco.cloud ng.acs.agent.apjc.csco.cloud

% Note: In addition to the domains listed, when EMEA or APJC customers reinstall the Cloud Agent,
the domain agent.us.csco.cloud must be alowed in the customer firewall.

The domain agent.us.csco.cloud is no longer needed after successful reinstallation.

% Note: Ensure that return traffic must be allowed on port 443.

* Inbound port: FOr local management of the CX Cloud Agent, 514(Syslog) and 22 (ssh) must be
accessible. The customer must allow port 443 in their firewall to receive datafrom CX Cloud.

CX Cloud Agent Connection with Cisco DNA Center


https://csco.cloud/
https://csco.cloud/
https://csco.cloud/

Q - What isthe purpose and relationship of Cisco DNA Center with CX Cloud Agent r?

A - Cisco DNA Center isthe Cloud Agent that manages the customer premise network devices. CX Cloud
Agent collects the inventory information of the devices from the configured Cisco DNA Center and uploads
the inventory information that is available as“ Asset View” in CX Cloud.

Q - Where can the user provide Cisco DNA Center details on the CX Cloud agent?

A - During the Day 0 - CX Cloud Agent setup, the user can add the Cisco DNA Center details from CX
Cloud portal. In addition, during Day N operations, users can add additional DNA Centers from Admin Settings
> Data source.

Q - How many Cisco DNA Centers can be added?
A - Either 10 Cisco DNAC clusters.or 20 DNAC non-clusters.
Q - What role the Cisco DNA Center user can have?
A - The user role can be either admin Or observer.
Q —How to reflect the modifications in CX Agent due to changes in connected DNA Center credential s?
A - Execute these command from the CX Cloud Agent console:
cxcli agent modifyController
Contact support for any issues during DNAC credentials update.
Q - How are the Cisco DNA Center details stored in CX Cloud Agent?

A - Cisco DNA Center credentials are encrypted using AES-256 and stored in CX Cloud Agent database.
CX Cloud Agent database is protected with a secured user 1D and password.

Q - What kind of encryption are used while accessing Cisco DNA Center API from CX Cloud Agent?
A -HTTPSover TLS 1.2 is used for the communication between Cisco DNA Center and CX Cloud Agent.

Q - What are the operations performed by CX Cloud Agent on the integrated Cisco DNA Center Cloud
Agent?

A - CX Cloud Agent collects data that Cisco DNA Center has about the network devices and uses the Cisco
DNA Center command runner interface to talk to end devices and execute CLI commands (show
command). No config change commands are executed

Q - What are default data collected from Cisco DNA Center and uploaded to backend?
A-

Network Entity

Modules

Show version

Config

Device image information

Tags
Q - What are the additional data collected from Cisco DNA Center and uploaded to Cisco backend?



A - You get all theinformation here.

Q - How isthe inventory data uploaded to backend?

A - CX Cloud Agent uploads the datavia TLS 1.2 protocol to Cisco backend server.

Q - What isthe frequency of inventory upload?

A - Collection istriggered as per the user-defined schedule and is uploaded to the Cisco backend.
Q - Can the user re-schedule inventory?

A - Yes, an option is available to modify the schedule information from Admin Settings> Data Sources.
Q - When does the connection timeout occur between Cisco DNA Center and Cloud Agent?

A - Timeouts are categorizes accordingly:

 For initial connection, timeout is max 300 seconds. If connection is not established between Cisco
DNA Center and Cloud Agent within max 5 minutes, then the connection terminates.

* For recurring, typical, or updates: response timeout is 1800 seconds. If the response is not received or
not able to read within 30 minutes, then the connection terminates.

CX Cloud Agent Used Diagnostic Scan

Q - What are the commands executed on the device for scan?

A - Commands that need to be executed on the device for the scan are dynamically determined during the
scanning process. The set of commands can change over time, even for the same device (and not in control
of Diagnostic Scan).

Q - Where are the scan results stored and profiled?
A - The scanned results are stored and profiled in Cisco backend.

Q - Are the duplicates (By hostname or IP) in Cisco DNA Center, added to Diagnostic Scan when Cisco
DNA Center sourceis plugged in?

A - No, duplicates are filtered and only the unique devices are extracted.
Q - What happens when one of the command scans fails?

A - The device scan is completely stopped and is marked as unsuccessful.
CX Cloud Agent System Logs

Q - What hedlth information is sent to the CX Cloud?

A - Application logs, Pod status, Cisco DNA Center details, audit logs, system details, and hardware details.
Q - What system details and hardware details are collected?

A - Sample output:

system details":{
"o0s details":{


https://www.cisco.com/c/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/Cisco_DNA_Center_APIs_and_Commands.pdf

"containerRuntimeVersion":"docker://19.3.12",
"kernelVersion":"5.4.0-47-generic",
"kubeProxyVersion":"v1.15.12",
"kubeletVersion":"v1.15.12",

"machinel D":"81ledd7df 1c1145e7bcclabafe778615f",
"operatingSystem™:"linux",

"osimage":"Ubuntu 20.04.1LTS",
"systemUUID":"42002151-4131-2ad8-4443-868291 1bdadb"
|3
"hardware_details":{
"total_cpu":"8",
"cpu_utilization":"12.5%",
"total_memory":"16007MB",
"free_memory":"9994MB",
"hdd_size":"214G",
"free_hdd_size":"202G"

}

}

}

Q - How isthe health data sent to backend?
A - With CX Cloud Agent, the health service (servicability) streams the data to Cisco backend.
Q - What isthe CX Cloud Agent’ s health data log retention policy in the backend?
A - The CX Cloud Agent’s health data log retention policy in the backend is 120 days.
Q - What are the types of uploads available?
A - Three types of uploads available,

1. Inventory upload

2. Syslog upload

3. Agent Health upload: 3 things as part of health upload

1. Services health — every 5 minutes

2. Podlog — every 1 hour
3. Audit log — every 1 hour

Troubleshooting

I ssue: Not able to access the configured IP.

Solution: Execute ssh using configured IP. If connection times out, the possible reason is IP
misconfiguration. In this case, reinstall by configuring avalid IP. This can be done via portal with the
reinstall option provided in the Admin Setting page.

I ssue: How to verify if the services are up and running after the registration?
Solution: Execute the command shown here and verify if the pods are up and running.

1. ssh to the configured I P as cxcadmin.



2. Provide the password.
3. Execute the command kubectl get pods.

The pods can be in any state such as running, Initializing, or Container creating but after 20 minutes, the
pods must be in running state.

If stateisisnot running or Pod Initialaizing, check the pod description with the command shown here
kubectl describe pod < podname>

The output has the information on the pod status.

I ssue: How to verify whether SSL Interceptor is disabled at customer Proxy?
Solution: Execute the curl command shown here to verify the server certificate section. The response has
the certificate details of concsoweb server.

curl -v --header 'Authorization: Basic xxxxxx' https://concsoweb-prd.cisco.com/

* Server certificate:

* subject: C=US; ST=Cadlifornia; L=San Jose; O=Cisco Systems, Inc.; CN=concsoweb-prd.cisco.com
* dtart date: Feb 16 11:55:11 2021 GMT

* expire date: Feb 16 12:05:00 2022 GMT

* subjectAltName: host "concsoweb-prd.cisco.com” matched cert " concsoweb-prd.cisco.com”

* issuer: C=US; O=HydrantID (Avaanche Cloud Corporation); CN=HydrantID SSL CA G3

* SSL certificate verify ok.

>GET /HTTP/1.1

| ssue: kubectl commands failed and shows the error as “ The connection to the server X.X.X.X:6443 was
refused - did you specify the right host or port”
Solution:

» Verify for resource availability. [example: CPU, Memory]
» Wait for the Kubernetes service to start

| ssue: How to get the details of collection failure for acommand/device
Solution:

 Execute kubectl get pods and get the collection pod name.
* Execute kubectl logs <collectionPodName> t0 get the command/device specific details.


https://concsoweb-prd.cisco.com/

I ssue: kubectl command not working with error "[authentication.go:64] Unable to authenticate the request
due to an error: [x509: certificate has expired or is not yet valid, x509: certificate has expired or is not yet
valid]"

Solution:Run the commands shown here as cxcroot user

rm /var/lib/rancher/k3s/server/tls/dynamic-cert.json

systemctl restart k3s

kubectl --insecure-skip-tls-verify=true delete secret -n kube-system k3s-serving
systemctl restart k3s

Collection Failure Responses

Collection failure cause can be any constraints or issues seen with the added controller or devices present in
the controller.

The table shown here has the error snippet for use cases seen under the Collection microservice during the
collection process.

Use Case L og Snippet in collection microservice

{

"command": "show version",

If the requested device is not found in Cisco status’ "Failed”,

"commandResponse": "",
DNA Center P | "
"errorMessage”: " No device found with id 02eb08be-b13f-4d25-9d63-

eaf4e882f71a"
}

{
"command": "show version",
"status': "Failed",
If the requested device is not reachable from "commandResponse’: ",
Cisco DNA Center "errorMessage’: "Error occurred while executing command: show
version\nError connecting to device [Host: 172.21.137.221:22]No route to
host : No route to host "

}
{
"command": "show version",
"status": "Failed",
If the requested device is not reachable from "commandResponse’: ",
Cisco DNA Center "errorMessage": "Error occured while executing command : show

version\nError connecting to device [Host: X.X.X.X]Connection timed out:
/X.X.X.X:22 : Connection timed out: /X.X.X.X:22"

}

If the requested command is not availablein (




Use Case

L og Snippet in collection microservice

device

"command": "show run-config”,

"status': "Success’,

"commandResponse": " Error occured while executing command : show
run-config\n\nshow run-config\n Mn% Invalid input detected at
\u0027M\u0027 marker \M\nX X CT5760#",

"errorMessage": ""

}

If the requested device does not have SSHv2
and Cisco DNA Center triesto connect the
device with SSHv2

{

"command": "show version",

"status': "Failed",

"commandResponse": "",

"errorMessage”: "Error occured while executing command : show
version\nSSH2 channel closed : Remote party uses incompatible protocol, it
isnot SSH-2 compatible.”

}

If command is disabled in Collection
microservice

{
"command": "config paging disable",

"status': "Command_Disabled",
"commandResponse": "Command collection is disabled",
"errorMessage: "

}

If the Command Runner Task failed and task
URL is not returned by Cisco DNA Center

"command": "show version",

"status": "Failed",

"commandResponse": "",

"errorMessage”: "The command runner task failed for device %s. Task URL
isempty.”
}

If the Command Runner Task failed to get
created in Cisco DNA Center

{

"command": "show version",

"status": "Failed",

"commandResponse": "",

"errorMessage”: "The command runner task failed for device %s,
RequestURL: %s. No task details."

}
{
"command": "show version",
If the Collection microservice not receiving "status': "Failed",
response for a Command Runner request from | "commandResponse™: ",

Cisco DNA Center

"errorMessage”: "The command runner task failed for device %s,
RequestURL : %0s."
}




Use Case

L og Snippet in collection microservice

If Cisco DNA Center isnot completing the task
within the configured timeout (5 mins per
command in Collection microservice)

{

"command": "show version",

"status': "Failed",

"commandResponse": "",

"errorMessage”: "Operation Timedout. The command runner task failed for
device %s, RequestURL : %s. No progress details."

Center

}
{
"command": "show version",
If the Command Runner Task failed and file ID | "status': "Failed",
is empty for the submitted task by Cisco DNA | "commandResponse™: ",

"errorMessage”: "The command runner task failed for device %s,
RequestURL: %s. Fileid is empty."
}

If the Command Runner Task failed and file ID
tag is not returned by Cisco DNA Center

{

"command": "show version",

"status": "Failed",

"commandResponse": "",

"errorMessage”: "The command runner task failed for device %s,
RequestURL: %s. Nofileid details.”

}

If the deviceis not eligible for command runner
execution

"command": "config paging disable",

"status': "Failed",

"commandResponse": ",

"errorMessage”: "Requested devices are not in inventory,try with other
devices available in inventory”

}

If the command runner is disabled for the user

{

"command": "show version",

"status": "Failed",

"commandResponse™: "",

"errorMessage": "{\"message\":\"Role does not have valid permissions to
access the API\"}\n"

}

Diagnostic Scan Failure Responses

Scan failure and the cause can be from any of the listed components

When the user initiates a scan from the portal, occasionally it results as “failed: Internal server error”

The cause for the issue can be any of the listed components




Control Point

Network Data Gateway
Connector

Diagnostic Scan

CX Cloud Agent Microservice [devicemanager, collection]
Cisco DNA center
APIX

Mashery

Ping Access
IRONBANK
IRONBANK GW

Big Data Broker (BDB)

To seethelogs:

1. Log into the CX Cloud Agent console
2. ssh to cxcadmin and provide the password
3. Execute kubect! get pods

4. Obtain the pod name of collection, connector, and servicability.
5. To verify the collection, connector, and servicability microservice logs

e EXecute kubectl logs <collectionpodname>
e EXecute kubectl logs <connector>
» EXxecute kubectl logs <servicability>

The table shown here displays the error snippet seen under Collection microservice and servicability
microservice logs that occurs due to the issues/constraints with the components.

Use case

L og snippet in collection microservice

The device can be reachable and supported, but the commands to
execute on that device is block-listed on the Collection
microservice

{
"command": "config paging disable",

"status': "Command_Disabled",
"commandResponse": "Command collection is
disabled”,
}

If the device which is attempted for scan is not available.

Occursin a scenario, when there is a sync issue between the
components such as portal, diagnostic Scan, CX component, and
Cisco DNA Center

No device found with id 02eb08be-b13f-4d25-9d63-
eaf4e882f71a

If the device that is attempted for scan is busy, (in a scenario)
where the same device is been part of other job and no parall€el
reguests are handled from Cisco DNA Center for the device.

All requested devices are already being queried by
command runner in another session. Please try other
devices'.

If the deviceis not supported for scan

Requested devices are not in inventory, try with other
devices available in inventory

If the device attempted for scan is unreachable

"Error occurred while executing command: show




Usecase L og snippet in collection microservice

udi\nError connecting to device [Host: x.x.x.x:22] No
route to host : No route to host

{

"command": "show version”,

"status': "Failed",

"commandResponse": ",

"errorMessage": "The command runner task failed for
device %s, RequestURL : %s."
}

If Cisco DNA Center is not reachable from Cloud Agent or
Collection microservice of the Cloud Agent is not receiving
response for a Command Runner request from Cisco DNA
Center

Use Case L og snippet in Control Point Agent microservice

Failed to execute request

If the scan request has schedule details missing _ _
{"message":"23502: null valuein column \"schedule\" violates not-null

constraint"}

If the scan request has device details missing  |Failed to create scan policy. No valid devices in the request

If the connection between the CPA and

. Failed to execute request.
connect|V|ty isdown &

If the requested device for scan is not available |Failed to submit the request to scan. Reason = {\"message\":\"Device with
in Diagnostic Scans Hostname=x.x.x.x' was not found\"}




