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Product overview

The Cisco Embedded Wireless Controller (EWC) on Catalyst Access Points is a software-based controller
integrated into Cisco Catalyst 9100 Access Points. It is a simplified, low-cost, feature-rich Wi-Fi architecture
with enterprise-level WLAN capability streamlined for small and midsize deployments. With this solution, small
and midsize networks can enjoy the same quality user experiences as large enterprises.

In a Cisco EWC network, an Access Point (AP) running the wireless controller function is designated as the
active AP. The other access points, which are managed by this active AP, are referred to as subordinate APs.

The active EWC has two roles:

« It functions and operates as a Wireless LAN Controller (WLC) to manage and control the subordinate APs.
The subordinate APs operate as lightweight access points to serve clients.

o It operates as an access point to serve clients.

Supported Cisco access points

k, . y - v Powered by _ v Powered by
Cisco® RF ASIC Cisco RF ASIC

C9115AX-EWC-x C9117AX-EWC-x C9120AX-EWC-x C9130AX-EWC-x

Figure 1.
Access points for different deployments

The access points that support the EWC function are listed in the following table.

Table 1.  Access points that support the EWC

Access points supported as primary Supported model numbers _

Cisco Catalyst 9115AXI Access Point C9115AXI-EWC-X 50 access points, 1000 clients
Cisco Catalyst 9115AXE Access Point C9115AXE-EWC-X 50 access points, 1000 clients
Cisco Catalyst 9117AXI Access Point C9117AXI-EWC-X 50 access points, 1000 clients
Cisco Catalyst 9120AXI Access Point C9120AXI-EWC-X 100 access points, 2000 clients
Cisco Catalyst 9120AXE Access Point C9120AXE-EWC-X 100 access points, 2000 clients
Cisco Catalyst 9120AXP Access Point C9120AXP-EWC-X 100 access points, 2000 clients
Cisco Catalyst 9130AXI Access Point C9130AXI-EWC-X 100 access points, 2000 clients
Cisco Catalyst 9130AXE Access Point C9130AXE-EWC-X 100 access points, 2000 clients

The access points that operate as subordinate APs are listed in the following table.
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Table 2.  Access points supported as subordinates

Access points supported as subordinate APs Supported model numbers

Cisco Catalyst 9100 Series C9115AXI
C9116AXE
C9117AXI
C9120AXI
C9120AXE
C9120AXP
C9130AXI
C9130AXE

Cisco Aironet 1800 Series AIR-AP1832|
AIR-AP1852|
AIR-AP1852E
AIR-AP1815I
AIR-AP1815W
AIR-AP1842]
AIR-AP1810W

Cisco Aironet 2800 Series AIR-CAP2802I
AIR-CAP2802E

Cisco Aironet 3800 Series AIR-CAP3802I
AIR-CAP3802E

Cisco Aironet 4800 Series AIR-CAP4802I
Cisco Aironet 1540 Series AIR-CAP1540
Cisco Aironet 1560 Series AIR-CAP1560
Cisco Catalyst IW6300 Heavy Duty Series IW-6300H

Software release numbers

Cisco EWC on Catalyst Access Points is supported beginning with Release 16.12.2s.

Interoperability

Cisco EWC can interoperate with the following:
o Cisco DNA Center 1.3.3 and later release
« Cisco Connected Mobile Experiences (CMX) 10.6, Cisco Spaces
« Cisco Identity Services Engine (ISE) 2.3, 2.4, 2.5 and later release
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Getting started

Ports

A port is a physical entity used to connect Cisco Catalyst 9100 Access Points to the network. Two RJ-45 ports
are available on the 9100 access points:

« 1x 100, 1000, 2500, or 5000 Multigigabit Ethernet (RJ-45) - IEEE 802.3bz

« Management console port (RJ-45)

Interfaces

An interface is a logical entity on an EWC. The management interface must be configured and is used for in-
band management: web Ul, Telnet/SSH Command-Line Interface (CLI), or telemetry and programmable
interface with NETCONF/YANG.

WLANSs

A WLAN associates a Service Set Identifier (SSID) to VLANSs. It is configured with the security type, Quality of
Service (QoS), radio policies, and other wireless network parameters. On an EWC network, up to 16 WLANs
can be configured. The WLANs can be mapped to VLANs trunked on the switch port.

Switch configuration
All access points, including the active AP in a EWC network, should be in the same Layer 2 broadcast domain.

The switch to which the access points connect has a configuration similar to the following:

vlan 10
name Employee
vlan 20
name Guest
vlan 122
name Management
interface VlanlO
description >> Employee Network <<
ip address 10.10.10.1 255.255.255.0
!
interface Vlan20
description >> Guest Network <<
ip address 20.20.20.1 255.255.255.0
!
interface Vlanl22
description >> Management and EWC Network <<
ip address 172.20.229.2 255.255.255.0
interface GigabitEthernetl1/0/37
description >> Connected to EWC AP<<
switchport trunk native vlan 122
switchport trunk allowed vlan 10,20,122

switchport mode trunk
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Deploying the EWC

Prerequisites for deploying the EWC

The prerequisites for deploying an EWC network are as follows:

You must not have other Cisco wireless controllers, neither appliance nor virtual, in the same network,
during the setup or daily operation of a Cisco EWC network.

An EWC network is supported in the same Layer 2 domain.

Configure a Dynamic Host Configuration Protocol (DHCP) server on the switch or externally so that Cisco
Catalyst 9100 Access Points can obtain an IP address at bootup. The DHCP server also assigns IP
addresses to other APs and wireless clients.

The DHCP server should provide default gateway and DNS server IP addresses.

If the network is made up of different AP models, you need to set a Trivial FTP (TFTP) server that can be
accessed from the management interface of the EWC. Save the C9800-AP-univesalk9<version>.zip file
(unzipped) on the TFTP server.

Decide on the first AP to set up. This AP must support Cisco EWC functionality. You can also connect
multiple Cisco Catalyst 9100 Access Points running the EWC to the switch.

You will need a Wi-Fi-enabled laptop to connect to the predefined CiscoAirProvision-<last 4 digits of
AP-MAC> SSID for provisioning and configuring the EWC. Alternatively, you can use a mobile device or
tablet with the Cisco Catalyst Wireless application installed to configure and provision the EWC.

If you intend to use 802.1X authentication, you need to have a RADIUS/Authentication, Authorization, and
Accounting (AAA) server.

All APs joining to EWC network should have minimum of 8.10.X or 16.12.X code.

Connecting an EWC-capable access point

To connect an EWC-capable access point to a 9100 access point, perform the following steps:

Step 1. Connect and power up the EWC-capable access point.

The switch port to which the 9100 access point is connected can be a trunk port or an access
port. If multiple VLANSs are being used for client traffic, the switch port should be configured to
trunk the VLANSs. Also note that management traffic is untagged, and if a VLAN is being used
for management, it should be configured as a native VLAN on the switch port.

The following is an example of the switch port:

interface GigabitEthernetl/0/37
description » Connected to EWC AP «
switchport trunk native vlan 122
switchport trunk allowed vlan 10,20,122

switchport mode trunk

Step 2. Wait for approximately 5 minutes and observe the access point LED until it turns solid green

and the access point starts to broadcast the CiscoAirprovision-<XXXX> SSID.
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Day 0 - provisioning using the over-the-air setup

To configure the EWC using the over-the-air setup

wizard

wizard, perform the following steps:

Step 1. Connect a wireless client or laptop to CiscoAirprovision-<XXXX> SSID with PSK = password.

Q [l 100% B3 Thu 2:03 PM
Wi-Fi: On

Turn Wi-Fi Off

—>
~

) ) ) )9 )9 )

CiscoAirprovision-79A5 =

’

R)

Password: password

The Wi-Fi network “CiscoAirprovision-79A5"
requires a WPA2 password.

v Show password
v Remember this network

Cancel Join

Note: If an external DHCP server is configured, the client should get an IP address from the DHCP server.

Step 2. Open the supported browser (Chrome, Firefox, Safari, or Edge), then browse to

https://mywifi.cisco.com on the EWC web UI.

A Not Secure | mywifi.cisco.com

A

Your connection is not private

NET::ERR_CERT_AUTHORITY_INVALID

Advanced

Attackers might be trying to steal your information from mywifi.cisco.com (for example,
passwords, messages, or credit cards). Learn more

3 Help improve Chrome security by sending URLs of some pages you visit, limited system
information, and some page content to Google. Privacy policy

Back to safety

Note: The EWC uses a self-signed certificate for HTTPS. Therefore, when the certificate is presented to the
browser, it will display a warning message and ask whether you wish to proceed with an exception. Accept the
risk and proceed to access the EWC login page. Following is the list of supported browsers and operating

systems.
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https://mywifi.cisco.com/

Table 3.

Supported browsers and operating systems

Google Chrome

Safari

Mozilla Firefox

Mozilla Firefox

Google Chrome

Microsoft Edge

Mozilla Firefox

Moazilla Firefox

Google Chrome

77.0.3865.120

13.0.2
(14608.2.40.1.3)

69.0.1

69.0.3

77.0.3865.90

44.18362.267.0

68.02

69.0.3

78.0.3904.108

macOS Mojave
Version 10.14.6

macOS Mojave
Version 10.14.6

macOS Mojave
Version 10.14.6

macOS Mojave
Version 10.14.6

Windows 10 Version
1903 (OS Build
18362.267)

Windows 10 Version
1903 (OS Build
18362.267)

Windows 10 Version
1903 (OS Build
18362.267)

Windows 10 Version
1903 (OS Build
18362.267)

macOS Catalina
10.15.1

Works

Works

Works only if
exception is added.
Works only if
exception is added.
Works

Works

Works

Works only if

exception is added.

Does not work

Step 3. Enter Username = webui and Password = cisco to log in to the EWC wizard.

Language: English | BAH

Proceed through the
browser warning.

Proceed through the
browser warning.
Set the exception.

Set the exception.

Proceed through the
browser warning.

Proceed through the
browser warning.

Proceed through the
browser warning.

Set the exception.

NA

Step 4. Configure the username and password. The country will be selected according to the AP regulatory

domain.

Note: If the country code is incorrect, you can select from the drop-down list by clicking the +.

© 2025 Cisco and/or its affiliates. All rights reserved.

Page 8 of 55



The wireless management IP address is set to the DHCP address by default. If required, you can configure it by
unchecking the DHCP box.

"ll's"l" Configuration Setup Wizard

Cisco

Country®
Management User Settings

User Name* min

i g
@

Password®

‘Wireless Management Settings

DHCP - 1P Address : 10.10.99.56
Wireless Network /
A Piease create at least one WLAN
Add
Netwark Name Network Type Security

You can also manually assign the wireless management IP address by configuring the IP address and subnet
mask as shown below.

Wireless Management Settings

DHCP

IP Address* 10.10.99.3
Subnet Mask* I 255.255.255.0 |

Step 5. The last step is to configure the wireless network by creating at least one WLAN. Click + Add to do this.

Wireless Network

A Please create at least one WLAN

=

Network Name Network Type Security

4 4 0 » M 10 w |items per page

The Add Network dialog will appear so you can configure the WLAN settings. Assign the following:
Network name: This defines the network or WLAN/SSID name.

Network type: This can be an employee or guest WLAN. If you select Employee, there is an option to select the
security type.

Security: This option defines the WLAN security type, such as WPA2 Personal (PSK/password authentication)
or WPA2 Enterprise (802.1X with RADIUS authentication)
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Click Add to create the WLAN.
Network Name* CME-Corp ~—
Network Type sy O Employee - Guest

Security WPA?2 Personal v _

Pre-Shared Key* ﬂ .......... @

'O Cancel

If you select WPA2 Enterprise as the security type, you will need to configure an AAA server.

Configure the AAA server IP address and shared secret and click the +. The assigned AAA server will appear in

the list of available AAA servers. Click Add to configure the 802.1X-enabled WLAN.

[Add Network

A AAA servers are mandatory for 'Enterprise’ secuirty.

Network Name* CME-Corp —
Network Type sspO Employee  Guest
Security WPA2 Enterprise v _

e o

No AAA Servers available

Add Network x

Network Name* CME-Corp

Network Type ©Employee  Guest

Security WPA?2 Enterprise v

AAA Servers Enter Server IP Enter Key w» o

Available AAA Servers

sl 10.10.105.35 i}
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Adding a guest WLAN

Similarly, you can add a guest WLAN by clicking Add.

i Wireless Network

A Please create at least one WLAN

=

Network Name Network Type

4 4 0 » » 10 v |items per page

Security

Assign the following:

Network name: This defines the network or WLAN/SSID name.
Network type: Choose the Guest option.

Security: The Consent option is chosen by default on day 0.

Click Add to create the WLAN.

Add Network

Network Name* CME-Guest

Network Type Employee @ Guest

Step 6. Verify the settings and then click Finish to push this configuration to the EWC. The dialog will pop up to
inform you that CiscoAirprovision-<XXXX> SSID will be disabled and you need to connect to the configured
employee SSIDs to manage the device. Click Yes if the configuration is correct and then, in the other

information dialog, click OK.

Wireless Network
Network Name Network Type
CME-Corp employee
CME-Guest guest

M « 1 » M 2 v

Security
personal

consent
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e fomain x

You will lose connectivity on applying the configuration. The SSID CiscoAirProvision will stop broadcasting and you

The SSID CiscoAirProvision will stop broadcasting and you will need to connect to one of the configured WLANS to
will need to connect to one of the configured WLANS to . .
manage this device.

manage this device. Are you sure you want to proceed ?

— —a

The access points will NOT reboot.

Logging in to the EWC
To log in to the EWC, perform the following steps:

Procedure

Step 1. Connect to the employee SSID that you created from the configuration wizard. Enter the URL
https://mywifi.cisco.com in the web browser. The Cisco Catalyst EWC login page should
appear.

Password

Language: English | B&H

= 3 ; ; 2 ERars 10 1y
© ‘)uszms - Cisko Systems, Inc. ed. Cisco, the Cisco logo, and Cisco Systems are registered moomamaaemam of Ciggo Systems, Inc. and/or 1§ afiliates in the
United States and certain other cou party trademalis are the property of their respective owners. Best viewod with Edge 40°, Firefox 60% Safari 10°, Chrome 59" l

Step 2. Enter the administrator username and password.

The network summary page appears on the main dashboard.
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https://mywifi.cisco.com/

B !yl Cisco Embedded Wireless Controlier on Catalyst Access Points v # E200OCT Q ®

Dashboard
E5] Dashboard Wrees LANS Access pores, Ceens Poguss aceren
* o
= o 1
Overview I
L CPU & Mermory Pressure Graph
CPU Usikzation Mermory Uniizaton
%) vt Device Tme Mamory Usec - .
00 .
Memory D
o . o
[N
et o
% -
‘- mrtec
N — - ~
T30 e st 283
- e Syven m e = Maamy w Coen 3N

éh Access Ports

unt by Band

Radio ( Radio Count by Mode
: 3 3 3

Note: For an advanced configuration or expert view, go to Preferences on the top right side of the page, set
the Current Configuration Mode to Expert, and click Save.

Welcome admin « € E m e

Preferences x
A Changing 'Configuration Mode' will trigger auto refresh of this GUI
Default Landing Page @
Grid Size © 10 v
Track Logged In User @ |. OFF »
————————
Current Configuration Mode Simple | ® Expert
——————s
8 Save ] { O Cance 1
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Monitoring the EWC network

Viewing the network summary

The monitoring service allows the admin to monitor the Cisco EWC network.

The monitoring dashboard

The monitoring dashboard of the network summary page displays counts of the following:
Wireless networks

Access points

Active clients in 2.4 GHz and 5 GHz

Rogue APs and clients

Interferers

The network summary page has five customizable widgets representing data in both tabular and graphical
formats for the following:

Access points (by band and mode)
Client device types
System information

CPU and memory pressure graph

Dashboard

- 2 oy 2 Acvvo 5 s 106 50 0
= 1 G ) Exchuded 0 Clerts 19 2461 0

& Access Points
Last Updated: 4/20/2019, 3:38.08 PM

: :
..I I "I. I. f e e ‘
. — s -

2 Client Device Types o System Information
Last Updatod: 4/29/2019, 3:38:08 PM Last U 312019, 3:38:09 PM

Device Uptime:
2oy

ssure Graph
3:39:11 Pk

sou[ Acve
CPU Utilization Memory Utilization
CPU (%) v3 Device Time Memory Used (%) vs Device Time
iy = o Mermory Detais Size (x8) ‘:
Process ©PU (%) - Total 1900488 -
. e - . Py Py - _
Sy %99 p Froo 479820 -~
de 003 s Commitied 1451956 o :._;.
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View an access points summary using the GUI
To view the access points using the GUI, perform the following steps:

Step 1. Click the access points on the dashboard or go to Monitoring > Wireless > AP Statistics. A
table displays the list of access points and gives the following information:

AP name

AP MAC address
Admin status
Operational status
Site tag

Policy tag

RF tag

CMX IP address

AP profile
Dashboard
Wireless LANs Access Points Clients Rogues Interferers
= 2 () 2 Active 8 APs 98 5 GHz 0
= 1 o f 0 Excluded 0 Clients 20 2.4 GHz 0

Monitoring ™ > Wireless~ > AP Statistics

Dashboard General Join Statistics
Monitorini @'
onliorind Number of AP(s): 2
2\, Configuration 5 Operation Status * Is equal to® Registered x} 4
, A AP Name ~ AP MAC v Admin Status . Operation Status « Site Tag .~ Policy Tag - RFTag . Hyperlocation Method . CMXIP . AP Profle
Of Administration _ =
AP7069.5A74,7A2C  7069.5a78.7660 % Enabled Registered default-site-tag  default-policy-tag  default-rf-tag  Unknown default-ap-profile
AP7069.5A74.8F30  fBOf.6f15.4680 ¥ Enabled Registered f ag fault-policy-tag rf-tag  Unknown default-ap-profile

3 Troubleshooting

1 » 10 v |

Step 2. Click the access points’ Radio Count by Band or go to Monitoring > Wireless > Radio Stats. A
table displays the list of radios.

Step 3. Toggle between the 2.4 GHz, 5 GHz, and Dual-Band radio tabs to view a list of the access
points operating at the respective radio frequencies.
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Dashboard
Wireless LANs Access Points Clients Rogues Interferers
= %) (lr) 3) Active 8 APs 95 5 GHz 0
- 1 ((I)) 0 Excluded 0 Clients 20 2.4 GHz 0
Overview
Miocbinial
& Access Points
Last Updated: 5/1/2019, 12:12:40 AM
Radio Count by Band Radio Count by Mode Access Point Join Summary
25 T
2 2
2
15
1
05
0 0 o 0 o 0
0 o o o o 0 - v
v v Ciont Serving Clont Sorving Monitor Sensor
24GH tx-rx-dual-band x-dual-band (5 GHz) (24GH2)
® Up ® Down W Up ® Down
= Joined W Not Joined
Monitoring~ > Wireless~ > Radio Statistics
™= Dashboard |[ 56z Radios | [[2.4 Gz Radios || IIDual—Band Radios "
Monitoring Number of all 5 GHz radios: 2
IOpmamu Status *Is equal to* Up x] [stmu Type * Is equal to" 5 GHz xJ 4
Configuration
Base v Spectrum . Sf
AP Radio P v Admin . Operation v Radio Power . Spectrum . Admin oy
O3 Administration AP Name ~ Model SlotNo + MAC Address Status Status Uptime + Role Channel v Level AP Type Status st
3 days 22 :
%Z Troubleshooting APr069saTazA2C OO 7069.5078.7660 10.10.10.158 Enabled  Up s 25mins  AUOMC 1y 1 Invalid Disabled o
2 50 secs
3 days 22 A
AP7069.5A74.8F30 Ssnwn 18016115.4680  10.10.10.245 Enabled  Up hrs 11 mins m° (64)" ¢ Invalid Disabled Do
29 secs
<« <4 1 » per 2 f [}

Step 4.

Statistics to view the AP join statistics.

Click Access Point Join Summary or go to Monitoring > Wireless > AP Statistics > Join

Dashboard
Wireless LANs
(= 2 G
= ()
03 1 @
Overview
—
&4 Access Points
Last Updated: 5/1/2019, 12:12:40 AM
Radio Count by Band
25
2 2
2
15
1
05
0 0 o o
0 . . v
5GHz 24GHz -rx-dual-band
™ Up ® Down

o

Access Points

o

x-dual-band

Clients Rogues
Active 8 APs
Excluded 0 Clients
Radio Count by Mode
25
2 2
2
15
1
05
0 0 o 0 o 0
o
Client Serving Crent Serving Monitor Sensor
(5 GHz) (2.4 GH2)

= Up ® Down

Interferers

95 5 GHz 0

20

2.4 GHz 0

Access Point Join Summary
2

| Joined ® Not Joined
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Monitoring ™ > Wireless™ > AP Statistics

Dashboard General Join Statistics
Monitoring # ClearAll @_
Configuration > Number of AP(s): 2
by e : "is e I " D Y
Administration o il = ‘ ¥
Status . Base Radio MAC ~ Ethernet MAC ~ AP Name ~ IP Address ~
3% Troubleshooting
L [+ 7069.5a78.7660 7069.5a74.7a2¢ AP7069.5A74.7A2C 10.10.10.158
(] 1801.6(15.4680 7069.5a74.8130 AP7069.5A74.8F30 10.10.10.245

1 10 v

View client summary

To view a client summary using the GUI, perform the following steps:

Procedure

Step 1. Click Clients on the monitoring dashboard, or go to Monitoring > Wireless > Clients.

Step 2. (Optional) Click the down arrow on each column to filter the table view based on the desired

parameters.
Dashboard
Wireless LANs Access Points Clients Rogues Interferers
= 2 « 9 Active 8 APs 98 5 GHz
- 1 (:l)) 0 Excluded 0 Clients 20 GHz 0

Monitoring~ > Wireless~ > Clients

[ Dashboard Clients  Sleeping Clients Excluded Clients

Monitoring @

&\ Configuration Total Client(s) in the Network: 8

Number of Client(s) selected: O

Client MAC v IPva v WLAN v User v Device v
- Address Address IPV6 Address AP Name v ssD . ID State .+ Protocol . Name Type Role
Xy Troubleshooting
Un-Classified
044e.a10.149d 10.10.10.86 NIA AP7069.5A74.8F30 10T 2 Run Tac ki Local
18b4.3013.e0c2 10.10.10.54 fe80::1abd:30ff:fe13:e0c2 AP7069.5A74.7A2C 10T 2 Run 11n(2.4) g:;EESSIﬂed Local
18b4.3051.8576 10.10.10.123 NIA AP7069.5A74.8F30 10T 2 Run 11n(s) g:wi :ss‘“E“ Local
1854.3067.4db7 10.10.10.80 NIA AP7069.5A74.8F30 10T 2 Run 11n(5) 52;2 ':Wﬁed Local
Un-Classified
18b4.30c2.6155 10.10.10.210 1680:1ab4:30fffec2:ef55  AP7069.5A74.8F30 10T 2 Run 11n(s) Pl Local
3ce1.a155.2260 N/A N/A AP7069.5A74.7A2C 10T 2 PLeam  11n(2.4) g:;fé':“‘“e" Local
6416.667b.cdf1 10.10.10.173 N/A AP7069.5A74.8F30 10T R: Run 11n(s) g:;ﬁ:ssme‘j Local
90f1.aa€2.1870 10.10.10.21 NIA AP7069.5A74.8F30 EMPLOYEE 1 Run 11n(s) g:wi ::ss'f'e" Local
1 » ‘|0v““~;" 1-80 s O
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Managing wireless settings

The Cisco Catalyst EWC configuration data model is based on design principles of reusability, simplified
provisioning, enhanced flexibility, and modularization to help manage networks as they scale and to simplify the
management of dynamically changing business and IT requirements.

This model provides a way for the client/AP devices to derive their configurations from profiles that are
contained within tags. APs can be mapped to the tags either statically or as part of the rule engine that runs on
the controller and takes effect during the AP join process. Configuration objects are modularized as objects,
which helps in the reusability of the configuration. In addition, a flat tag-based configuration model eliminates
the complexities associated with inheritance and container-based grouping, leading to a simpler and more
flexible configuration that can ease change management.

Elements of the configuration model - tags and profiles

Profiles

Profiles define the properties of the AP or associated clients. Profiles are reusable entities that can be used

across tags. A default policy profile, AP join profile, flex profile, and 2.4-GHz and 5-GHz RF profiles are
available by default on the wireless controller at boot time.

. 8 o ‘ . Site Tag oy . RE Tag b
WLAN Profil P Policy Tag © o APJoin . ! RFProfile 3
e \ Profile f .0t 2.4GHz

.
+

5 i 5 GHz 'E

Figure 2.
Profiles and tags

There are different kinds of profiles depending on the characteristics of the network they define.
WLAN profile

The WLAN profile defines the properties of a WLAN, such as profile name, status, WLAN ID, Layer 2 and Layer
3 security parameters, AAA server associated with this SSID, and other parameters that are specific to a
particular WLAN.
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Policy profile

The policy profile defines the network policies and the switching policies for a client, with the exception of QoS,
which constitutes the AP policies as well. The policy profile is a reusable entity across tags. Anything that is a
policy for the client applied on the AP/controller is moved to the policy profile. For example, VLAN, Access
Control List (ACL), QoS, session timeout, idle timeout, Application Visibility and Control (AVC) profile, Bonjour
profile, local profiling, device classification, etc. The switching policies define the central switching or local
switching attribute of a WLAN.

The WLAN profile and policy profile are both part of a policy tag and define the characteristics and policy
definitions of a set of WLANSs.

AP join profile

The following parameters will be part of the AP join profile: Control and Provisioning of Wireless Access Points
(CAPWAP) IPV4/IPV6, User Datagram Protocol (UDP) Lite, high availability, retransmit configuration parameters,
global AP failover, hyperlocation configuration parameters, Telnet/SSH, 802.11u parameters, etc. For AP join
profile changes, a small subset requires the CAPWAP connection to be reset, since these parameters pertain to
the characteristic of the AP.

Flex profile

The flex profile contains the remote site-specific parameters. For example, the AP list, the Extensible
Authentication Protocol (EAP) profiles, which can be used for the case in which an AP acts as an authentication
server, local RADIUS server information, VLAN-to-ACL mapping, etc.

The AP join profile and flex profile are both part of a site tag and define the characteristics of a remote site.

RF profile

There are two default RF profiles (one for 802.11a and one for 802.11b). RF profiles constitute the RF-specific
configurations such as data rates, Modulation and Coding Scheme (MCS) settings, power assignment, dynamic
channel assignment (DCA) parameters, coverage hold detection and mitigation (CHDM) variables, and High
Density Experience (HDX) features. One 802.11a RF profile and one 802.11b RF profile can be added to an RF
tag.

Tags

A tag’s property is defined by the policies associated with it. This property is in turn inherited by an associated
client/AP. There are various types of tags, each associated with different profiles. No two types of tags include
profiles with common properties. This helps eliminate precedence issues among the configuration entities to a
large extent. Every tag has a default that is created when the system boots up.
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Figure 3.

The three kinds of tags

Policy tag
The policy tag contains the mapping of WLAN profiles to policy profiles.

A default policy tag with WLAN profiles and a WLAN ID < 16 is mapped to a default policy profile.

Site tag

The site tag consists of two profiles, the flex profile and the AP join profile. The site tag defines the properties
of a site, for both central and remote (FlexConnect) sites. The attributes of a site that are common across
central and remote sites are part of the AP join profile. The attributes that are specific to a remote site are part

of the flex profile.

The default site tag consists of the default AP join profile. The default AP join profile values will be the same as
those for the global AP parameters, plus a few parameters from the AP group in the current configuration, such
as preferred mode, 802.11u parameters, location, etc.

Note: In EWC only one site tag is supported and it has to be the default-site-tag. Also, in EWC there is no
central site concept as EWC is a FlexConnect local switching deployment.

RF tag

The RF tag contains the 2.4-GHz and 5-GHz RF profiles.

The default RF tag consists of the default 2.4-GHz RF profile and the default 5-GHz RF profile. These default
profiles contain default values for the global RF profiles for the respective radios.
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Association of tags to APs

Access points are tagged based on their broadcast domain, the site the AP belongs to, and the RF

characteristics desired. Once tagged, an AP gets a list of WLANSs to be broadcasted, along with the properties
of the respective SSIDs, properties of the APs on the local or remote site, and RF properties of the network. By

default, an AP is tagged with the default policy, site, and RF tag unless explicitly changed. When a tag

associated with an AP is changed, the AP resets its CAPWAP connection.

PE . Access Points et ..
i" ‘\ - " ~ “l
o " B
v ’ o \ RFTag °
F 4 . PolicyTag °, — ." RF Profil 9 Y
| WLAN Profile s : rofle 3 \
[ 1 y . 24GHz ! . '
i SaemTTe § — -— & AR \
i - ' s o t 1l
' g . . ‘ 2 Al ,
e . ." _ _ ‘: 1 ' RFProfle
) 3 Policy Profile i “' _ “‘ L 5 GHz b
E ! S b S R
. R 4 et
Defines the broadcast domain Defines the RF properties
(list of WLANSs to be broadcasted) of the network
with the properties of the respective SSIDs
',“ ‘\ Site Tag
AP Join |
L Profile B
s L
—.nnt’s
i Flex Profile 1
Sranae® Defines the properties of the central
and the remote site APs
Figure 4.

How access points are tagged

Creating a WLAN through basic wireless setup

The basic wireless setup uses intent-based workflows to define a site, create wireless networks for that site,
define policies such as VLAN, ACL, and QoS, and also fine-tune RF characteristics. Corresponding policies and
tags are created in the back end in accordance with the new configuration model, but they are transparent to

the end user. Access points are assigned to the site and in turn are assigned policy, RF, and site tags.

To access the basic wireless setup, click the Wireless Setup icon in the top right corner of the dashboard page.

Step 1: From the EWC top right corner, go to Wireless Setup > Select Type > Basic, then click

Default_Location.

1
@ B & MmO
Wireless Setup | Select Type VW

Select Type

| Basic I

Advanced

Welcome admin

Configuration~ > Wireless Setup~ > Basic

Q

Default_Location

Default_Location

0 0
Joined APs Clients
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Step 2: From the General tab, you can define parameters such as client density, native VLAN, and AAA server
as per their deployments.

[IConfiguration~ > Wireless Setup~ > Basic

A This Location uses Default Site, Global RF Configuration. Changes will impact all the APs which use this configuration ‘

Location Default_Location AAA Servers
Name*
Description Default_Location Available (0) Selected (0)
Client Density « 9 >
Low Typical High
Native VLAN 1 oo os i
D

Step 3: WLANS created as part of a day-0 setup are available to add to this site. These WLANs can be added
as is or modified for the policy details that are required for this network in the site. Alternatively, new SSIDs can
be created using the “Define new” button.

To add a new WLAN go to the Wireless Networks tab and click +Add, then click Define new to configure the
WLAN.

General Wireless Networks AP Provisioning

=

WLANS on this Location
Add Location Setup x
Wireless Network Details Policy Details
WLAN* . or Define new VLAN ID*
\ ACL v or Define new
Pre Auth URL v
Filter L
QoS v
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Step 4: This opens a WLAN window. On the General tab, configure the WLAN profile name, SSID, WLAN ID,
and radio policy. Enable the status, and then go to the Security tab.

Add WLAN x

Advanced

General Security

Profile Name* Corp-Employee
SSID* Corp-Employee
WLAN ID* 2

Status enasted )

A Please add the WLANS to Policy

Broadcast SSID

Tags for them to broadcast

Radio Policy All v

Step 5: You can define the security settings

per the required configuration.

Add WLA

Layer2 Layer3 AAA

Layer 2 Security Mode WPA + WPA2 v
MAC Filtering

Protected Management Frame

PMF Disabled v
WPA Parameters

Fast Transition Adaptive Enabled v
Over the DS

Reassociation Timeout 20

Step 6: Now you need to provision the AP. Select the AP from the available AP list and click the arrow. The AP
will be moved to the list of APs associated with the location. Then click Apply.

General Wireless Networks AP Provisioning
Add/Select APs
Import AP MAC ® inges will impact ail the APs which use this configuration.
Select CSV File
AP MAC Address
APs on this Location
2
Available AP list Q Search Associated AP list Q Search
Number of selected APs : 1 Number of selected APs : 0
= AP MAC v AP Name v AP MAC ~ AP Name v Status v
1
dAeB,BO\Q.SB:M APDAEB.8019.5834 | 44¢8.8019.5834 APDAES.8019.5834 Joined |

Policy, site, and RF tags are automatically pushed to the access points upon provisioning.
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Creating a WLAN through advanced wireless setup

Access the wireless setup by clicking the Wireless Setup icon in the top right corner of the dashboard page.

Welcome admin a & n e

Wireless Sotu;)} Advanced B

| Select Type [
Basic

Advanced

Welcome admin U # @ T

Wireless Setup Flow Overview

This screen allows you to design Wireless LAN
Configuration. It involves creating Policies and Tags. Once
the design is completed, they can be deployed to the
Access Points right here.

DESIGN PHASE

Tags & Profiles
1

I L] 1
WLAN Policy  Site Policy Radio Policy
(Mandatory) (Optional) (Optional)

| wiLaAN Profile | | AP Join Profile | | RF Profile |

[ Poticy Profile | | FlexProfile | [ RFTag @ |

I Policy Tagfo_] I SiteTag ¢ I

DEPLOY PHASE
Apply to APs
|

(Mandatory)

| Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS
Tag .
WLAN Policy, Policy Profile i=|Goto List View

Site Policy - AP Profile, Site
Profile Create New

Radio Policy - Radio
Characteristics

‘\

A guided workflow has been created for easy navigation through the steps required to set up the network on
the Cisco Catalyst wireless controllers.
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Procedure

Choose Wireless Setup > Advanced, then, after reviewing the notes on this page, click Start Now to begin
setting up the wireless network.

Configuration* > Wireless Setup* > Advanced
P «
[=1 Dashboard (osa) m
/
%) Monitoring ’ Number of WLANs selected : O
- 298 &
S Conf S Nome v D v SSO v St v Securty
onfiguration > > S, WLAN Profie N
EMPLOYEE 1 EMPLOYEE w WPAZPSKYAES)
Administration > 0 I Policy Protie L or 2 ot o WPA2IPSKIAES]
2 GUEST 3 GUEST DOWN open.(Vieb Auth)
3%’ Troubleshooting [ Im.,,v_., e m {openl )
« Voo 0 v
0 | AP Jon Protle L ]
o | Flex Protie ]
0 | Seo Tag 'l a
o RF Profe ]
0 RF Tag ¢ =B
Apply
0 | Tog APs |

Note: The following set of steps defines the logical order of configuration. Apart from the WLAN profile, all
profiles and tags have a default object associated with them.

1. Create profiles
« Create the required WLAN profiles (SSIDs)
« Create the policy profiles (if non-default needed)
« Create the RF profiles (if non-default needed)
« Create the site profile (if non-default needed)
2. Create tags

« Create the policy tag (if non-default needed) and map the SSIDs above to the policy profiles as
required.

o Create the RF tag (if non-default needed) and add the RF profiles for 802.11a and 802.11b to it.

« Create the site tag (if non-default needed) and add the flex profile (if the site is a remote site) and the
AP join profile (most cases will use the default)

3. Associate the tags to APs

If no custom tags are needed, this step is not required, as default tags are associated with the APs.
If the tag to be associated is non-default, associate it to the APs.

¢ Associate the RF tag to the AP or set of APs.

¢ Associate the policy tag to the AP or set of APs.

« Associate the site tag to the AP or set of APs.
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Creating a WLAN profile
Begin the WLAN configuration by clicking the + sign next to the WLAN profile.

Click the Add button.

Configuration ™ > Wireless Setup~ > Advanced
= «
=1 Dashboard QD\ m
7 7 ~
(<) Monitoriny > /Numbcv of WLANs selected : O
\=/ 9 Tags & Profiles
Goulinration b Nome v D v SSD v Swts v Securty
o N
EMPLOYEE 1 EMPLOYEE up WPA2YPSKYAES]
Administration (] | Poicy Profie L} o1 2 ot up [WPA2)PSKJAES]
“ Troubleshooting o | Poley Tag PR GUEST 3 GUEST DOWN [open].{Web Auth]
1 10
4] | AP Join Profile =
O | Flex Profie =
(i) | Site Tag ¢ =
0 I RF Profie =
| RF Tag AN |
- Apply
o | Tog APs =

Note: SSIDs created during the day-0 flow will automatically show up on the WLAN profiles page.

Specify the profile name of your choice and a WLAN ID between 1 and 16, and set the Status toggle button to
Enabled.

Add WLAN ®

General Security Advanced

Profile Name* ‘ Enterprise ‘ Radio Policy [an .
SSID* ! Enterprise ‘ Browdoast enaptep @
WLAN ID* ‘ 4 ‘

“\

‘| Save & Apply to Device
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Adaptive 802.11r and other best practices are turned on by default.

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Layer 2 Security Mode WPA + WPAZ v Fast Transition Adaptive Enabledy

MAC Filtering Over the DS

v
Protected Management Frame Reassociation Timeout
PMF Disabled v

WPA Parameters

D Cancel

| Save & Apply to Device

Select PSK or 802.1X as the Authentication Key Management (AKM) on the Security tab. Click Save and Apply
to Device.

Add WLAN x

WPA?2 Policy v
WPA?2 Encryption AES(CCMP128)
CCMP256
GCMP128
GCMP256
MPSK
IF
Auth Key Mgmt 802.1x 7
PSK
CCKM
FT + 802.1x
FT + PSK
802.1x-SHA256
PSK-SHA256
| Save & Apply to Device
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If 802.1X is selected, make sure you have added the AAA/RADIUS server. This can be done on day 0 through
the configuration setup wizard or as part of day-1 configuration. If you configured the RADIUS server settings
on day 0, it will automatically create a RADIUS server (RADIUS_SERVER_DAYO0_1), RADIUS server group
(RADIUS_SERVER_GROUP_DAY0), and AAA method list name (authentication_dot1x_day0). This method list
will appear in WLAN > Security > AAA > Authentication List.

General Advanced
Layer2 Layer3

Authentication List authentication_dot1x v

Local EAP Authentication

For day-1 RADIUS configuration, please refer to the “Configuring the AAA/RADIUS Server” section of this
guide.

Verify that a WLAN profile is created as follows.

el Cisco Mobility Express for Catalyst 9115AX Access Points Weicomeadmin | 4 % B & T @ T

16.12.20190430

Configuration ™ > Wireless Setup~ > Advanced

- . 3 ’

Acnitoring Number of WLANs selected : 0
sk 9 Tags & Profiles
Confi - Name v D v SSID v Staws v Security
~, Configuration Oerennns _m AN Profile |3
EMPLOYEE 1 EMPLOYEE w (WPAZ)[PSK]IAES]
} Administration > o [ poticy prote = ot 3 ot m, IWPAZIPSKIAES]
— T
& Trou : o | [P GUES’ 3 GUEST DOWN [open){Web Auth]
; 9 o
| Enterprise 4 Enterprise P [wrA2][802. 1x][AES] | |
1 0.

o | e o protie

Policy profile

The default policy profile and default policy tag are preconfigured, so no specific policy configuration is required
unless they need to be customized (for example, access policies, local switched VLAN, QoS, AVC, AAA
override, etc)

'zll's'élc;' Cisco Embedded Wireless Controller on Catalyst Access Points Weicome adm # RS A2 Q =
V21230191011

Configuration® > Tags & Profiles~ > Policy Edit Policy Profile x
54 Dashboard
A Congu a t a w ”
7 Monitoring > Status - Policy Profle Name
S o detault-policy-profile
Configuration Name* defauk-policy-profie WLAN Switching Policy
1 10 o
Administration Desodggon U ooy ploes Gentral Authentication oo ()
Status (enasien . "
| Flex NAT/PAT AE
Troubleshooting L ‘ lex NAT/ | I osa
Passive Chent B osesueo
Encrypted Traffic Analytics W o
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You can configure the local switch VLAN under the option Access Policies > VLAN > VLAN/VLAN Group.

Edit Policy Profile

General

RADIUS Profiing
Local Subscriber Policy Name
WLAN Local Profiling

Global State of Device
Ciassification

HTTP TLV Caching
DHCP TLV Caching
VLAN

VLAN/VLAN Group

Multicast VLAN

QOS and AVC Advanced

WLAN ACL

1Pva ACL

1Pv6 ACL

URL Filters

Pre Auth

Post Auth

You can also apply or pass some AAA attributes to the WLAN tied to a specific policy profile by selecting the

Allow AAA Override option under Advanced > AAA Policy.

General  Access Policies
WLAN Timeout

Session Timeout (sec)

Idte Timeout (sec)

Idle Threshold (bytes)

Client Exclusion Timeout |
(sec)

DHCP

IPva DHCP Required

DHCP Server IP Address

Show more >>>

AAA Policy

QOS and AVC

| Allow AAA Override

NAC State

Policy Mame

Accounting List

defauit-33a-poicy x v

Policy tag

By default, WLAN IDs 1 through 16 are associated with the default policy tag. The SSID created in the first step
is automatically added to this default policy tag, as shown below.

E=4 Dashboard

£) Monitoring

Configuration

Administration

% Troubleshooting

&

o I Flex Profie
o | Site Tog
o ‘ RF Profie
o | g

o | WLAN Profiie
o | Policy Profile
@eenen Poicy Teg

Tags & Profiles

e |2

O/ AP Join Profile =

L4

Configuration ¥ > Wireless Setup* > Advanced

«

« B ;
. lhco %@g&fﬁ;ﬁ%hly Express for Catalyst 9115AX Access Points

Policy Tag Name

Welcomeadmn | #% ® B & W @ T Q

Edit Policy Tag

Name* default-policy-tag

Description default policy-tag

™ WLAN-POLICY Maps: 4
{

WLAN Profile ~ Policy Profile
EMPLOYEE defautt-polcy-profie
or default-policy-profie
GuesT defauit-polcy-protie
[Fewrs Gefauk-poicy-profie ]|
1 » 10 o
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A default AP join profile and site tag are available automatically, so no specific site configuration is required.
The EWC supports only one global site, which is the default site tag.

«
=3 Dashboard ( swn
¢Z) Monitoring > Tags & Profiles AP Join Profile Name v Description .
defaut-ap-profie dofault ap profie
>\, Configuration > o | WLAN Profie -+ ’ i -
Administration > o I“ekvvvamo = +

%’ Troubleshooting o [ PolcyTey o | B 4

W >

o ] Flox Profie = 4+

o ]s«o Tog el ml+

o ’ RF Profile = o+

L [ RF Tag ¢ = +

Apply
[} | Tog APs =
©

Flex profile

The flex profile is used for configuring the VLANs on the AP when the VLAN is overridden by the AAA that is
used for the local switched SSIDs.

You can define the native VLAN for the flex profile.

Configuration~ > Wireless Setup~ > Advanced Edit Flex Profile
- Local Authentication Policy ACL VLAN
~
\¥‘ Name* default-flex-profile Fallback Radio Shut
Flex Profile Nar
Tags & Profiles Description default flex profile Flex Resilient
default-ﬂex-(
= ARP Cachiny v
o | WLAN Fratie = 1 \ | Native vian 1D 105 .
o= Join Minimum Latency
9 I Foicy rolie = HTTP Proxy Port 0
(i] I PolicyTag € | = HTTP-Proxy IP 0.0.0.0
Address
(i) | AP Join Profile =
[ Flex Profile >
(i) | Site Tag ¢ =
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You can also define the VLANSs to be used for the local switched SSID. In this example we use VLAN 11, which
is the local switched VLAN from the AP when using the AAA VLAN override option.

mnm" < ID v ACLName 7 4
o 10 v [VLAN Name* n
IVLAN Id* n
ACL Name v

= Save & Apply to Device

RF profile

A default RF profile and RF tag are preconfigured, so no RF configuration is required.

«

£& Dashboard (‘stant ) + Add

Monitoring 1 Tags & Profiles RF Profile Name ~ Band v State ~  Description v
= - Low_Client_Density_rf_Sgh 802113 Enable pre configured Low Client Dansity riprofile for Sgh radio
Configuration = @ I e * High_Client_Density_rf_Sgh 802.11a Enable pre configured High Client Density rfprofile for Sgh radio
§OY Administration 3] I Policy Profile = 4 Low_Ciient_Density_rf_24gh 802.11b/g Enable pre configured Low Client Density rfprofile for 2.4gh radio
o o | Policy Tog ellml+ High_Client_Density_rf_24gh 802.11b/g Enable pre configured High Client Density rfprofile for 2.4gh radic
3 Troubleshooting Typical_Client_Density_ri_Sgh 802.11a Enable pre configured Typical Density rfprofile for Sgh radio
Typical_Client_Density_r_24gh 802.11b/g Enable pre configured Typical Client Density rfprofile for 2.4gh radio
o | AP Join Profile =+ 1 » 0 v
) | Flex Profile = 4+
i} | Site Tag e | = +

o

o [RF Tag e = +
Apply
) | Tag APs =

APs are tagged with the default policy, site, and RF tags automatically, so no explicit tagging is needed and the
SSIDs (1 through 16) will start broadcasting across the network.
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"(',‘s';";' SI?S%MSDAIIIIY Express for Catalyst 9115AX Access Points Weicome admin # € B & TWOCT Q -
Configuration* > Wireless Setup~ > Advanced
=) Dashboard ‘55":
Number of APs: 2
ponoAd Tags & Profiles s:::::aoNum:m of APs: 0
EEUELE T o i WA Piofie - AP Name v :l';dol T oapMAC o ::;du i ;?-T;: g g&‘:;"on : ‘t,::cy g ?:': ) ?:g Location - Cout
Administration > o | potey protie = #pr0695a74782C 00 7069 5078.7660 Fex Ensbled  Regstered oo o e us
S Troubleshooting 0 I PolcyTag ¢ B AP7069.5A74.8F30 E"”W' 180161154680  Flex Enabled Registered ::‘;";n :‘:’“‘; :'::;" ::1:“ us
1 10 v o
o | 4 son protse =
0 I Flex Protie B
o | Sko Tog ¢l m
0 RF Profile a
o RF Tag ¢ =
Apply
P S—— Tog APs »
e

Configuring the AAA/RADIUS server

If the AAA server settings are not configured on day 0, you can add an AAA/RADIUS server using the following
steps.

From the EWC main menu, go to Configuration > Security > AAA and then click +AAA Wizard.

Ef] Interface

Logical

E= Dashboard Ethernet
Wireless

@ Monitoring [, Layer2

VLAN
9% Configuration

Radio Configurations

Administration CleanAir

High Throughput
3% Troubleshooting Network

Parameters

AtFerbcation Athorzaton and ACCournng
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Configure the following:

1. RADIUS: Name, server IP address, and key (shared secret). Click Next. In this example we name it

“ISE »
o o .
SERVER ROUP A MAP A
RADIUS [~ TACACS+ LDAP

RADIUS

PAC Key

Key Type 0

Confirm Key* | o«

|j
Name* ISE
|

5
IPv4 / IPv6 Server 10.10.105.36
Address*

=

2. Server group association: Configure the name of the server group, then from the Available

Servers list, select the server you just created (“ISE” in this example). Click the > symbol to move it

to the Assigned Servers list, and click Next.

Add Wizard x
@® Basic () Advanced
& @
SERVER SERVER GROUP ASSOCIATION MAP A
RADIUS
Name* ISE-Server-Group ?
Group Type RADIUS
MAC-Delimiter v
MAC-Filtering v

Dead-Time (mins)

Available Servers

‘ € Previous ‘

1-1440

e B
=

3. MAP AAA: Select Authentication, then configure the Method List Name(if you do not want to use the
default) and set the Type to dot1x, Under Available Server Groups, select the group you created.

In this example we created ISE-Server-Group. If you are not using authorization, uncheck the

Authorization box. Click Apply to Device.
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@ Basic () Advanced
SERVER SERVER GROUP ASSOCIATION MAP AAA
Authentication (¥ Authorization [ Accounting
1
Authentication Authorization
12
Method List Name* ISE-ML
13
Type* dotix v
Group Type group v
Fallback to local
Available Server Groups Assigned Server Groups P
s A :
Idap 2
tacacs+
<

j PPN Dvice

If you want to configure authorization, go to Authorization and select Type = network. Under

4.
Available Server Groups, select ISE-Server-Group, then click Apply to Device.
O O
SERVER SERVER GROUP ASSOCIATION MAP AAA
Authentication | Authorization (v Accounting

15

Authentication Authorization

Method List Name*

Type*

group v

Group Type

Fallback to local

Available Server Groups Assigned Server Groups
18

radius - ISE-Server-Group -

ldap
tacacs+
<

19
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Managing the EWC network

Configuring management access using the GUI

The management access interface on the EWC controller is the default interface for in-band management of the
controller and connectivity to enterprise services. It is also used for communications between the controller and
access points. Go to Administration > Management > HTTP/HTTPS/Netconf.

HTTP access: To enable HTTP access mode, choose Enabled from the HTTP Access drop-down list. This
allows you to access the controller GUI using http://<ip-address> through a web browser. Otherwise, choose
Disabled.

The default value is Disabled. HTTP access mode is not a secure connection.

HTTPS access: To enable HTTPS access mode, choose Enabled from the HTTPS Access drop-down list. This
allows you to access the controller GUI using http://<ip-address> through a web browser. Otherwise, choose
Disabled.

The default value is Enabled. HTTPS access mode is a secure connection.

Similarly, The HTTP trust point is enabled by default. Also, Netconf is enabled by default with default port
number 830.

Administration ™ > Management~ > HTTP/HTTPS/Netconf

HTTP/HTTPS Access Configuration Timeout Policy Configuration

HTTP Access HTTP Timeout-palicy (secs) 180
HTTP Port 80 Session Idle Timeout (secs) 600
HTTPS Access Server Life Time (secs) 180
HTTPS Port 443

Max Number of Requests 25

Personal Identity Verification

HTTP Trust Point Configuration

Enable Trust Point
Trust Points CISCO_IDEVID_SUDI v

Netconf Yang Configuration

SSH Port 830
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Managing administrator accounts

You can configure administrator usernames and passwords to prevent unauthorized users from reconfiguring
the controller and viewing configuration information.

The administrator user accounts are required for logging into the EWC controller to monitor and configure the
wireless network. They can be configured with read/write or read-only privileges by going to the WLC main
menu and then choosing Administration > User Administration > Add.

©' Best Practices
>-| Command Line Interface
=3 Dashboard
Device

{£) Monitoring 2, DHCP Pools

Configuration DNS

- Licensing
Administration
5 Management
¥ Troubleshooting Backup & Restore
HTTP/HTTPS/Netcon!
Logging

£) Reload
¢ Smart Call Home
Software Management
Time

2, User Administration

ahtlt Cisco Mobility Express for Catalyst 9115AX Access Points Welcome admin | # © B

cisco
Administration = > | User Administration

£= Dashboard ﬁ

Monitoring > Name v Privilege ~  Policy
admin Admin None
Configuration
1 0 v
¢ Administration
Create User Administration x
User Name* aliol @ Important guidelines to create new Password
@ Must contain at least 6 characters

Policy None © Must contain at most 127 characters
Privilege Admin - G
Password* =
Y T
Password®
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Managing time on the EWC

The system date and time on the Cisco EWC are first configured when you run the initial wireless express setup
wizard. You can change or configure the time from the WLC menu by choosing Administration > Time.

Best Practices

| Command Line Interface

= Dashboard

Device

2) Monitoring 0. DHCP Pools

DNS

5 s s Licensing
p:} Administration

Ay Management
roubleshooting Backup & Restore
HTTP/HTTPS/Netconf
Logging

) Reload
T Smart Call Home
Software Management

Time

User Administration

A Network Time Protocol (NTP) server can be configured to synchronize date and time if one was not
configured during the wireless express setup. Greenwich Mean Time (GMT) is used as the standard for
setting the time zone on the controller. You can also update or add the specific NTP server to EWC.

Administration~ > Time
Source: Local May 10, 2019
(UTC+00:00) Casablanca, Dubiin, ...
Changa Date and Time
ol NTP Server Details
__m Z Refresh NTP Table
Host Name v  Stats ~  VRF Name v Source Address ~
1.ciscome.poel.ntp.org Unsynchronized None None
0.ciscome.pool.ntp.org Unsynchronized None None
2.ciscoma.pool.ntp.org Unsynchronized None None
1 10 +

Updating Cisco EWC software

Cisco Catalyst EWC software updates can be performed using the controller’s web interface. Software updates
help ensure that both the controller software and all the associated APs are updated. The APs that have older
software are automatically upgraded to the EWC software upon joining the primary AP. An AP joining the
controller compares its software version with the primary AP version and, in case of a mismatch, the new AP
requests a software upgrade. The primary AP facilitates the transfer of the new software from the TFTP server
to the new AP.
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Both the Cisco Catalyst 9115AX and 9120AX Series access points share the same AP image file - ap1g7 -
while the 9117AX Series image is ap1g6 and C9130 Series AP image is ap1g6a, which is included as part of
the C9800-AP-universalk9.<version>.zip file. For HTTP transfer mode, specify the path to the access point
image file on your local machine.

The active AP facilitates the transfer of the image from the TFTP server to the subordinate APs. The AP images
are stored and served from the TFTP server upon request.

Before you upgrade the EWC network, ensure that the following prerequisites are met:

Prerequisites for HTTP software update

« The network should be homogeneous, meaning that all APs have a same ap image type. Otherwise,
TFTP/SFTP download is required.

« The AP bundle with individual AP images (ap1g6, ap1g6a, ap1g7, ap3g3, etc.) and WLC image (C9800-
AP-iosxe-wilc.bin) downloaded from Cisco.com is unzipped and copied onto the local machine.

e The unzipped EWC image folder and mapping of AP models to AP image are shown below for your

reference.
AP images and WLC image AP Model AP Image
after unzipping C9800-AP<version>.zip CaTTEAK
v C9800-AP-universalk9-16.12.2 CO117AX ap1g6
apig6a C9120AX ap1g7
C9130AX aplgba
aplg4
AIR-AP1815 ap1g5
ap1g5 AIR-AP1832 aplg4
aplg7 ARR-AP1840 ap1g5
I C9800-AP-iosxe-wic.bin AIR-AP1852 aplg4
controller_version.info AIR-AP2802 ap3g3
version.info AIR-AP3802 ap3g3
ap1g6 AIR-AP4802 ap3g3
ap3a3 AIR-AP1542 ap1g5
P39 AIR-AP1562 ap3g3
Figure 5.

Mapping of AP images to AP models
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Prerequisites for TFTP software update
o A TFTP server is reachable from the management IP address of the EWC.

« The upgrade bundle with AP images (ap1g6, ap1g6a, ap1g7, ap3g3, etc.) and WLC image (C9800-AP-
iosxe-wilc.bin) downloaded from Cisco.com is unzipped and copied onto the TFTP server. The unzipped
EWC image folder and mapping of AP models to AP image are shown below for your reference.

AP images and WLC image AP Model AP Image
after unzipping C9800-AP<version>.zip C9115AX
v C9800-AP-universalk9-16.12.2 Co17AX ap1g6
ap1gGa C9120AX ap1g7
C9130AX aplgba
ap194 AIR-AP1815 ap1g5
ap1g5 AIR-AP1832 ap1g4
aplg7 AIR-AP1840 ap1g5
I C9800-AP-iosxe-wlc.bin AIR-AP1852 aplg4
controller_version.info AIR-AP2802 ap3g3
version.info i i 2pags
ap1g6 AIR-AP4802 ap3g3
AIR-AP1542 ap1g5
ap393 AIR-AP1562 ap3g3
Figure 6.

Mapping of AP images to AP models

Software update sequence

Download the C9800-AP-universalk9<version>.zip file from Cisco.com. For HTTP transfer mode, download
the file to the local machine that is being used to access the EWC web Ul. For TFTP transfer mode, download
the zip file to the device running the TFTP server.

« Unzip the file to extract the AP images.

e Select HTTP, TFTP, or SFTP as the transfer mode, and configure the corresponding parameters on the
software upgrade page.

« Initiate image predownload on the EWC network.
o Activate and reboot the EWC and associated access points.

To begin the software update, perform the following steps:
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HTTP download procedure

Step 1. Download the C9800-AP-universalk9<version>.zip file from the beta site to the local machine
(unzipped file).
Step 2. From the WLC main menu, go to Administration > Software Management > Software

Upgrade.

>~-| Command Line Interface

B Dashboard , Device

= DHCP Pools

’C) Monitoring

DNS

Configuration
{O1 Administration

Troubleshooting

)

Licensing

Management
HTTP/HTTPS/Netconf
Logging

Software Management

(U Time

User Administration

Step 3. From the Mode drop-down menu, select Desktop (HTTP).
For the Controller Image option, click Select File, which will open your local machine drive. Choose
the C9800-AP-iosxe-wilc.bin file.
For the AP Image option, click Select File, which will open your local machine drive, and then select
the AP image file.
Click Save and Download. Remain on the page until the green progress bar for the controller and
AP image shows that it is complete.
Administration = > Software Management
1
Software Upgrade Mode
SMU (Beta) Controller Image* Required image is C9800-AP-iosxe-wic.bin*
4
[ sove & Downiosd |
Software Upgrade Status
] @ ] 2] @ ®
Step 4. Check the software upgrade status, which will show update messages regarding the AP and

controller images. The options (Save, Save and Download, and Activate) will be grayed out.
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Mode Desktop (HTTP) v

Controller iImage* Required image is C9800-AP-iosxe-wic.bin*

I [ C9800-AP-iosxe-wic.bin v I

AP Image* Required AP image is ap1g7*

Please stay on this page till controller and AP image download completes

Software Upgrade Status

[ ] L J L ] L L]
Initiate @ ntroller Image Download @ AP Image Download © Network Upgrade @ Activate @ Reload @
Status | Extracting controller and AP version info files from downloaded image |

Step 5. Once the software upgrade status shows the message “Controller Image Predownload to
EWC Capable APs Complete,” click the Activate button to initiate the software.

Save Save & Download Activate I

Software Upgrade Status
L @ © @ d e

ikizee © Controller Image Downioad @ AP Image Download @ Network Upgrade © Activate @ Rind®
Status I (& ller Image Predownload to EWC Capable APs Complete. To trigger k upgr click on Acti I
Show Install Logs >>
Total number of AP
Initiated
Predownloading

Completed predownloading

O w o o N

Failed to predownload

AP Name v Primary image ~ Backup Image v Predownioad Status v | Predownioad Version ~  Next Retry Time ~ Retry Count v
AP2CF8.985F DOEC 16.12.1.20 16.12.1.23 Complete 16.12.1.23 0 o
AP7069.5A74.8FD4 16.12.1.20 16.12.1.23 Complete 16.12.1.23 0 0

« <« 1 » » 10

A warning window will pop up, letting you know that this will cause the device to reboot.
Click Yes and the EWC will reload and will come back up with the updated software.

- 7

Device will reload whole network and it will take some time
to upgrade after activate is triggered. Do you want to
activate?

B4 Yos

© 2025 Cisco and/or its affiliates. All rights reserved. Page 41 of 55



Software Upgrade Status

Q- @ L @ @ @

Initiate @ Controller iImage Download @ AP Image D o L L] Activate @ Reload @

Status I Image Activatic ded. Ne k reload triggered ]

TFTP download procedure

Step 1. Download the C9800-AP-universalk9.<version>.zip file from the beta site to the TFTP server

(unzipped file).

Step 2. From the WLC main menu, go to Administration > Software Management > Software
Upgrade.

-| Command Line Interface

B Dashboard ) Device

=, DHCP Pools

¢<) Monitoring

DNS

Configuration
Licensing

i Administration %% Manage
HTTP/HTTPS/Netconf
Troubleshooting
Logging

1 Software Manag

\ Time

User Administration

Step 3. From the Mode drop-down menu, select TFTP.

Select the image server IP address (TFTP server IP address)

Define the path. Use a period (.) if a TFTP directory is already set up on the TFTP server.

Click Save and Download to start the software upgrade.

Administration * > Software Management

Software Upgrade Mode o v

10.10.105.15

SMU (Beta) Image Server*

Image Path*

Save Save & Download
Software Upgrade Status
(o] © @ e ® 2
Initiate @
Status Removing existing images from backup
Step 4. Once the software upgrade status shows the message “Controller Image Predownload to

EWC Capable APs Complete,” click the Activate button to initiate the software.
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Mode thp ¥
Image Server* 10.10.105.15
Image Path*
Save & Downioad Cancel
Software Upgrade Status
o o @ @ ] o
Initiate @ Controller iImage Download @ AP Image Download @ Network Upgrade @ Activate @ Reload @
Status Controller Image Predownioad to EWC Capable APs Complete. To trigger network upgrade click on Activate.
s
Total number of AP 2
Initiated 0
Predownloading 0o
Completed predownloading 3
Failed to predownload 0
AP Name ~  Primary Image ~  Backup Image ~  Predownload Status ~ | Predownload Version ~  NextRetry Time ~  Rewry Count L
BR2-EWC-AP1-1568 16.12.1.16 16.12.1.23 Complete 16.12.1.23 0 o
BR2-EWC-AP2-257C 16.12.1.16 16.12.1.23 Complete 16.12.1.23 [} o
« 4« 1 » 10 «

Device will reload whole network and it will take some time
to upgrade after activate is triggered. Do you want to
activate?

—m3

Software Upgrade Status
@ © @ @ 4 4
Initiate @ Controller Image Download @ AP Image D 2] L o Activate @ Reload @
Status | Image Activati ded. Ne k reload triggered I
Show Install Logs >>
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AP image download profile for heterogeneous network

If the AP being added to the EWC network is the same model and image as the active EWC, you do not need
any external server to host the code. If the AP model and image are different from the active AP, you need to
have an external server to host the code so the APs can download the code at the time of joining.

For example, in an EWC network, if the active EWC is a 9120AX and the subordinate APs are 9115AX, 9117AX,
and 9130AX models, you need to set up an external server to host the code so that the 9117AX and 9130AX
APs can download the code for the server.

From the WLC main menu, go to Administration > Software Management > Software Upgrade. Select TFTP
or SFTP for the transfer mode, configure the SFTP or TFTP parameters, and save the profile by clicking Save.

B luihe Cisco Embedded Wireless Controller on Catalyst Access Points
A R & MeeC Q
I:«,u- inistration * > Software Management l
7~ - 3 SMU (Bet Image Server* 10.10.105.15
¢<) Monitoring Ee) Tage e
Image Path* I /C9800-AP-universalks l

&, Configuration

I Save I Save & Download

Software Upgrade Status

{ Administration

W Troubleshooting

Using advanced settings

Logging

The System Message logging feature logs system events to a remote server called a syslog server. Each
system event triggers a syslog message that contains the details of the event.

If the System Message logging feature is enabled, the controller sends a syslog message to the syslog server
that is configured on the controller.

Reset to factory default

You can return the EWC network to its default configuration by resetting it to the factory default.

Best Practices
-] Command Line Interface
T Device
0. DHCP Pools
Configuration DNS

{© Licensing

O} Administration

A Ma
3 Troubleshooting Backup & Restore
HTTP/HTTPS/Netconf
Logging
£) Reload
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Administration~ > Reload

& Save Configuration and Reload. Apply

Reload without Saving Configuration.

Reset to Factory Default and Reload.

Wireless advanced settings

You can also configure advanced parameters such as load balancing, band select, and optimized roaming from
the WLC main menu by navigating to Configuration > Wireless > Advanced.

B il Cisco Mobility Express for Catalyst 9115AX Access Points Wekomasaro | % ® B % B © C a =
(o35 Sotvotte

5 GHz Band 2.4 GHz Band

Aggressive Load Batancing Windaw (clents)* @ 5 s
Agoressive Load Balancing Deniat Count® 3 3
Statistics

Total Denied Count (clents) o Total Deniat Sent (messages)

Exceoded Denial Max Limt Count ] None 5G Candidate Count (trmes) 0

None 2.4G Candidate Count (tmes) 0 Total Other Roarm Attempts 0

EWC HA active and standby

The Cisco Catalyst EWC is supported on Cisco Catalyst 9100 Access Points, and the active AP election process
determines which 9100 AP will be elected to run the EWC function. Once the active AP is elected and other
subordinate EWC-capable 9100 APs are joined to it, it selects a standby AP and redundancy is formed.

This High Availability (HA) architecture is based on the Cisco Catalyst 9800 HA architecture, with a few
additions:

HA pairing will be different. For the initial bring-up, the EWC active will wait until all APs join. It then selects the
designated standby (via either auto-selection or configuration) and communicates that role and the HA
parameters (local/peer IP, keepalive interval, priority, etc.) to the selected AP via a CAPWAP control message.

The selected standby AP starts up and dynamically configures the HA parameters without manual intervention.
To view the redundancy between active and standby, access the EWC GUI.

Go to Monitoring > System > Redundancy.
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Monitoring~ > General * >

Memory Utilization CPU Utilization

= Dashboard

Monitoring

I0S Daemon Memory Usage

Configuration

Memory Details

. . Free
Administration Usad
: Total

Troubleshooting
Slot:

Wireless Interface Management Summary

@& |0SD Memory Dump

size (B)
268548208
70074788
338622996

@ Control Plane Data

Redundancy

From the General tab, you can view the active and standby mode and details.

Memory Utilization CPU Utilization Wireless Interface Management Summary

Active Statistics

Standby Statistics

Redundancy

My State ACTIVE Redundancy State $S0

Peer State | Manual Swact enabled
Unit ID 1 Communications Up
Redundant Mode (Operational) Standby Failures 1
Redundancy Mode(Configured) Switchovers System Experienced ]

Chassis Details

Chassis + Role ~ MAC Address ~ Priority ~ H/W Version v Current State v IPAddress § Mobility MAC Address v Image Version

4., Active 7069.5a74.8fcc 1 Vo1 Ready 10.10.10.1 0000.5e00.0101 16.12.20190507:000947
2 Standby  7069.5a76.5310 1 Vo2 Ready 10.10.10.2 0000.5e00.0101 16.12.20190507:000947

¥ Yo=+v

v Device Uptime v
5 days, 3 hours, 29 minutes
2 hours, 14 minutes

Active EWC election process

The EWC election process is used to choose the AP on which the controller is started. We use Virtual Router
Redundancy Protocol (VRRP) to elect the active AP. The logic used to elect the active and standby EWC is

described below.

Active EWC selection

The following algorithm is used to compare two APs.

« If you have configured an AP to be a preferred controller, it takes the highest precedence.

e The next AP type is compared. APs with higher model numbers will have higher values. The AP having

the highest value will become the active.

« If the APs have the same AP type, the client load (number of associated clients) is compared and the AP

with the smallest load is selected.

« If all of the above fails (all are equal among the APs), the AP with the lowest MAC address becomes the

active.
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Standby EWC selection (on day 1 only)
The standby EWC is not selected using VRRP. It is selected as follows.
o After the active EWC is selected, it will wait until the external APs join to begin standby election.

¢ Once the external APs join, the active will assign a priority to all joined APs. The AP with the highest
priority will be selected as the standby. If multiple APs have the same highest priority, the AP with the
lowest MAC address gets selected. Only EWC-capable APs with an EWC image installed can participate
in the election.

o Priority is calculated based on the following parameters:
o Explicit user configuration: Choose a particular AP as the next preferred controller (highest priority)
o AP type

o AP join time

Day 0 vs. day 1

There is no concept of standby on day 0. On day 0, you will have only one active EWC. If the active EWC goes
down for some reason, VRRP election will take place again, to elect a new EWC.

Note: Once a controller is running on an AP, it will always have a higher priority than other APs not running as
the controller. For example, if you bring up one 9115AX Series AP, since there is no other AP to choose from, it
will become the active and start controller. If you then bring up a 9117AX Series AP on this network, although
the 9117AX is a higher model number, it will not become the controller, since you already have a controller
running in the network. Election will kick in only if you bring up two APs at the same time.

Preferred controller selection (new standby EWC)

The active and standby EWCs are elected by the process described above. But if for some reason you want to
select another AP as the standby, you can select any EWC-capable AP as a preferred controller.

Note: When you select another AP that is not the current standby to be the preferred controller, the current
standby goes down and the new EWC you have selected becomes the standby EWC.

Step 1: Select the EWC AP that you want to be a preferred controller.

Step 2: Go to the AP’s Advanced tab and, under Embedded Wireless Controller, select Preferred Controller and
click Update and Apply to Device.
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|Cunhgunnun' > Wireless* > Access Points I Edit AP %

General  Interfoces  High Avalabity  Invemtory  ICap
£ Dashboard VAl Access Points
Advanced AP Retransmit Config Parameters
£2) Monitoring
‘ Current Primary Country Code’ us AP Retransmit Count 5
¥\ Configuration C9115-1-79A8 "
N g Moltole Countries us AP Retransmit Interval 3
Administration > i d
ot AP 3 Statistics Timer 180 AP Crash Data
) S| i CAPWAP MTU 1485
3% Troubleshooting a _ CAPWAP Downioad to bootfiash Get Crash File
AP Link Latency Disabled
Y v EWC  Image Admin Hardware Reset
Name Model Capadle  Type Siots v Status TCP Adjust MSS Option
CoNs- CO115AX1-  Yes
1-79A84, B (ntome)  EWC 2 °© Performs reset on the AP
. AP TCP NSS Enabled
AR- fjust
;:;w‘ . APIBISW- No CAPWAP 2 o
“ Bx9 AP TCP MSS Size 1250 AP Conversion
Yo EWe {
7 2-8a544 B Ld 2 L) AP IPV6 TCP MSS Enabled
- - Adjust Converts EWC to CAPWAP
AP IPV6 TCP MSS 1250
Size Embedded Wireless Controller
5 GHz Radios
Set to Factory Default Preferred Controlier 4 I
2.4 GHz Radios "
Clear Configuration on this AP and Reset to Factory Convert to Embedded Make Controlier
Detooks Wireless Controfier
Dual-Band Radios Cleor AR Conflg:
Clear Config except Static 1P
Country Y
{ O Cancel | Update & Apply to Device

Make Controller option (selecting a new active EWC)

The active EWC and standby EWC are elected by the process described above. But if for some reason you
want to select another AP to be the active EWC, you can do so with the Make Controller option. You need to
configure it as a preferred controller first before using this option. When you select an AP that is not the current
active EWC to become the controller, the new AP becomes the active EWC after a reload, and the current EWC
will become the new standby.

Step 1: Select the EWC AP that you want to be a preferred controller.

Step 2: Go to the AP’s Advanced tab and, under the Embedded Wireless Controller option, select Preferred
Controller and click Update and Apply to Device.

Step 3: Go back to the EWC AP Advanced tab and click Make Controller, then click Update and Apply to
Device.

Note: There will be a warning message that this operation will disrupt the network, as the controller will reset.
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Shiafics T 8 AP Crash Data
V' All Access Points
CAPWAP MTU 1485
Downioad 10 bootfiash
Current Primary AP Link Latency Dicabled
AP7069 5A74 BAF4
TCP Adjust MSS Option fardwere Resst

Number of AP(s): 3 AP TCP MSS Enabled

Adjust

AP TCP MSS Sze

AP ‘ EWC image Admin v P AP IPv6 TCP MSS Enabled
Name APModel -~ Capable Type Slots -~ Status Address Adjust Convert to CAPWAP
— C9115-1- ¢ [ TR—— -
CONBAX-B  Yes EWC 2 10.10. AP IPv6 TCP MSS 1250
° D o Embedded Wreless Contoler
T AR 1
88 = :\;:l:ﬂv.‘.us CAPWAP 2 (] 101099 gt 10 Factory Default
cons o v o
C9115A0-8 EWC 2 10,1 |
8A%4 (teenal) ° ¢ Clear Configuration on this AP and Reset to Factory
- Defoults
« 1 » 0 .
Clear Al Config
Clear C
5 GHz Radios Claack

2.4 GHz Radios

3 -
(T

E -

This operation will cause network disruption and wireless
connectivity will be lost. During this operation the
controller will reset and any unsaved configuration will be
lost. The selected AP will become controller after failover is
completed. Do you wish to continue?

Conversion

Note: Conversion from CAPWAP to EWC is supported from AireOS 8.10.105.0 or Cisco IOS XE 16.12.2s. The
AP must have the 8.10.105.0 or 16.12.2 CAPWAP image or later on the 9100 access point before you can
convert it to EWC.

The Cisco Catalyst 9100 Access Point is capable of operating as a CAPWAP AP or EWC-capable AP (runs the
controller function in an EWC network), managing other access points as well as serving clients.

The following conversion is supported:

Converting a CAPWAP AP to an EWC-capable AP: This conversion is required when you have a 9100 access
point running an 8.10.X or 16.12.X CAPWAP image, and you want to use it to deploy a EWC network. For this,
you would convert the CAPWAP AP to a active EWC AP (runs the controller function in an EWC network).

The Cisco Catalyst 9100 Access Points support two different images:

CAPWAP image: When a CAPWAP image is installed on an access point, it can operate only as a CAPWAP
access point and does not support the controller function.

EWC image: When an EWC image is installed on an access point, it can operate as both a controller and an
access point or as an access point alone.

To determine the image and capability on the access point, you can do a show version command on the AP CLI
to determine the AP image type and AP configuration:
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If the show version command does not display the AP image type and AP configuration parameters, it means
the AP is running the CAPWAP image.

If the show version command displays the AP image type as EWC IMAGE and the AP configuration as EWC
CAPABLE, it operates as both a controller and an access point. It participates in the active election process in
case of a failover.

If the show version command shows the AP image type as EWC IMAGE and the AP configuration as NOT EWC
CAPABLE, it operates only as an access point and does not participate in the active election process in case of
a failover.

The following is sample input from the show version command:

Cisco C9117AXI-B with 1927052/380724K bytes of memory.

Processor board ID KWC224709BU

AP Running Image : 16.12.2
Primary Boot Image 0 16.12.2
Backup Boot Image : 8.10.105.5

Primary Boot Image Hash:
Backup Boot Image Hash:

AP Image type : EWC IMAGE
AP Configuration : EWC CAPABLE
1 Gigabit Ethernet interfaces
2 802.11 Radios

Radio FW version : QC IMAGE VERSION STRING=WLAN.HK.1.0-03095-QCAHKSWPL SILICONZ-
1.198262.4.200256.9

NSS FW version : NSS.HK.H.CS.g len512-E custC

cisco C9117AXI-B with 1927052/1296108K bytes of memory of memory.
Processor board ID RFDP2BCRO21

AP Running Image : 16.12.2

Primary Boot Image : 16.12.2

Backup Boot Image : 8.10.105.5

AP Image type : EWC IMAGE

AP Configuration : NOT EWC CAPABLE

2 Gigabit Ethernet interfaces

2 802.11 Radios

Radio FW version : 1401b63d121b073a3008aa67£0c039d0

NSS FW version : NSS.AK.1.0.c4-00026-E cust C-1. 24160.1

Converting a CAPWAP AP to an EWC AP

To convert an access point running a CAPWAP image into an EWC-capable access point, you have to
download and install the EWC image from a TFTP server. A single command has been provided to download
the EWC image from a TFTP server and convert the AP configuration to EWC CAPABLE.
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Prerequisites for converting a CAPWAP AP to EWC

o A TFTP server with the EWC image file unzipped. The unzipped file has the EWC image C9800-AP-
iosxe-wlc.bin and respective AP images (ap1g6, ap1g6a, and ap1g7).

¥ C9800-AP-universalk9-16.12.2

apig6a

aplgd

ap1g5

apig7
' C9800-AP-iosxe-wic.bin
controller_version.info
version.info

ap1g6

ap3g3

AP Model AP Image

C9115AX ap1g7
C9117AX ap1g6
C9120AX apl1g7
C9130AX ap1g6a

o A DHCP server to assign an IP address to the Cisco Catalyst 9100 Access Point.

e The 9100 access point must not join any existing controller in the network when you are trying to load the
EWC image. If you have an existing controller on your network that the AP can join, conversion will not be
successful.

To convert an AP running a CAPWAP image to EWC, perform the following steps:

Procedure

Step 1. Connect and log in to the Cisco Catalyst 9100 Access Point CLI or console.

Step 2. Enter enable to go to privileged execution mode.

Step 3. Enter show version on the access point CLI. From the show version output, you can determine

the AP image type and AP configuration and can then proceed with the conversion process.

Step 4. If the AP image type and AP configuration are not available in the show version output, it means
the AP is running a CAPWAP image. To do the conversion, execute the command below:

AP#ap-type EWC tftp://<TFTP Server IP>/< ap image> tftp://<TFTP Server IP>/< WLC image>

Example: AP#ap-type EWC tftp://10.10.10.15/ap1g7 tftp://10.10.10.15/C9800-AP-iosxe-
wlc.bin

Step 5. After the AP reboots, the EWC starts in day 0 and CiscoAirProvision-<MAC> SSID is broadcast.
You can then configure it from the wireless configuration wizard.
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Converting an EWC AP to a CAPWAP AP from the web Ul
There are two reasons to convert an EWC-capable AP to a CAPWAP AP:

« If you want to migrate the 9100 access points from an EWC network to another controller (not EWC)
network.

o If you do not want the 9100 access points to participate in the active AP election process in an EWC
network.

When the AP type is CAPWAP, the AP doesn't have the controller function and cannot participate in the active
AP election process.

After changing the AP type, if this AP is migrated to a non-EWC network, it joins the controller in that network.
If the image on that controller is different from the one on the AP, a new CAPWAP image is requested from the
controller.

When the AP type is CAPWAP (as required for this conversion), the AP doesn’t start its own controller function,
and when the AP joins the external controller, a new image is requested from the controller and the AP gets the
CAPWAP image.

To convert an EWC AP into a CAPWAP AP, perform the following steps:
Procedure

Step 1: Go to Configuration > Wireless > Access Points and view the APs. The image type shows whether the
AP is CAPWAP or EWC.

nfguration ™ > Wireless = > Access Points

£ Dashboard WV All Access Points

¢Z) Monitoring

. Current Primary Current Standby Preferred Master
Configuration C9115-1-79A8 Not Applcable Not Configured

Administration
Number of AP(s): 3

% Troubleshooting

Adrmin P Base Radio AP RF Tag
Status Address MAC Mode Teg Sou
10004 def
© 1010.90.8 -t
(] 0.9 7070.8b7c.f2¢0  Fle ::‘ " Def
default
© -tag

Step 2: You can select an individual AP or multiple APs to convert to CAPWAP.

Convert to CAPWAP l

Number of AP(s): 2

Base
AP v EWC Image Admin - WP *  Radio AP v Operation Policy - Swte ~ RF v Tag v
AP Name v Model Capable Type Slots - Status Address MAC Mode Status Tag Tag Tag Source Location
. 985F DOEC default- default-  default- default
Em % C9120AXI-B  Yes Ewc 2 (] 10.1050.75  10b3.c6bafced Flex Registered icy-tag wg  r-tag Defauit X
AP7069 5A74 8FD4 Yes default- default-  default- default
g COVISAX-B o EWC 2 (] 10.1050.73 18016154030 Flex Registered polcy-wg she-tag ri-tag DO o
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Converting EWCs to CAPWAP using option 43

DHCP option 43 is a vendor-specific option and is used for providing WLC IP addresses to the access point.
Using option 43 with a specific subtype option, you can have the EWC convert to CAPWAP and join a WLC
appliance or virtual controller. After the AP receives DHCP option 43 and subtype 0xF2 at bootup, the AP type
will be converted to CAPWAP, and the AP will follow the regular joining process.

The DHCP configuration on the switch is shown below.

Switch (dhcp-config) #option 43 hex F2056464645801

EWC to CAPWAP AP conversion using the AP CLI
You can convert an EWC to function as CAPWAP by executing a single command from the access point CLI:
AP#ap-type capwap

Note: The access point will reboot and the AP type will change to NOT EWC CAPABLE. Also, after the AP
is converted to CAPWAP, it will no longer participate in the active election process.

Migrating an EWC network to a controller-based network

If you need to have more than 100 APs on the network, you can easily migrate your existing EWC network to a
controller-based network, which can be Cisco Catalyst 9800 Series (appliance or virtual) or AireOS (3504,
5520, or 8540 wireless controller or virtual controller running 8.10.X software)

Step 1: From the EWC web Ul, navigate to Configuration > Wireless > Access Points, then scroll down to the
Migrate Network option.

Step 2: Configure the name and IP address of the controller to which you want to migrate the APs, then click
Apply. After the migration, the APs will not run the controller function and will join the configured controller.

V¥ Migrate Network

0 To migrate all the Embedded Wircless Controller AP 10 3 controller based deployment, configure the controller [P address and name below. Afier the migration, Access Points will no longer run the controller function and will look for the controller (appliance or virtual) to join.

New Controlier Name* C9800-CL-1
New Controller IP Address 1722122855
=3
Site Survey Option

Cisco EWC on Catalyst APs is next-generation autonomous and supports Site Survey in Cisco IOS XE Release
16.12.2s. The following access points with the EWC image support the Site Survey capability:

Cisco Catalyst 9120AX Series (C9120AX-x)
Cisco Catalyst 9117AX Series (C9117AX-x)
Cisco Catalyst 9115AX Series (C9115AX-x)
Cisco Catalyst 9130AX Series (C91130AX-x)

Cisco EWC supports an internal DHCP server and operates without a pingable gateway. This enables the user
to take the access point powered by a battery pack and a client device to perform an active survey. User need
to have a power adapter connected to external power supply.
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To run the EWC as site survey AP user need to start with day-0 configuration as described in the section day-0
provisioning of this document.

Once the provisioning is complete and the configured SSID comes up, join it using your defined PSK, and open
your web browser to https://192.168.1.1 or https://mywifi.cisco.com.

To set the transmit power and channel of the radio, navigate to Configuration > Access Points > 5 GHz radio
or 2.4 GHz radio > select the AP. From here you can change the channel and transmit power of your APs radio
by changing the Assignment Method from Global to Custom, setting the required values, then clicking ‘Update
and Apply to Device’.

Edit Radios 5 GHz Band x

Configure Detail

General RF Channel Assignment

AP Name AP7069.5A74.7C2C Current Channel 36

Admin Status evaoteo [ Channel Width 40 MHz v

Antenna Parameters Assignment Method Custom v
Channel Number 36 v

Antenna Type Internal v
Tx Power Level Assignment

Antenna Mode Omni

Antenna A . Current Tx Power Level 8

Antenna B v Assignment Method Custom v

Antenna C ) Transmit Power 8 v

Antenna D L4 BSS Color

Antenna Gain 10
BSS Color Global v
Configuration
555 Color Staus
Current BSS Color 29

Download Core Dump to bootflash

P Update & Apply to Device
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Reference documents

¢ Quick Start Guide:
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise -networks/mobility-express/guide -
c07-741338.pdf

e Deploying EWC-AP demo:
https://xd.adobe.com/view/76b25e06-d905-487c-4de1-3d19719a5ac5-0083/

« CAPWAP AP Conversion to EWC-AP demo:
https://xd.adobe.com/view/8fd6c90c-2543-4ded-772c-12be163103f7-f9e7/

¢ Guest access with Cisco Spaces demo:

https://xd.adobe.com/view/e7af8c14-b2ea-426c-5bf4-0cabefa022f5-919e¢/

+ Release Notes:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/rel-notes/ewc-rn-16-12-2.html

o Config Guide:

https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/config-
gquide/ewc cg 16 12.html

« Command Reference:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/cmd-ref/ewc cr 16 12.html

¢ Online Help:
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/ewc/16-12/olh/Default.htm

« Mobile App:

https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/mob-a user-
uide/cisco catalyst wifi a user quide.html
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