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The Cisco Unified Computing System™ (Cisco UCS®) is a next-generation data-center
platform that unites computing, networking, storage access, and virtualization resources
into a cohesive system designed to reduce Total Cost of Ownership (TCO) and increase
business agility.

The fifth-generation Cisco UCS Virtual Interface Card 15000 series supports low-latency, lossless
10/25/40/50/100/200 Gigabit Ethernet and Fibre Channel over Ethernet speeds. Cisco UCS 15000 series
virtual interface cards have next-generation converged network adapter technology, and a rich set of
features for enterprise-class UCS X-Series compute nodes, B-Series blade servers, and C-Series rack
servers.

Overview

The Cisco UCS Virtual Interface Card (VIC) incorporates Converged Network Adapter (CNA) technology
and offers a comprehensive feature set, providing investment protection across multiple generations of
UCS blade and rack servers.

Cisco UCS VIC 15000 Series adapters leverage the next generation of ASICs for UCS VIC product family. It
enables a range of bandwidth options to choose from - 10/25/40/50/100/200 with latency ~1.0us. It also
enables PCle Gen4 for high-speed data bus for data transfer, control and data-plane offloads, enhanced
Quality of Service (QoS), and Precision Time Protocol (PTP), among a host of other features.

The Cisco UCS VIC 15000 Series is the fifth generation of VICs available in multiple form factors (15230,
15231, 15235, 15237,15238, 15411, 15420, 15422, 15425, 15427, and 15428) and speed
(10/25/40/50/100/200 Gbps). For a comprehensive look into the supported features, please refer to the
Cisco UCS VIC 15000 data sheet.

Audience

The audience for this document consists of system architects, system administrators, network
administrators, and any other technical staff who are responsible for planning and maintaining the Cisco
UCS infrastructure. Although every effort has been made to make this document appeal to the widest
possible audience, the document assumes that readers understand Cisco UCS hardware, terminology, and
its configuration management.

Objective

This document tries to address some of the frequently asked questions about the Cisco UCS VIC 15000
Series and the recommended practices from an Ethernet fabric perspective. The following topics are
addressed in this document: bandwidth with VIC 15000 on blade and rack servers, UCS-X Series compute
nodes, best-practices for adapter policies, overlay offloads, FEC settings, and various VIC connectivity
considerations for rack servers.
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Bandwidth on B-Series blade-servers

Cisco UCS B200 M6 Blade Server supports Cisco VIC 15411 dual-port 40G mLOM. There is no support for
the Cisco UCS VIC 15000 Series mezzanine card form factor on Cisco UCS B-Series blade servers. The
VIC 15411 also can work with an optional Port Expander (PE), which enables extra bandwidth on the VIC

15411 adapter.

Cisco UCS 5108 Blade Server Chassis has 32x10G-KR backplane Ethernet connections from each

Cisco® I/O Module (IOM) toward the VIC cards on 8xB200 servers. This equates to 4x10G backplane traces
per B200 server per IOM. These backplane traces originate from the Cisco VIC as uplink ports UIFO (side
A) / UIF1 (side B) and terminate on each IOM as a Host Interface (HIF).

The available bandwidth and throughput from B200 M6 servers depend on the IOM hardware version and
the combination of Cisco VIC 15411 and port expander. vNICs and vHBAs created through service profiles
get bonded to either 20G or 40G uplinks, depending on the presence of a port expander. In a single flow,
vNIC/vHBA can achieve a bandwidth of 20G or 40G depending on the type of IOM and port expander

installed.

The Figure 1 shows the connectivity on a UCS 5108 chassis with a Cisco UCS 2408 Fabric Extender
connected to a Cisco UCS 6454 Fabric Interconnect (Fl). The red lines are the 25Gbps physical
connections from IOM to Fl while the blue lines show the 10G-KR backplane connections from the IOM

toward the VIC 15411 on a B200 M6 server.

Cisco UCS 6454 Fabric Interconnect

L1/L2 links s T

o

Syull 39952
ENTETS o}

8x10G backplane Ethernet connections
to each blade server

Cisco UCS 5108 Blade Server Chassis with Cisco UCS 2408

Figure 1.
Cisco UCS 5108 Blade Server Chassis with FI 6454 and UCS 2408

© 2026 Cisco and/or its affiliates. All rights reserved. Page 4 of 60



The half-width blade server (B200 M6) on a UCS 5108 chassis can have the following combinations:
« mLOM (VIC 15411) installed on a blade server
e« mLOM (VIC 15411) + Port Expander (PE)
o |OMs (2204/2208, 2304v1/v2, or 2408) on the chassis
« Fabric interconnects (FI 6332/6332-16UP series, FI 6454/64108 series, or FI 6536 series)

The Table 1 shows the throughput per B200 M6 server with 15411 and 15411 + PE combinations. The
throughput from the server is calculated across both the fabric interconnects in the UCS domain.

Table 1.  VIC 15411 throughput per B200 M6 blade server

Adapter combination |Fl 6536/6400 + IOM F1 6536/6300 + IOM F1 6400/6300 + IOM F1 6400/6300 + IOM
on B200 M6 2408 2304 2208 2204
40G 40G 40G 20G

15411

15411 + PE 80G" 80G" N/A N/A

" Recommended combination of FI/IOM/VIC for B200 M6 server for maximum available bandwidth
« FI 6400 series does not support IOM 2304.
e FI 6536 does not support IOM 2204 or 2208.

B200 M6, VIC 15411, port expander, IOM 2304 and 2308

On a B200 M6, VIC 15411 can have 20G or 40G vNICs. And the vNIC speed seen on the server depends
on the VIC and port expander combinations installed on the blade server, as in the following:

o With 15411 alone on a B200 M6, the server will see 40Gbps (2x20) throughput with all IOMs except
2204. Without a port expander, vNIC on 15411 will only see a speed of 20G or 2x10G, and the vNIC
will have an aggregate bandwidth of 20G with a maximum single-flow bandwidth of 20Gbps.

4x40 Gb 4x40 Gb
AERE [
10M 2x10Gb
§_3dOi 2x10Gb
de
a4 a4 a4 24
a e e a2
[ [&] (L] (L]
= (=] (=] (=]
B200 M6
Port Port
group A group B
R gt '.":‘.70(,' wNIC
Empty 1 'I ﬂ and VHBA
VIC 15411 adapter
Mezzanine slot mLOM slot
UPI x16 PCle 4.0
CPU 2 CPU1
Figure 2.

B200 M6 with VIC 15411 and IOM 2304
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Figure 3.

B200 M6 with VIC 15411 and IOM 2408

« 15411 with port expander on B200 M6 will enable a 40G KR4 interface toward IOM 2304 or IOM

2408. This enables a total of 80Gbps throughput per blade server. The servers, in this case, will see
a VNIC bandwidth of 40Gbps, and each vNIC will support a maximum single flow of 40Gbps. Figures
4 and 5 depict the backplane connections that are enabled on a B200 M6 server with a VIC15411

and a port expander.

4x40 Gb 4x40 Gb
EEEE socease-krs HEHE
40GBASE-KR4 IOM
2304
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B200 M6
10G Port Port
106 srow A orowp 8
10G ,L 406G uNIC
" Lﬂ ﬂ ~and vHBA
Port expander 10G 15411 adapter
Mezzanine slot mLOM slot
x16 PCle 4.0 UPI %16 PCle 4.0
CPU 2 CPU1
Figure 4.

B200 M6 with VIC 15411 + port expander and IOM 2304
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Figure 5.

B200 M6 with VIC 15411 + port expander and IOM 2408

Please note that these are 40G-KR4 interfaces from the VIC 15411+PE toward the IOM 2304/2408 and not
toward a 4x10Gbps hardware port channel.

Even though 40G-KR4 becomes enabled between a VIC 15411+PE and an IOM 2408, the connection to a
FI 6400/6536 series from an IOM-2408 is through 25Gbps Ethernet links. And on the IOM, a single flow
from the server/vNIC gets hashed to one of the IOM-2408 25Gbps ports; hence, each vNIC can achieve a
maximum single-flow bandwidth of 25Gbps, even though the server-to-IOM connectivity is 40G KR4 or
native 40Gbps. This may result in initial transient packet-drops due to the bandwidth mismatch.

Rate limit QoS policy: VIC 15000 with IOM 2408

To avoid initial transient packet drops for a flow on the IOM 2408 due to a bandwidth mismatch of 40Gbps
from the server toward IOM 2408 and the 25Gbps Ethernet connection between IOM 2408 and Fl
6400/6536, the vNICs can be rate limited to 25Gbps. The vNIC rate-limiting can be achieved through a
QoS policy applied to the vNIC. Figure 6 shows such a policy and its application.

Step1: Create a QoS policy for 25G Step2: Apply QoS policy under vNIC
Properties for: QOS Policy BE-25G States
Operational Speed | 25000000
State Applied
General | Everts  FSM Policles
Properties Adapter Policy Linux-test ¥
Name : BE-25G Adapter Policy Instance org-root/eth-profie- Linyx-test1
h Owner : Local
0 y Usag
Egress QoS Policy BE-25G v
QoS Palicy Instance <not set>
Priosty Best Effont
Burst(Bytes) : | 10240 Network Control Policy
Rate(Kbps) 25000000 Newwork Control Policy Instance BE
BE-25G

Stats Threshold Policy

Figure 6.
VNIC rate-limiting configuration in Cisco UCS Manager
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Figure 7.
VNIC rate-limiting configuration in Cisco Intersight® Managed Mode

Bandwidth on Cisco UCS X-Series compute nodes

A Cisco UCS X210c Compute Node can have two VICs in mLOM and mezzanine form-factor and supports
mLOM VIC 15230, 15231, 15420, and an optional VIC 15422 (mezzanine). The UCS X210c compute node
with VIC 15230/15231 can provide 100G bandwidth to each side when installed with X9108-IFM-100G on
a Cisco UCS X9508 Chassis. This results in cumulative bandwidth of 200G per X210c compute node.
Similarly, mLOM 15420 and mezzanine 15422 on the UCS X210c compute node with either X9180-IFM-
25G or X9180-IFM-100G can provide a cumulative bandwidth of 200G per compute node.

Note that on UCS X210c compute nodes, mixing 100G mLOMs (VIC15230/15231) with a mezzanine form
factor VIC15422 is not supported.

Additionally, the X9508 chassis bandwidth is dependent on the intelligent Fabric Module (IFM) or fabric
interconnect. The available options are:

« Intelligent Fabric Modules (IFMs): X9108-IFM-25G or X9108-IFM-100G.
o Fabric Interconnects (Fls): UCS-FI-6536 or UCS-FI-6454/64108 (FI 6400 series).

The UCS X9508 chassis has a backplane-less design, which allows the chassis to provide newer and
higher operating speeds on the server by swapping out the intelligent fabric modules in the chassis or the
virtual interface card on the servers. An example is shown in Figure 8, where the chassis bandwidth can be
quadrupled to 1600Gbps from 400Gbps by swapping out the IFM-25G with the latest IFM-100G.
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Figure 8.
Cisco UCS X9508 Chassis, backplane-less design

In an X9508 chassis, each VIC 15420 and 15422 has 2x25G-KR lines to each IFM-25G or IFM-100G.

Figure 9 shows the end-to-end connectivity from Fl 6536 to the X210c compute nodes.

As shown in Figure 9, each X210c compute node has 8x25G-KR Ethernet connectivity to both the IFMs in a

chassis, as represented by the red links. And the X9108-IFM-100G/25G will have 100G/25G Ethernet

connectivity through physical cables to the Cisco UCS 6400-series/6536 fabric interconnect, represented

by the blue links.

UCS FI 6536 Series UCS FI 6536 Series

Lin2

11 1-t0-8
- 25GbE He-
1] "
1] nn

nn
i 2PC0E n

i i
l 8x25G-KR “ 8x25G-KR
Internal connections to each X210¢ \ Internal connections to each X210¢
UCS X9508 chassus with X9108-IFM-25G UCS X9508 chaSS|s W|th X9108 =IFM- 25G
Figure 9.

Cisco UCS X9508 Chassis, end-to-end connectivity with VIC 15420+15422
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In the X210c compute node, with both VIC 15420 and 15422 installed, each VIC will have 4x25G-KR
connectivity to both IFMs; also, having two VICs will enable 8x25G-KR Ethernet connectivity. Thus, across
both VICs on the X210c compute node, there will be a total aggregate bandwidth of 200Gbps. Note that
VIC 15422 is an optional mezzanine VIC that enables higher throughput, redundancy, and better CPU core
utilization for server 1/0O.

Since each VIC will have 2x25G-KR connectivity to each IFM-100G/25G, the vNIC/vHBA that is provisioned
on the VIC will have 50Gbps of bandwidth. So, an X210c compute node with VIC 15420 and 15422 will
see 100G vNIC/vHBA on the ESXi/Linux/Windows OS. Figure 10 shows the vNIC/vHBA speed as seen on a
Linux host.

Figure 10.
VNIC/vHBA speed seen by Linux OS with VIC 15420+15422

Table 2 shows a summary of the bandwidth, speed, and feeds possible with VIC 15000 series across
various IFM and Fl combinations. Note that FI-6536 supports both IFM-25G and IFM-100G while the FI-
6400 series supports only IFM-25G.

Table 2. Cisco UCS X210c bandwidth options with Cisco UCS VIC 15000 series adapters

Cisco UCS X210c A B C D
Compute Node .
FI-6536 + FI-6536/6400-Series |FI-6536 + X9108-IFM- |FI-6536 + X9108-IFM-
25G/100G 25G/100G
X9108-IFM-100G +
or or
X9108-IFM-25G
FI-6400-Series + FI-6400-Series +
X9108-IFM-25G X9108-IFM-25G
x210c configuration VIC 15231 VIC 15231 VIC 15420 VIC 15420 + VIC
15422

Throughput per node 200G (100G per IFM) 100G (50G per IFM) 100G (50G per IFM) 200G (100G per IFM)

VNICs needed for 2 2 2 4

max BW

KR connectivity per Ix T00GKR 2x 25GKR 2x 25GKR 4x 25GKR
IFM
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Cisco UCS X210c A B C D
Compute Node

FI-6536 + FI-6536/6400-Series |FI-6536 + X9108-IFM- | FI-6536 + X9108-IFM-
25G/100G 25G/100G
X9108-IFM-100G +
or or
X9108-IFM-25G
FI-6400-Series + FI-6400-Series +
X9108-IFM-25G X9108-IFM-25G
Single vNIC 100G 50G (2x25G KR) 50G (2x25G KR) 50G 50G
throughput on VIC (2x25G (2x25G
KR) KR)
Maximum single 100G 25G 25G 25G 25G
flow BW per vNIC
Single vHBA 100G 50G 50G 50G 50G
throughput on VIC

Figures 11 through 14 are representations of the internal connectivity from the IFM to the X210c compute
node with VIC 15231/15230, VIC 15420, and VIC 15420+15422 combo. These figures show the 25G-KR
connectivity from IFM to VIC and the dynamically provisioned vNIC/vHBA, the Ethernet NIC or FC HBA
interfaces for the operating system, on the VIC.

X210c, IFM 9108-100G, and VIC 15231/15230

8x100GH IFM mLOM
I
NN Q 6536 9108-100G 15231/15230 None

IFM 100GBASE-KR4

ax100Gh

100GBASE-KR4

9108-25G
Side A

Side B

100GBASE-KR4
100GBASE-KR4

X210c¢ — =

Port Port

group A group B

Empty VIC 152314 15250 adapter
100G 100G
Mezzanine slot vhIGs 111 mLOM slot!] ﬂ uHBAs

®16 PCle 4.0
CPU 2 P CPU 1
Figure 11.

vNIC/vHBA internal connectivity between VIC 15231/15230 and 100G IFM
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Figure 12.

vNIC/vHBA internal connectivity between VIC 15231/15230 and 25G IFM

X210c, IFM 9108-25G/100G, and VIC 15420

FI IFM mLOM Mezz
I'.'I'.'I'.'I'. Q 6536 Series 9108-25G/100G 15420 None rlll-l 1-l
IFM 9108- [Egcs 6400 Series 9108-25G 15420 None IFM 9108-
25G/100G 25G/100G
Side A Bt Side B
gl g ANE
AR 218
X210c
Port Port
group A group B
e VIC 15420 adapter
=111 10
Mezzanine slot mLOM slot
%16 PCla 4.0
CPU 2 i CPU 1
Figure 13.

vNIC/vHBA internal connectivity between VIC 15420 and 25G/100G IFMs
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Figure 14.

vNIC/vHBA internal connectivity between VIC 15420+15422 and 25G/100G IFMs

Performance tuning for Cisco UCS VIC 15000 Series adapters

Performance tuning of a Cisco UCS server involves: BIOS policy tuning, VIC adapter tuning, and OS tuning.

BIOS policy tuning for UCS servers is detailed in the white paper “Performance Tuning Best Practices
Guide for Cisco UCS M7 Servers.”!

OS tuning is not something specific to UCS servers, and you should follow the best practices for the OS
you are using. The focus of this section is to provide VIC-tuning recommendations for achieving maximum

performance from Cisco UCS VIC 15000 adapters.

The focus will be primarily on the following VIC 15000 features and recommendations to maximize

performance:

« Enhanced ring-size buffer allocation

¢ VIC adapter policy with RSS for Linux, Windows, and ESXi

« NetQueue support for ESXi

« Virtual Machine Multiple Queues (VMMQ) support for Windows

« Single-Root I/O Virtualization (SR-10V) support for Linux and ESXi

¢ NetFlow support

e Maximum Transmission Unit (MTU) settings

e Overlay offload

" Performance Tuning Guide for Cisco UCS M7 Servers

https://www.cisco.com/c/en/us

roducts/collateral/servers-unified-computing/ucs-b-series-blade-servers/ucs-m7-
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In Cisco UCSM and IMM, there are predefined adapter policies available based on the application and OS.
The default Ethernet adapter-policies on UCSM/IMM for the various operating systems with VIC 15000
based on specific feature support are as follows:

o Ethernet adapter-policy “Linux” for Linux, “Windows” for Windows and “VMWare” for ESXi
environments.

o Ethernet adapter-policy “Linux-NVMe-RoCE” for Linux supporting RoOCEv2.

« Ethernet adapter-policy “SR-IOV-HPN” (single-root I/O virtualization high-performance
networking).

o Ethernet adapter-policy “MQ-SMBd” for Windows SMB Direct with RoCEv2 Mode 2.
o Ethernet adapter-policy “Win-HPN” for Windows VMMQ support.
o Ethernet adapter-policy “Win-HPN-SMBd” for Windows SMB Direct with RoCEv2 Mode 1.

The default adapter policies across operating systems and workloads are good enough for the majority of
UCS server deployments. But at the same time, depending on applications and server needs, you will have
to modify or define new adapter policy.

These adapter-policy recommendations are independent of the Cisco Validated Design (CVD)
recommendations for the various UCS solutions. The CVD recommendations should be followed when
deploying the corresponding CVD solutions. Also, please note that, depending on the application, multiple
TX/RX queues could be defined differently from the values given in the table, and these adapter-policy
recommendations are for the VIC 15000 series.

VIC 15000 series adapters support Receive-Side Scaling (RSS), Virtual Machine Queue (VMQ), Virtual
Machine Multiple Queues (VMMQ), and SR-10V for both Linux and ESXi. The following sections will cover
nuances of each of these features that are specific to VIC 15000, and customers can deploy any of these
solutions based on their application requirements.

With Cisco UCSM/IMM Release 4.3(4a), new optimized adapter policies are available for Windows, Linux,
and VMware operating systems. These policies are optimized for performance with Cisco UCS VIC 15000
Series adapters. They have fine-tuned adapter parameters set as the defaults under resources and
configuration options, as applicable. These adapter settings are recommended for VIC 15000 series and
are optimized for high-performance networking on Linux, VMware, and Windows operating environments.
Below is the list of new adapter policies for various operating systems with the VIC 15000 series:

o Ethernet adapter-policy “Linux-v2” and “VMWare-v2” - recommended adapter settings for VIC
15000 series and optimized for Linux and VMWare high-performance networking.

« Ethernet adapter-policy “MQ-v2” - recommended adapter settings for VIC 15000 series and
optimized for virtual machine multiple queues high-performance networking.

« Ethernet adapter-policy “Win-HPN-v2” - recommended adapter settings for VIC 15000 series and
optimized for Windows high-performance networking for Windows VMMQ support.

o Ethernet adapter-policy “Win-HPN-SMBd-v2” - recommended adapter settings for VIC 15000
series and optimized for Windows SMBd high performance networking for Windows SMB Direct.

« Ethernet adapter-policy “MQ-SMBd-v2” - recommended adapter settings for VIC 15000 series for
Windows with RoCEv2 Mode 2 support.
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Enhanced ring-size buffer allocation

Cisco UCS VIC 15000 Series adapters now support up to a ring size of 16K (specifically, 16,384). This
enables a higher number of packet descriptors that can be stored in the memory reserved for the adapter
before they are processed by the host system’s CPU. This applies to both “receive” and “transmit” queues.
Having a 16K ring size buffer offers several advantages:

« Reduced CPU usage: A larger ring size allows the adapter to buffer more incoming packets before
requiring CPU attention. This reduces the frequency of interrupt calls to the CPU, which results in
lower overall CPU utilization and improves system performance.

« Improved network throughput: with a larger ring size, the adapter can efficiently handle a higher
volume of network traffic without overwhelming the CPU, resulting in lower latency and better
throughput.

« Buffering for “bursty” traffic: Larger ring sizes are particularly beneficial for handling “bursty”
traffic patterns, where packets arrive in quick succession. Adapter can buffer these packets in the
ring, preventing packet drops and ensuring consistent performance.

A larger network adapter ring size can be advantageous for high-performance networking. It should be
chosen based on available system resources and type of network workload.

Servars | Poficies | reot | Adaptor Policles | Eth Adapter Pollcy Unus-Part

.8 [1-1000]

Ry Size an9e  [e4-16384)

Hote: 1400 Series and below VICS 5upport a 4K maximem Ring Sae.
vz VICs mepport up o 16K Aing Size.

[1-zn00]

memups : 1 [1-1024)

Figure 15.
Enhanced ring-size buffer configuration options for Cisco UCS VIC 15000 Series in UCSM/IMM

Figure 16.
Enhanced ring-size buffer setting at the adapter and OS level
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Adapter policy with RSS

Receive-side scaling, or RSS, is a VIC hardware feature that allows for distributing traffic across multiple
RX queues on the adapter and thus enable receive queues getting processed across multiple CPU cores by
the host operating system. Having traffic spread across multiple RX queues and processed by different
CPU cores helps in driving higher network throughput. It results in better CPU utilization and minimizing
CPU hogging.

RSS improves network performance by reducing:

e Processing delays by distributing network receive processing over multiple CPUs. This helps in
optimizing load on CPU cores.

« Spinlock overhead by increasing the probability of shared data execution on multiple CPU cores. For
example, spinlock overhead occurs when a function executing on a CPUO possesses spin lock on
data that a function running on CPU1 must access; thereby, CPU1 spins (waits) until CPUO releases
the lock.

Having an adapter policy with RSS enables VIC hardware solution, in which packets are load balanced
across multiple RX queues based on the packets’ Layer-2, Layer-3, and Layer-4 headers. This is an
optimized solution for improving performance in bare-metal (Windows, Linux) and hypervisor (ESXi, KVM)
environments.

CPU CPU CPU CPU
0 1 2 X Server
Figure 17.

Receive queues mapping to CPU cores with RSS enablement

Along with the higher number of RX queues and RSS, another important performance improvement
consideration is to increase the ring size per queue on the VIC adapter. Increasing the ring size allows
more packet buffer per queue, thus preventing packet drops and retransmissions.

All the configuration parameters - TX/RX queues, ring size, and feature RSS - are activated through the
adapter policy attached to a vNIC and deployed through server profile on server using either Cisco UCS
Manager or Cisco Intersight. Same can be done through the vNIC properties in the Cisco Integrated
Management Controller (IMC) for a standalone rack server.
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Table 3 presents adapter policy recommendations in terms of TX/RX queues and RSS that address the
maijority of higher throughput and performance requirements.

Table 3. Recommended adapter policy for the best performance with RSS”

e e
1 1 1

TX queue

TX ring size 4096 4096 4096

RX queue 8 8 8

RX ring size 4096 4096 4096

cQ 9 9 9

Interrupt 11(CQ + 2) 10 or 11(CQ + 2) 512 or “2 x CPU-cores + 4"
RSS Enabled Enabled Enabled

" Cisco UCS VIC 15000 Series adapter has a hardware limit of 3072 interrupt count per adapter. And as such a maximum of 5 vNICs
with 512 interrupt counts each is supported. Remaining interrupt counts are reserved for system use.

Note: With Cisco UCSM/IMM release 4.3(4a), these recommended adapter configuration parameters have
now been built into new system provided adapter policies, suffixed with “-v2” for the VMWare, Linux and
Windows operating systems that use VIC 15000 adapters. Users can now directly apply these policies
without a need to create user-defined policies with configuration parameters taken from the table above.

The completion Queue (CQ) is “RX + TX” for all operating systems. Included below are some of the
adapter-policy recommendations for ESXi, Linux, and Windows OS with multiple TX/RX queues and RSS.

ESXi
Cisco UCS VIC 15000 adapter-policy considerations for the VIC RSS feature with ESXi are the following:

« The maximum number of RX queues is 16 for most ESXi versions (the exception is ESXi 6.0, which
supports up to 8 RX queues).

« Having a ring size of 4096 for TX/RX queues allows for more packet buffering; it helps in overall
throughput and having lower retransmissions. We can set the ring size up to a maximum supported
value of 16,000.

« If the pNIC/VMNIC statistics in the ESXi host show “rx_no_bufs” as incrementing, this indicates
slower processing of packets by the ESXi host; the recommended fix is to increase the RX queues
or the RX ring-size, or a combination of both, on the vNIC adapter policy.
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Figure 18 shows an adapter-policy with RSS that is applied on a vNIC from UCSM and the corresponding
VMNIC interface statistics for an ESXi host.

Servers | Policies [ root | Adapter Policies | Eth Adapter Policy ESXi-Perf

General | Events I‘X_ drop: 0
Eth Adapter Policy VMWare-RSS rx no bufs: 0
rx errors:

I'X rss:

=) Resources

Pooled : (e Digabled () Enebled

Transmit Queues 1 [1-1000]

Fing Size © 4006 | [54-16384] rx frames
Mote: 1400 Serles and below VICs support a 4K maximum Ring Size. rx frame s

15000 Series and above VICS support up to 16K Ring Size,

rx frames

Receive Queves | 8 [1-1000] rx frames
Ring Size 4096 |[64-16384] rx frames 1518:
Nota: 1400 Series and below VICs support a 4K maximumn Ring Size. rx frames to max:
15000 Series and above VICS support up to 16K Ring Size. ~ - p
queue [0] frames ok: 50391
Completion Queues: | 9 [1-2000] rx rss queue [ frames ok: 6
Interrupts s h1-1024) rx rss queue [ frames ok: 1
rx rss queue [2] frames ok: 1:
—) Options - f 1
Trensmit Checksum Offioed : Disabled (=) Enabled l
Receive Checksum OfMcad H Disabled (e Enabled JT_ 7
TCP Segmentation Offload : Disabled (s) Enabled 1
TCP Large Receive OfMcad H Disabled (e Enabled l
Receive Side Scaling (RSS) Disabled () Enabled
Acocelerated Receive Flow Steering o » Disabled Enabled

Network Virualization using Generic Routing Encapsulation © | [« Disabled Enabled

Figure 18.
Adapter policy in UCSM with RSS for ESXi host

TCP Offload
O Enable Tx Checksum Offload
D Enable Rx Checksum Offload
Interrupt Settings Q Enable Large Send Offload
‘) Enable Large Receive Offload
Receive Side Scaling
() Enable Receive Side Scaling
() Enable IPv4 Hash

a Enable IPv6 Extensions Hash

(D Enable IPv6 Hash

Receive

Transmit

Completion (D Enable TCP and IPv4 Hash

(’ Enable TCP and IPv6 Extensions Hash
() Enable TCP and IPv6 Hash
a Enable UDP and IPv4 Hash

a Enable UDP and IPv6 Hash

Figure 19.
Adapter policy in Intersight with RSS for ESXi host
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Linux

For Linux, the following are the considerations for the VIC 15000 RSS feature depending on the eNIC driver
version:

Linux eNIC drivers prior to 3.2 release:
e Supports a maximum of 8 TX and 8 RX queues with RSS.
« Completion Queues (CQ) are the sum of Transmit Queues (TX) + Receive Queues (RX).
« The interrupt calculation for these eNIC drivers is “CQ + 2 rounded up to nearest power of 2”.

> For example, if TX = 1 and RX = 8, then CQ = 9 (TX + RX), that will make Interrupt count =
16 {(CQ + 2) rounded up to the nearest power of 2}.

Linux eNIC driver 3.2 and later releases:
e Supports interrupt sharing for RX/TX queues allowing greater than 8 RX and 8 TX queues.

e Supports up to 256 RX and TX queues, but it is recommended that they not be configured with
more than the number of CPU cores that the server has.

« Completion queues would be transmit queues + receive queues (“TX+RX”).
« Interrupt calculation would be “Larger of (RX,TX) + 2”.
o For example, for TX = 4, RX = 8, and CQ = 12(TX + RX), the interrupt would be 10.

¢ Increasing the ring size to 4096 for handling packet drops due to slower processing by the host OS
is also applicable to Linux drivers.

« Depending on application workload requirements, both the TX/RX queues and the ring size can be
increased.

Windows
Currently the Windows RSSv2 feature is disabled.
EtherChannel Pinning

An EtherChannel or port-channel is an aggregation of multiple physical interfaces that creates a logical
interface to provide increased bandwidth and redundancy.

In the case of 15000 series Quad port VIC adapters 15420, 15422,15425, 15427 across blade and rack
servers and 15230,15231 across blade servers connected to UCSX-1-9108-25G IFM, physical ports 1-2
and 3-4 are in a VIC port-channel by default.

The VIC port-channel by default, employs 7 Tuple hashing on packet headers to distribute traffic across
the member ports of the port-channel. However, depending on the hash the flows could get unevenly
distributed across the ether-channel member links resulting in suboptimal bandwidth utilization of
EtherChannel member interfaces.

In scenarios when hash could result in uneven distribution, a round-robin logic of distributing traffic by
pinning individual Tx-queues of a vNIC to Ether-channel member-ports could be used and the feature is
called EtherChannel Pinning.

With Etherchannel Pinning feature each transmit queue of a vNIC is "pinned" to an operational physical
interface (See below)

© 2026 Cisco and/or its affiliates. All rights reserved. Page 19 of 60



Output Queue

Transmit Queues [ Tx queue J[ Interface ]
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Figures 20, 21, 22 shows how to enable EtherChannel Pinning feature under vNIC settings in IMM, UCSM
and CIMC respectively,

Policles > Ethernet Adapter EthAdap-Pinning-Enable
Edit
© ocenenal Policy Details
© Poscydotails
a® i bl LA
a® i Re 1
QD cnavie A 1
a® i
a® &
a® a
© E
O
D Enavle ROMA E
Figure 20.

Enable EtherChannel in IMM
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Figure 21.

Enable Etherchannel in UCSM
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Figure 22.

Enable Etherchannel in CIMC
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This feature is applicable to only ethernet or vNIC interfaces and is applicable in the following scenarios.
¢ Number of transmit queues of vNIC should be 2 or more.
e Supported only with Linux and ESXi which support multiple Tx-queues.

e This can be used with RSS or NetQueue provided the number of Tx-queues is greater than 2.

SR-I0V with ESXi

SR-I0V is an extension to the PCl Express (PCle) specification that allows devices such as network
adapters to separate access to their resources among various PCle hardware functions. These functions
consist of the following two types:

« Physical Function (PF): PF is associated with a hypervisor. PFs are full PCle functions that can
configure and manage SR-I0V functionality. It is possible to configure or control PCle devices using
PFs, and the PF has the full capability to move data in and out of the device.

« Virtual Function (VF): VFs are lightweight PCle functions that support data flows but have a
restricted set of configuration resources.

SR-IOV provides the capability to partition a single physical PCI resource into virtual PCI functions that can
then be injected into a VM. In the case of network VFs, SR-I0OV improves north-south network performance
(that is, traffic with endpoints outside the host machine) by allowing traffic to bypass the host machine’s
network stack.

Single-Root I/O Virtualization (SR-10V) allows multiple VMs running variety of guest operating systems to
share a single PCle network adapter within a host server directly. It allows a single PCle device (for
example, a network adapter) to appear as multiple separate physical devices through VFs. VFs can be PCI
passthroughs to guest operating system in virtual machines. This enables VMs to directly interact with PCI
hardware without using a VMkernel as an intermediary, thus reducing latency and improving the CPU
efficiency of the hypervisor host. SR-IOV allows a VM to move data directly to and from the network
adapter, bypassing the hypervisor for increased network throughput.

Beginning with the release 4.3(2b), Cisco UCS Manager provides single-root |/O virtualization high-
performance networking (SRIOV-HPN) connection policy support on Cisco UCS M6 and M7 servers with
Cisco UCS VIC 15000 Series adapters. SR-IOV support is also available in Cisco Intersight Managed Mode
and Cisco IMC. Support is available with a VMWare ESXi hypervisor running Linux guest-operating
systems.
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Figure 23 shows the relationship between various virtualization objects in a hypervisor host having a SR-

IOV- enabled physical network adapter.

VM

VM

VF driver

VF driver

VM

VM

Paort group

Part group

Uplink port | | Uplink port
Virtual Switch e @ Virtual Switch
| |
PF driver PF driver

VMware ESXi

IOMMU

PCIl Express

PCI Express

VF

VF PF

Physical network adapter with SR-10V

E Legend
! = === Port association

Data path
Control path

I
PF

Physical network adapter without SR-10V

Figure 23.

Relationship between PFs, VFs, port groups, virtual switch, hypervisor, and PCle network adapter

On the SR-I0V-enabled VIC adapter, PF with its SR-IOV VFs, together form a local switching domain. A PF
and its VFs not only can transport traffic over the wire to other hosts or to a hardware switch, but can also
perform local forwarding between each other. This is made possible by a VIC through a local switch. A

packet sent by an SR-I0V VF interface in a VM gets switched locally if the destination MAC address is
found to belong to another SR-IOV VF interface used by another VM that has the same PF.
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Figure 24.
Data path for traffic forwarding on VFs

A SR-IOV-enabled vNIC is compatible the following:

Consistent Device Name (CDN) support on host interface (PFs) only
DPDK supported on Linux guest-operating systems (VMs)

RSS support on the same vNIC

SR-I0OV-enabled vNICs using SR-IOV-HPN policy cannot be used with any of the following:

QinQ

VXLAN offload
GENEVE offload
ENS

NetQueue
NetFlow
RoCEv2

The three steps given below need to be performed to enable the SR-IOV feature in supported operating
environments:

BIOS policy settings for Intel/ AMD-processor-based Cisco UCS servers
SR-IOV vNIC connection policies in UCSM, IMM, and IMC

Configuration in hypervisor and guest operating systems
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Intel Servers

Servers | Policies / root / BIOS Policies / Perf-SR-10V

Main Advanced Boot Options

Server Management

Events

use

AMD Servers

Servers | Policies [ root [ BIOS Policies / SRIOV

Advanced

Main Boot Options Server Management Events

Intel VTD pass through DMA support Platform Default

Intel Virtualization Technology [Enabled

Intel Dynamic Speed Select Platform Default

Intel Speed Select Platform Default

T Intel Directed IO RASMemory  Serial Port  USB
BIOS Setting «  \alue T, Advanced Filter 4 Export % Print
Intel VT for directed IO l Enabled BIOS Setting Value
5GX QoS P f
Intel VTD ATS support Platform Default latform Default
SMT Mode Platform Default
Intel VTD coherency support Platform Default
SVM Mode [| Enabled
Intel VTD interrupt Remapping Platform Default
TSME

Platform Default

Fixed SOC Pstate Platform Default

IOMMU ['_Enabled

CPPC Platform Default

Figure 25.

BIOS policies for Intel and AMD processor-based Cisco UCS servers
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Figure 26.
Adapter policy required for SR-IOV in Cisco
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‘

Figure 27.
Adapter policy for SR-IOV in IMM

Edit Ethernet Adapter

Figure 28.
Adapter policy for SR-IOV in IMC

Configurations to enable SR-10V functionality for the operating environment are required both at hypervisor

and guest-operating system levels. VMware vSphere/ESXi 7.0 U3, and later versions, is the supported
hypervisor, while Linux OS is for supported guest VMs. At the hypervisor layer, SR-IOV needs to be

enabled with the required number of Virtual Functions (VFs). The number of VFs should not exceed the
number of VFs set in the SR-IOV policy. On the Linux guest VM, asynchronous eNIC driver version 4.4.0.1-
930.X, and later versions, supports SR-10V VF network interfaces.
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Figure 29.
Enabling SR-IOV functionality on ESXi hypervisor with Cisco VIC
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Driver
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Figure 30.
SR-IOV configuration status on ESXi vSwitch
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Guest Linux VM boot mode setting should have secure boot mode disabled. The ESXi hypervisor supports
Virtual Machines (VMs) using virtual BIOS. The virtual BIOS does not have a Cisco UCS eNIC driver public
key installed by default even when running on the UCS server platform. This causes failure to load the
asynchronous ENIC driver, resulting in operating system being unable to operationalize the VFs’ network
interface devices.

Edit Settings | Perf-RHEL9-GuestvM1
Wirtual Hardware VM O arametears

> General Options

> VMwi Remote Console

Cptions

» Encryption

Aware Tools

~ Boot Options

Firmware EFI {recommended) ~
Secure Boot

Boot Delay

Foree EF] setup [ Curina t

Failed Boot Rec

» Power management

» Advanced

Figure 31.
VM option to disable secure boot

Note: For secure booting of guest Linux VMs that have a SR-I0V function, the Cisco UCS driver signing the
public key needs to enroll in VM BIOS. The procedure to install the public key will be provided in the Cisco
UCS SR-I0V configuration guide.
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Figure 32.
Displaying guest operating system driver version, PCI device status, and VF status at VIC firmware

NetQueue with ESXi

NetQueue or VMQ on ESXi is a feature like the VIC RSS that can be used to achieve higher performance on
Cisco UCS servers. NetQueue is an integrated hardware and software solution from both VMware and
Cisco.

NetQueue achieves higher throughput and performance by having dedicated a TX/RX queue per VM. So,
while RSS is a hardware feature that enables multiple RX queues across multiple VMs, NetQueue dedicates
a TX/RX queue for each VM.

NetQueue takes advantage of the VIC 15000 series capability to deliver network traffic to the system in
multiple receive queues that can be processed separately, allowing it to scale to multiple CPUs. Effective
use of RX queues as allocated by VIC 15000 to vNICs, is enabled by managing the vNIC and VMkernel
NetQueue balancer. This adapter filter is enabled by default in ESXi to use load-balancing algorithms.

Note that on VIC 15000, RSS and NetQueue for ESXi are mutually exclusive features, and so either RSS or
NetQueue should be used with ESXi.
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NetQueue on the vNIC is enabled through the VMQ connection policy. The following are the considerations
for VMQ/NetQueue with ESXi and VIC 15000:

« When using VMQ for ESXi, there is no need to specify an adapter policy in Cisco UCSM/IMM,; the

default adapter policy is used.

¢ VIC 15000 can have a maximum of 16 VMQs per vNIC.

« Depending on the number of VMQs defined, the adapter will allocate the same number (TX, RX)
queues per VNIC. And each VM gets allocated a dedicated RX queue; on the transmit side, the VM
traffic is distributed across multiple TX queues.

e Interrupt for VMQ is calculated as “2 x VMQ + 2”.

« If the VMNIC statistics in the ESXi host show that “rx_no_bufs” is incrementing with VMQ, the

potential next step would be to increase the TX/RX queue ring sizes to 4096 using a custom adapter

policy.

« Note that the adapter policy used with VMQ would specify only one TX and one RX queue, and that

no RSS is supported with an adapter policy when VMQ is used. RSS and VMQ are mutually

exclusive for ESXi with VIC 15000.

Modify vNIC
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Figure 33.
VMQ configuration in UCSM for an ESXi host
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VMQ configuration in IMM for an ESXi host
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Figure 35.
Queues allocated per vNIC on the ESXi host based on the VMQ configuration
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The VIC 15000 can utilize RSS or NetQueue/VMQ with ESXi and, while both provide similar performance,
there are a few differentiating factors to decide on which solution suits a server’s needs:

« Traffic hashing for RSS is across Layer-2/3/4 headers whereas VMQ/NetQueue hashes are based
on the Layer-2 header of the packet. Thus, when an ESXi host has a greater number of VMs than
the maximum number of allowable NetQueue/VMQs, RSS provides better RX traffic hashing or
distribution across CPU cores.

e In scenarios involving multiple RX flows to a single VM, RSS can provide higher throughput. The
reason is that for NetQueue/VMQ, only a single RX queue is dedicated per VM, whereas, for RSS,
the traffic is distributed across all the RX queues of the vNIC.

« VMQ is to be used when an RX queue needs to be dedicated per VM. In the case of RSS, queues
are not dedicated per VM.

« VMQ is helpful in scenarios where the TX performance is of concern, since, with VMQ, multiple TX
queues are supported, and the traffic from a VM is distributed across multiple TX queues; whereas
the adapter policies with RSS support only one TX queue. For server traffic generally, TX is never
the bottleneck.

« For overlay networks built on ESXi; the VXLAN, and GENEVE offloads are available only with RSS
and not with VMQ on the VIC 15000.

Multiple TX/RX Queues with RSS

In an environment without NetQueue, the Cisco ESXi driver version 2.0.0.17 introduces support for
multiple transmit (TX) and receive (RX) queues with Receive Side Scaling (RSS) enabled. This feature is
designed to enhance network performance by distributing network traffic across multiple CPU cores,
enabling improved packet throughput and better utilization of system resources.

By enabling parallel processing of network traffic and improving CPU resource utilization, this feature
ensures that high performance workloads can run efficiently, even in the absence of NetQueue.

The following configurations are best practices:
e 8 TX + 8 RX with RSS enabled
« CQ should be 16 (RX + TX)
« and Interrupts = 18 (CQ + 2)

or
e 16 TX + 16 RX with RSS enabled
o CQ should be 32 (RX + TX)

o and Interrupts = 34 (CQ + 2)
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The key benefits of this feature are:

« Improved Packet Throughput:
By distributing both TX and RX traffic across multiple queues, the driver significantly reduces
bottlenecks caused by single-threaded processing. This ensures higher data rates, especially in
high-throughput environments.

« Enhanced Scalability:
The use of multiple TX/RX queues allows for better scalability in virtualized environments. This is
particularly useful as workloads and Virtual Machines (VMs) grow in size and complexity.

« Optimized Resource Utilization:
The combination of multiple queues with RSS ensures even distribution of network processing
across available CPU cores, reducing the likelihood of CPU contention and improving overall system
efficiency.

This feature is particularly beneficial in the following scenarios:

« Single VM with High Network Throughput Requirements:
When a single Virtual Machine (VM) is configured with a high-bandwidth interface (e.g., using the
vmxnet3 adapter), enabling multiple TX/RX queues ensures optimal utilization of available resources
and minimizes network latency.

« High Performance Virtualized Environments:
In environments where performance is critical, and NetQueue is not available, the use of RSS with
multiple queues provides a viable alternative for achieving higher throughput.

NetQueue and Receive Side Scaling (RSS) with multiple transmit (TX) queues differ significantly in how
they allocate and utilize TX queues for virtual machine interfaces. In the case of NetQueue, each virtual
machine's vmnxt3 interface is limited to a single TX queue, which can create bottlenecks in high-
throughput environments. On the other hand, RSS with multiple TX queues allows a single vmnxt3 interface
to leverage up to 16 TX queues. This enhanced allocation significantly improves data distribution and
processing efficiency, enabling better performance and scalability for virtualized network workloads.

VMMQ with Windows

VMMQ, or virtual machine multiple queues, allows you to configure multiple 1/O queues to a single VM and
thus distribute traffic across multiple CPU cores in a VM. With VIC 15000 we can assign multiple hardware
queues from it to a single vPort in a Hyper-V host. VIC 15000 distributes the network traffic across these
queues using RSS hashing and places packets directly onto the assigned CPU cores. Offloading traffic
distribution to the VIC hardware improves CPU performance, thereby relieving software stack to do other
tasks. VMMQ enables efficient distribution of network traffic within VIC hardware.

The Virtual Machine Queue (VMQ) policy with the multiple queue option enabled allows a vNIC to get
placed into VMMQ mode. In this mode we can configure sub vNICs and specify a VMMQ adapter policy.
This policy includes the aggregate queue counts for VMMQ and determines how the connectivity between
VMs and vPorts is configured. So, 64 sub vNICs defined in VMQ policy will equate to 1x64 transmit queues
and 8x64 receive queues in aggregate in the corresponding WIN-HPN/-v2 adapter policy. Each sub vNICs
gets 1 TX and 8 RX queues.

Note: In UCSM or IMM, to configure VMMQ the “VMQ connection policy” is used with multi-queue
enabled.
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Figure 36 shows a high-level incoming packet flow from pNIC (Physical Network Interface) to vmNIC within
Hyper-V host, with VMMQ enabled. It highlights how incoming packets are placed into the right vPort and
corresponding RSS queues for VM CPU cores for processing.?
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Figure 36.

Receive path within the VMMQ interface for incoming network traffic

This diagram highlights the network packet receive path within the VMMQ interface. On the receive path,
when a packet arrives at a vNIC with the VMMQ feature configured, the following steps are executed:

1. The destination MAC address is matched to find the target vPort.

2. The RSS hash value of the packet is calculated using the RSS parameters - the secret key, the hash
function, and the hash type of the vPort.

3. This hash value is than used to index the Indirection Table (IT) associated with the vPort

4. Then an interrupt call is issued to the target processor (LP = logical processor) with an indication to the
host network stack.

5. The final step is to place the packet into the destination VM’s vRSS-enabled Virtual Processor’s (VP’s)
packet buffer for processing.

2 Reference: Scalable Networking with RSS & VMMQ - Microsoft Network Design Guide
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For the VIC 15000, VMMQ is supported in Windows Server 2016 and following; and the recommendation
for a Hyper-V host is to use VMMQ. Here are some of the considerations to keep in mind when using
VMMQ on VIC 15000:

e On Windows Server 2016, VMMQ is not enabled by default; VMQ is the default option. To enable
VMMQ, the server administrator must use the “Set-VMNetworkAdapter” and “Set-NetAdapter”
commands.

e Windows Server 2019 supports VMMQ by default and so no explicit configuration is needed on the
server.

« VMMAQ assigns one TX and multiple RX queues up to a maximum of eight per vPort and is
configured through the Cisco UCSM/IMM/IMC Multi-Queue (MQ) policy.

« Use of the predefined Cisco UCSM policies (“Win-HPN-v2” and “MQ-v2) to enable VMMQ and to
get optimal performance is recommended; the policy definition is good for 64 vPorts.

« VMQ is a subset of VMMQ and, for VIC 15000, VMMQ is the recommended option.
« VMMQ on Windows supports VXLAN or NVGRE offload support and is enabled with the vNIC
adapter policy.
Detailed configuration guidelines for VMMQ are available in the UCSM “Cisco UCS Manager Network

Management Guide.”?

Summarizing some of these recommendations, enabling VMMQ on a vNIC in Cisco UCSM would require
the following two configurations.

e Attach a predefined UCSM adapter-policy “Win-HPN-v2” or a similar custom adapter-policy to the
vNIC.

« Attach custom QoS Policy to the vNIC

¢ Include a VMQ connection policy on the vNIC. This policy is user-created under the LAN tab in
UCSM and must have multi-queue enabled and use a predefined UCSM “MQ-v2” policy under
VMMQ adapter policy drop down.

When multi-queue is enabled, the vNIC is placed into VMMQ mode. In this mode, the user has an option to
select the number for sub-vNICs. Each sub-vNIC will have a corresponding adapter policy selected under
the VMMQ adapter policy field. Our recommendation is to use the pre-defined system policy “MQ-v2,”
which by default enables pool mode. The predefined “MQ-v2” policy includes the aggregate queue counts
available across the vPorts for VMMQ and determines how the connectivity between VMs and vPorts/sub-
vNICs is configured.

Figure 37 summarizes the four numbered steps required to enable VMMQ on a vNIC in Cisco UCS Manager
by using the predefined adapter policies "Win-HPN-v2" and "MQ-v2":

1. Create vNIC and attach below policies.

2. Attach predefined "Win-HPN-v2" Ethernet adapter policy to the vNIC,

3 Cisco UCS Manager Network Management Guide (Network-Related Policies)
https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/ucs-manager/GUI-User-Guides/Network-Mamt/4-

3/b UCSM Network Mgmt Guide 4 3/b UCSM Network Mamt Guide chapter 01010.html
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3. Attach custom QoS policy with desired Priority and in the Host Control field, click the “Full”  radio
button.

4. Select a VMQ connection policy with below settings

a. “Enable” Multi Queue
b. Specify required number of sub-vNICs (or vPorts) - 64
c. Attach predefined "MQ-v2" policy in the VMMQ adapter policy field for the sub-vNICs

In the Cisco UCSM configuration window, a Sub vNIC corresponds to a Hyper-V vPort. The predefined
"MQ-v2" policy is sized for 64 vPorts and allocates one TX queue and eight RX queues per vPort.

Create vNIC

R L L

P v

™
et

gL
BB LANTT)

Figure 37.
Configuring VMMQ with a predefined adapter and MQ-v2 policy in UCSM

Figure 38 provides the policy configuration details required for enabling the VMMQ feature in Intersight
Managed Mode. vNIC creation through LAN connectivity policy will require selecting the pre-defined
recommended adapter policies provided by Cisco. The same as in the case of UCSM, we need to select
predefined “Win-HPN-v2” and create custom QoS Policy with “Enable Trust Host CoS : On” for vNICs and
“MQ-v2” policies sub-vNICs. The rest of the configuration details remain same.
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Figure 38.
Configuring VMMQ with predefined adapter Win-HPN-v2 and MQ-v2 policies in Cisco Intersight

While the recommendation is to use the above approach to enable VMMQ using pre-defined UCSM
adapter policies, you could also define custom VMQ policies depending on the number of vPorts per host.
The calculations for a custom MQ policy would be as follows (in the following custom MQ policy, one TX
queue and eight RX queues are allocated per vPort):

TX queue = Sub vNIC or vPort

« RX queue = 8 x (TX queue)

« CQ=TX+RX

e Interrupt = 512 OR at least “2xCPU+ 4”

e Pooled under Resources “Enabled”, and RSS under Options “Enabled”

Note: The VIC 15000 Series adapter has, per adapter, a maximum hardware limit of 3072 interrupt counts.
As such, a maximum of five vNICs with 512 interrupt counts each is supported. The remaining interrupt
counts are reserved for system use.

Under a Switch Embedded Teaming (SET) configuration, management and live migration vNICs do not
require UCSM/IMM default value of 64 vPorts. Following Microsoft best practices, these vNICs only require
4 vPorts. Refer the figure below for custom VMMQ adapter policy,
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Create Ethernet Adapter Policy X

Mama - | Custom-MG-v2

Deseription :

(=) Resources

| Poaled - [ Disabled (%) Enabled J
Transmit Queues  © 4 [1-1000]
Ring Size : | 4096 [64-16384]
Recaive Queuas ;|32 [1-1000]
Ring Size ;4096 [64-16384]

Completion Queuss : | 36 [1-2000]

Interrupts : [1-1024]

(=) Options

Transmit Checksum Ofload

: | "iDisabled (e Ensbled

Receive Checksum Cffload : i iDisabled 'e: Enabled

TCE Segmentation Ofload (i Disabled ‘e Enabled

TCF Large Recelve Cffioad i Disabled e Enabled
[Eeive Side Scaling (RSS) o Disabled e Enabled J

Acceterated Receive Flow Steering t (e Disabled ) Enabled

Metwork Virlualization using Generic Reuling Encapsulation @ (e Disabled | Enabled

o -

Figure 39.
Custom VMMQ Adapter Policy in UCSM for 4 sub-vNICs (vPorts) for a 32 Core host

Figure 40.
Custom VMMQ Adapter Policy in IMM for 4 sub-vNICs (vPorts) for a 32 Core host
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Below is a screen capture from a Hyper-V host with a single Hyper-V vSwitch and SET teaming across two
VNICs. There are two VMs on the Hyper-V host with two vPorts per VM. And each vPort on the VM wiill
have allocated one TX and eight RX queues, based on the MQ-v2 policy.

PS C:\Users\Administrator>
PS C:\Users\Administrator> Get-NetAdapter | FT name,driver*®

name DriverInformation DriverFileName DriverVersion DriverDate DriverDateData DriverDescrip
Ethernet 2 5.5.22.3 2020-96-02 132355296000000000 Cisco VIC ...
vEthernet (vSwitchl) Driver Date 2006-06-21 Version 10.0.17763.1 VmsProxyHNic.sys 10.0.17763.1 2006-06-21 127953216000000000 Hyper-V Vi...
Ethernet Driver Date 2020-06-92 Version 5.5.22.3 NDIS 6.60 nenic.sys 5.5.22.3 2020-96-02 132355296000000000 Cisco VIC ...
PS C:\Users\Administrator> Get-NetAdapterAdvancedProperty

Name i 0i

Ethernet 1 Machine Multi-Queue Enal

PS C:\Users\Administrator> Get-VMNetworkAdapter name | FT name,switchname,vamq*, vmname

Name SwitchName VmmqQueuePairs VmmqQueuePairsRequested VmmgEnabled VmmqEnabledRequested VMName

Network Adapter vSwitchl True Bld6-VM2
Network Adapter vSwitchl True Bld6-VM2
Network Adapter vSwitchl True Bld6-VM1
Network Adapter vSwitchl True Bld6-VM1

PS C:\Users\Administrator>

Figure 41.
VMMQ information from a Windows Server 2019 Hyper-V host

Below are some of the important guidelines applicable to VMMQ with VIC 15000 Series adapters:

« Each VMMQ vPort may use one transmit queue and multiple receive queues. When VMMQ is
enabled, a pool of queues is created, and the host driver assigns queues to vPorts. Different vPorts
may be assigned different numbers of queues based on the number of cores that the vPort will be
servicing.

« VXLAN and NVGRE offloads are supported with VMMQ functionality. The option is enabled in the
vNIC adapter policy and not in the sub vNIC adapter policy.

e RSS is supported on VMMQ receive queues, including inner packet of overlay networks.

« VMMQ vNICs support a rate limit set by the host, not from Cisco UCS Manager. CoS will not be
adjustable per vPort from Cisco UCS Manager.

« VNICs with the VMQ feature, specified through the VMQ connection policy with multi-queue
disabled, are not allowed on the same adapter as multi-queue-enabled vNICs.

¢ FCoE and VMMQ vNICs can coexist on the same server.
« usNIC and VMMQ cannot be enabled on the same VIC.

« Modifying the VMMQ adapter policy through the VMQ connection policy results in exceeding the
maximum Completion-Queue (CQ) value. VIC 15000 Series adapters support up to a maximum of
2000 hardware CQ resources. If this number is exceeded, it results in an “out of CQ resources”
error while deploying a service profile at the vNIC creation stage. This results in eventual failure to
create a vNIC.
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The following PowerShell (PS) commands are,
To check the VMMQ configs and if it is enabled.

Get-VMNetworkAdapter -VMName Test_VM1 | ft Name,VMName,VMQ*,VMMQ*,vrssEn*,|IPAddresses -
AutoSize.

See below screenshot.

PS C:\Users\Administrator> Get-WMNetworkAdapter -WMName Test_ W1 | ft Name, MName,WMQ*,WMMQ*,VrssEn* , IPAddresses -AutoSize

Name ‘WMName VMQWeight VmgqUsage WNQueue VmmgqQueuePairs VmmgQueuePairsRequested VmmgEnabled VismgEnabledRequested VrssEnabled VrssEnabledRequested IPAddresses

True {192.168.42.202, fe80::€904:2cef:5f37:dal8}
True True True True {192.168.42.207, fe80::ef55:e88:b577:fbce}

To set VMMQ Queuepairs value and to check if VMMQ configs reflects the updated VMMQ queue pairs,
Set-VMNetworkAdapter -VMName Test_VM1 -VmmqgQueuePairs 8

Get-VMNetworkAdapter -VMName Test_VM1 | ft Name,VMName,VMQ*,VMMQ*,vrssEn*,|IPAddresses -
AutoSize.

See below screenshot.

PS C:\Users\Administrator> Set-WMNetworkAdapter -WMName Test W1 -VmmgQueuePairs 8
PS C:\Users\Administrator> Get-WMNetworkAdapter -WMName Test_WM1 | ft Name,WMName,VMQ*,VMMQ* ,VrssEn®,IPAddresses -AutoSize

Nase ‘WM Name WMQWeight VmgUsage WQueue VimgQueuePairs VmsgQueuePairsRequested VamgEnabled VmmgEnabledRequested VrssEnabled VrssEnabledRequested IPAddresses

Network Adapter Test VM1 100 1 8 8 True True True True {192.168.42.202, fe80::e904:2cef:5f37:da18}
Network Adapter Test VM1 100 1 8 8 True True True True {192.168.42.207, fe80::ef55:e88:b577:Fbce}

Along with RSS, VMQ, and VMMQ support, another feature that VIC 15000 supports is RDMA over
converged Ethernet version 2 (RoCE v2), which is available for all supported operating systems. The
detailed configuration and recommendations for RoCEv2 are available in the “Cisco UCS Configuration
Guide for RDMA over Converged Ethernet (RoCE) Version 2.”

MTU setting

The other consideration to drive better performance is to have jumbo frame enabled throughout the fabric
and on the servers.

For Cisco UCS servers connected to fabric interconnect in UCSM or IMM mode, the user needs to enable
the following for the supporting of jumbo frames:

« Configure jumbo MTU on the fabric-interconnect QoS class
e Set MTU on the vNIC through the adapter-policy

« For Linux, the vNIC MTU is reflected on the OS; for Windows, the MTU needs to be set on the server
as well.

When the VIC is not connected to a fabric interconnect, the fabric level MTU on a Cisco Nexus® or third-
party switch should be enabled to carry jumbo frames. Additionally, MTU is one of the vNIC properties that
can be configured in Cisco UCSM/IMC; the recommended value for vNIC MTU is 9000.

For ESXi environments, the vSwitch/DVS and the virtualized network adapter MTU (for example, VMXNET3
for ESXi) should be configured to handle jumbo frames, with considerations for GENEVE or VXLAN headers
if overlays are set up from the server.

Note that, on Linux and ESXi hosts, the MTU set on the Cisco UCSM/IMM/IMC vNIC gets reflected on the
host, but for Windows servers, the MTU set on the vNIC does not take effect - for Windows, the user
needs to explicitly set the adapter MTU to jumbo frames from the Windows server.
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Overlay offload

The VIC 15000 Series adapters support overlay offloads, including VXLAN, GENEVE, or NVGRE. An overlay
offload on a VIC enables TCP Segmentation Offload (TSO), TX/RX checksum offload for inner/outer
packets, and RSS on the inner payload of the tunneled packet. The overlay offload on VIC cards thus
provides the following advantages:

« Reduced CPU utilization: A TSO and TX checksum offload overlay helps reduce CPU utilization
significantly on the transmit side. And the receive side benefits from RX checksum offload.

« Better throughput: Higher throughput can be achieved by enabling an overlay offload with multiple
RX queues and RSS. With multiple RX-queues, RSS, and overlay offload enabled, the VIC ASIC
spreads traffic across multiple CPU cores based on the inner payload hash of each tunneled packet.
Without hashing on the inner payload, traffic would be hashed based only on the outer overlay
header (VXLAN/GENEVE/NVGRE). Having hash based on the inner payload provides efficient
distribution across multiple CPU cores, thus, having VXLAN/NVGRE/GENEVE overlays from the
server helps to achieve higher throughputs.

VXLAN offload

The VIC 15000 Series supports VXLAN offload with IPv4 and IPv6 payloads for ESXi, Linux, and Windows.
With multiple RX queues and RSS along with VXLAN offload enabled, packets can be load balanced across
multiple CPU cores based on the inner payload.

The recommended adapter policy with VIC 15000 for VXLAN overlays is to have the following:
e Multiple RX queues with RSS enabled
¢ TX/RX queue-size of 4096
« VXLAN offload enabled

Servers | Policies | root | Adapter Policies | Eth Adapter Po...

Resources

Pocled » Disabled . Enabled

F—
Tranemit Queves 1 [1-1000]
Ring Size 4006 [54-4096]
Receive Queues 8 [1-1000]
Ring Size 4096 [64-4096]
Complation Queves - 2 [1-2000]
INLenmupLs n [1-1024]

—

Options
Transmit Checksum Ofoad Disabied « Enabled
Receive Checksum OfMcad Disabled (e Enabled
TCP Segmentation Ofoad Disabled (» Enabled
TCP Large Receive OMoad Disabled (e Ensbied
Receive Side Scaling (RSS) : Disabled
Accelerated Receve Flow Stering = Disabled | Enabled
MNetw firuakization using Genenc Routing Encapsulation + Disabled Enabled
ensible LAN Disabled

GENE « Disabled | Enabled
AzureStack-Host QoS = Disabied  Enabied

Figure 42.
VXLAN-offload-recommended adapter-policy for VMware
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For VMware, VXLAN offload is supported only with RSS and not with VMQ or NetQueue.

The above defined adapter-policy for VMware is applicable for Linux too; please note that VXLAN offload
is different from OVS offload, and OVS offload is not supported on Cisco UCS VIC adapters.

For Hyper-V environments, VMMQ is the recommended solution to be used with VXLAN offload.
Additionally, on Windows, NVGRE offload is also supported on the VIC 15000. VXLAN offload is the most
deployed and recommended offload solution on the Windows platform.

Al Servers | Policies | root | Adapter Policies | th Adapter Policy Win-HPN-v2

£ Adapter Polcy SWBServer

£ Adaptor Polcy Solaris

. Pocled o Disabled | Enabled
£ Adaptor Policy SRIOV —
£t Adapter Policy SRIOV-HPN Transmit Quoues 1 [1-1000)
B0 Ao ooy waC Ring Sze 4006 | (64-16384)

Emh Adapter Poiicy usNICOracieRAC
Note: 1400 Series argt below VICs support 8 4K maimum Ring Sze

" Adaptor Polcy VNWa A
EnA or Polcy e 15000 Seres and abdve VICs sopont up 10 16X Ring Size
!

£ Adaptor Policy WiWare-v2

tor PosCy VMWaroNVMOROCEV2 Receive Queues 8 [1-1000)

£ Adapter Policy VWWarePassThvy Ring Sze 4096 [64-16384)
€20 Asaptor Poscy WIN -AzureStack

= Note: 1400 Seres .\rp Below VILs suppon a 4K maxinum Ring Sze
Eh Adapter Policy Win-HPN 15000 Seres g .\L\"-Q VICs suppont up 10 16K Ring Size

£ Adapter Polcy Win-HPN-SMBg

bl Gias 2000
£01 Adapter Poscy Win- HON - SMBA v2 Completion Queves :| 9 n )

€ Adapter Policy Win-HPN 2 Intornapts 512 [1-1024)

\——
£ Adapter Policy Windows
£ Adapter Polcy Windows - Perf Ootions
£ Adapter Poicy Windows - Perf-MQ
FC Agapter Policy defaut Transmit Chocksum Ofoad Disabled (o Enabled
FC Adaptor Policy FONVMentiator
” SR Receive Checksum Officad Disabled (e, Enabled
FC Adapter Policy FCNVMe Target
TCP Segmentation Oficad Ousabled o Enabled
FC Adapter Poicy initiator
FC Adapter Poiicy Unux TCP Large Roceve Officed Disabled o Enabled
FC Adaprer Po ol ( R
C Adaprer Policy Soleris Receive Side Scalng (RSS) Disabled L Enabled |
FC Adaptor Policy Target
Acceloratod Reconve Flow Steerng o Disabled Enabled
FC Adaptor Policy VWWare
FC Adaptor Poik Network Virtualizazon using Generic Routing Encagsulation o Disabled Enabled
N
FC Adapter Policy WindowsBioot Virtus! Extensible LAN Drsabled [, Enabled |
J
ISCS! Adapter Polcy defau
i GENEVE o Disabled  Enabled
B80S Polcies
AzureStack-Host QoS o Dsabled Enabled

Boot Policles

Figure 43.
VXLAN-offload-recommended high-performance adapter-policy for Windows

GENEVE offload

GENEVE offload on the fifth-generation VIC is supported for VMware ESXi starting from Cisco UCSM and
Cisco Intersight Managed Mode Release 4.2(3).

GENEVE offload on the VIC 15000 supports the NSX-T vSwitch (N-VDS or VDS 7) in “standard mode” from
Cisco UCSM and Cisco Intersight Managed Mode (IMM) Release 4.2(3) and the NSX-T vSwitch in
“enhanced data path mode” from Cisco UCSM and Cisco Intersight Managed Mode Release 4.2(3).

Please refer to the Cisco UCS release notes for the supported ESXi versions across releases.
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GENEVE offload for N-VDS in standard mode

GENEVE offload for N-VDS in standard mode is supported on VIC 15000 with RSS to provide better CPU
utilization and higher throughput. In this mode, VIC 15000 provides RSS on inner packets, TSO for IPv4/v6
packets, and TX/RX checksum offload for IPv4/v6 inner/outer packets.

The recommended settings are as follows:
e Multiple RX queues with RSS
e TX/RXring size of 4096
o Enable GENEVE offload

Figure 44 shows the adapter policy required for enabling N-VDS in standard mode. Additionally, on NSX-T
the user would create an NSX-T vSwitch in standard mode.

spter Poscies | [0 Adapter Po.

General Policy Details

Add policy detalls

Figure 44.
GENEVE-offload-enabled adapter-policy for standard N-VDS vSwitch

GENEVE offload for N-VDS in enhanced data path mode (ENS)

Enhanced data path mode (alternatively called ENS) on ESXi uses DPDK-like techniques to provide higher
throughput. Notably, ENS utilizes polling to achieve high packet rates. When ENS is enabled, vSwitch uses
the VMware ENS stack and utilizes the VIC ENS driver (nenic-ens) for its uplink ports.

The VIC ENS driver for the VMware ESXi operating system is identified as ‘nenic-ens’, separate from
‘nenic” driver used for operating in standard mode. Depending on the mode of operation set to standard or
ENS on NSX-T vSwitch, the ESXi operating system selects appropriate driver ‘nenic’ or ‘nenic-ens’.

The VIC ENS driver ‘nenic-ens’ supports TSO for both IPv4 and IPv6, GENEVE offload with IPv4/v6 outer
header, TX/RX checksum offload for IPv4/v6 inner/outer packets, and NetQueue. NetQueue is also known
as GENEVE filter in ESXi environments. It is to be noted that the VIC ENS driver "nenic-ens’ supports
NetQueue but not RSS. NetQueue support is available starting with Cisco UCSM/IMM release 4.3(4a). Prior
to release 4.3(4a), VIC “nenic-ens” driver uses a single TX/RX queue.
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The recommended adapter policy settings for GENEVE offload with ESXi ENS with releases prior to 4.3(4a)
are as follows:

« Single TX/RX queue
e TX/RXring size of 4096
o Enable GENEVE offload

For release 4.3(4a), the recommended adapter policy is to enable NetQueue for the ENS mode to utilize
multiple TX/RX queues:

o Multiple TX/RX queues
« Enable Advance Filter
« Enable GENEVE offload

« Enable VMQ connection policy with two or more VMQ queues, applied to vNICs for VM data path.
Figure xxx

Figure 45 shows the adapter policy required for enabling NSX-T vSwitch in enhanced data path mode.
Additionally, on the NSX-T vSwitch, the user needs to select creation of NSX-T vSwitch in enhanced data
path mode.

—) Resources

Pooled . |(e) Disabled Enabled

Transmit Queues ;11 [1-1000]

Ring Size - 4096 [64-16384]

Receive Queues : 8 [1-1000]

Ring Size - 4096 [64-16384]

Completion Queues: 9 [1-2000]

Interrupts 1 [1-1024]
Figure 45.

Adapter Policy
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(=) Options

Transmit Checksum Offload : Disabled (e) Enabled
Receive Checksum Offload : Disabled (e) Enabled
TCP Segmentation Offload : Disabled () Enabled
TCP Large Receive Offload : Disabled (e) Enabled
Receive Side Scaling (RSS) : |le) Disabled Enabled
Accelerated Receive Flow Steering . |(®) Disabled Enabled

Network Virtualization using Generic Routing Encapsulation : |(e) Disabled Enabled

Virtual Extensible LAN : |(e) Disabled Enabled
GENEVE : Disabled (e Enabled
AzureStack-Host QoS : |(®) Disabled Enabled
Failback Timeout (Seconds) . 5 [0-600]
Interrupt Mode : |(e) MSI X MSI IN Tx
Interrupt Coalescing Type : |(e) Min Idle
Interrupt Timer (us) - 125 [0-65535]
RoCE : |(®) Disabled Enabled
Advance Filter : Disabled () Enabled
Interrupt Scaling . |(e) Disabled Enabled
Adaptor PTP - |(®) Disabled Enabled
Figure 46.

Adapter Policy continued.

Policies | root | VMO Connection Palicies | YMQ4

General Events

Actions Properties

Delete Mame 1 VMQ4

Show Polcy Lsage Description
Multi Queus : |:# Dissbled (7 Enabled
Mumber of VMOs D4

Mumber of Interrupts ¢ 10

Figure 47.
Connection Policy with Multi Queue disabled.
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VIC Q-in-Q tunneling

VLAN Q-in-Q tunneling (also known as VLAN double tagging) is a networking feature that extends the
capabilities of Virtual LAN (VLAN) technology by allowing the encapsulation of multiple VLANs within a
single Ethernet frame. This feature is defined in RFC 802.1Q-in-Q, which specifies the standards and
procedures for implementing VLAN stacking. A Q-in-Q (802.1Q-in-802.1Q) tunnel allows segregating the
traffic in the infrastructure and helps to expand the VLAN space through the addition of 802.1Q tags to
already 802.1Q-tagged packets.

In a traditional VLAN environment, a single VLAN tag is added to an Ethernet frame to identify the VLAN
membership of the frame. However, in scenarios where there is a need to transport VLAN-tagged traffic
over a network that already employs VLAN tagging, VLAN Q-in-Q provides an effective solution.

With Cisco UCS VIC QinQ tunneling, two sets of VLAN tags are used. The original VLAN tag, called the
outer tag, identifies the customer's VLAN, while the second VLAN tag, known as the inner tag, represents
the customer's sub-VLAN. This double tagging process allows for the stacking of VLANSs, creating a
hierarchical structure of VLANs within VLANs. The outer tag consists of the standard 802.1Q VLAN tag,
which contains the VLAN ID (VID) and other control information. The inner tag, also an 802.1Q VLAN tag,
carries the VLAN ID specific to the customer's sub-VLAN. By adding these two sets of tags, the VLAN Q-
in-Q feature enables the transport of VLAN-tagged frames across multiple VLAN-aware devices and
networks.

Here is an example of a packet walk-through between VMs hosted on Cisco UCS servers behind a pair of
fabric interconnects, using the Cisco UCS VIC Q-in-Q tunneling feature. It highlights Layer-2 segmentation
using double tagging with the Q-in-Q tunneling feature for VLAN IDs 5 and 6 as inner VLANs while VLAN
ID 11 is being used as the outer VLAN.

dMAC: B
SMAC: A Gl
VNTag sMAC: A
dMAC: B EtherType EtherType
SMAC: A 0x8100 0x8100
EtherType VLAN 5 VLAN 11
DxAT0n EtherType payload
VLAN 11 0x8100
11-2000 {without Q-in-Q)
payload VEANT \ FI VLANS:
payload R R * 5,6 (with Q-in-Q)
(] | \ Vlan-6, Q-in-Q Tunnel] Z B )
i \ Vlan-5, Q-In-Q Tunnel | |
y vIC \.r|C UCS servers
d
vl [ICO f ‘ vNIC1 vNICO h. vNIC1 vNICO vNIC1
Q-in-Citag: 5 Q-in-Q tag: 6 in-Q tag: sm Q-in-Qtag: 6 Q-in-Q tag: 5 Q-in-Q tag: 6
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Figure 48.

L2 segmentation for tenant VMs hosted in a Cisco UCS environment with the Q-in-Q tunneling feature
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This feature is particularly useful in multitenant environments, such as data centers or service provider
networks, where different customers or user groups require separate VLAN domains. End-users benefit
from VLAN Q-in-Q by having the ability to create and manage their own VLANSs within a larger service
provider network. This allows them to establish isolated virtual networks, ensuring security and
performance while leveraging the advantages of VLAN technology. Additionally, the hierarchical structure
provided by double tagging enables the extension of VLANs across different network domains without
conflict.

VLAN Q-in-Q, as defined by RFC 802.1Q-in-Q, enhances the capabilities of VLAN technology by allowing
the stacking of multiple VLANs within a single Ethernet frame. This feature provides flexibility, scalability,
and improved isolation for network deployments, benefiting both service providers and end-users in
achieving efficient and secure network operations.

Below are sample use cases for the VLAN Q-in-Q feature:

1. Service provider networks: Service providers often use VLAN Q-in-Q tunneling to segregate or isolate
traffic from different customers or to transport customer VLAN traffic across their backbone. This allows
service providers to maintain customer traffic separately even if the customers are using the same VLAN
IDs.

2. Large enterprise networks: Large organizations with complex networks can use VLAN Q-in-Q tunneling
to simplify the management of VLAN IDs across their networks. It allows them to use the same VLAN ID
in different parts of the network without causing overlap or conflicts.

3. Network expansion: VLAN Q-in-Q tunneling can help in situations where the VLAN space is exhausted.
Since it allows for stacking of VLAN tags, it can effectively expand the VLAN space.

4. Security: By segregating traffic based on customer or department, VLAN Q-in-Q tunneling can add an
extra layer of security. It can help prevent unauthorized access to sensitive data by keeping different
types of traffic isolated from each other.

5. Multitenant environments: In multitenant environments, such as data centers, Q-in-Q tunneling can be
used to keep the traffic of different tenants separate and secure.

The VIC Q-in-Q tunneling feature is supported starting with Cisco UCSM Release 4.3(2).
Configurations required in Cisco UCS Manager:
« Enable Q-in-Q globally under the FI domain through LAN global policy in UCSM.
e Enable Q-in-Q under VLAN in vNIC or enable Q-in-Q on vNIC in an LAN connectivity policy
« For untagged traffic, select “Native” under a vNIC.

¢ Upstream network switches should allow Q-in-Q forwarding. Cisco Nexus 9000 Series Switches
require “system dot1q tunnel transit” configuration.

« For standalone fabrics, ensure that the upstream ToR switch will carry double-tagged 802.1Q
frames.
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The rule for using VIC Q-in-Q tunneling can be applied in the following possible scenarios:

« Case 1: Q-in-Q disabled. Native VLAN and multiple VLANSs are allowed under a vNIC (legacy
behavior).

e Case 2: Q-in-Q enabled. Native VLAN and Q-in-Q VLAN can be the same. Additional VLANs are not
allowed under a vNIC. For example, VLAN 201 as both native and Q-in-Q tag: in this case,
untagged traffic will be carried with a single-tag of VLAN ID 201, and tagged traffic will be double-
tagged, with the outer-tag being 201.

« Case 3: Q-in-Q enabled, and native VLAN and Q-in-Q VLAN being different. In this case also,
additional VLANs are not allowed under vNIC. For example, VLAN 201 as native and VLAN 301 as
the Q-in-Q tag: in this case, untagged traffic will be carried with a single tag of 201, and tagged
traffic will be double-tagged, with an outer-tag of VLAN ID 301.
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Figure 49.
Example of a Cisco UCSM VIC Q-in-Q tunneling configuration

The Q-in-Q tunneling feature is available in Cisco Intersight for UCS C-Series servers in Intersight
Standalone Mode (ISM). For the Cisco UCS B-Series/X-Series/C-series servers in Intersight Managed
Mode (IMM), this feature will be available in future releases. For configuring Q-in-Q tunneling, Ethernet
network policy should be created with Q-in-Q VLAN IDs.
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Figure 50.
Example of Q-in-Q tunneling configuration for standalone UCS C-Series servers managed through Intersight

The following considerations need to be kept in mind when configuring the Q-in-Q tunneling feature with
Cisco VIC 15000 Series adapters:

« Q-in-Q VLAN selection is effective only when the “Enable QinQ” check box is selected on a vNIC
interface, as shown in item no. 2, Figure 50 above.

e For Cisco UCS 6454, 64108, and 6536 fabric interconnects, Q-in-Q must be enabled at LAN >
Global Policies to support Q-in-Q VLAN on a VIC adapter, as shown in item no. 1, Figure 49 above.

e Cisco VIC 15000 Series adapters support enabling GENEVE offload and Q-in-Q on a vNIC interface.

¢ Q-in-Q configuration supports a maximum of two VLANs on a vNIC interface. A Q-in-Q VLAN can
be a native or a non-native VLAN. You can configure a native VLAN and a non-native VLAN as a Q-
in-Q VLAN on the vNIC.

o The default VLAN (VLAN ID: 1) is not supported as a Q-in-Q VLAN on a vNIC interface.

« When a native VLAN and a Q-in-Q VLAN are configured on a vNIC Interface, a new VLAN
configuration is not supported and results in server-profile-association failures when selected. To
accommodate a new VLAN, either the native VLAN or the Q-in-Q VLAN must be removed.

« When the Q-in-Q VLAN is the same as the native VLAN on a vNIC Interface, a new VLAN
configuration is not supported and results in server-profile-association failures when selected. To
accommodate a new VLAN, either the native VLAN or Q-in-Q VLAN must be modified.

« When VIC Q-in-Q tunneling is enabled, downgrades to release version lower than 4.3(2) is not
possible.

« On an associated service profile on UCS B-Series servers, you cannot enable or disable Q-in-Q
VLAN settings.
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Q-in-Q VLAN-enabled vNICs created on VIC 15000 Series adapters cannot be used in the following:
e LAN (or PXE) boot
e iSCSI boot
o SR-IOV
« VMMQ
« RDMAv2
o usNIC

Precision Time Protocol (PTP)

The Precision Time Protocol (PTP) is used to synchronize clocks running on devices in a network. Cisco
VIC 15000 Series adapters provide PTP support in hardware, and work in conjunction with the protocol
software stack to provide sub-microsecond accuracy in clock synchronization. This is far better than what
is normally obtainable with Network Time Protocol (NTP). One of the main advantages of using PTP with
Cisco VIC 15000 Series adapters over NTP is that the hardware support available on the VIC 15000 series
allows PTP to account for delays in message transfer, and greatly improves the accuracy of time
synchronization. With hardware-enabled PTP, VIC 15000 Series adapters have their own onboard clock,
which is used to time stamp received and transmitted PTP messages. Hardware support for PTP enables
VIC to time stamp the PTP packets at the exact moment they are sent and received.

To achieve the best possible accuracy, it is recommended that all networking components between PTP
clocks be PTP hardware enabled. Time synchronization in larger networks where not all the networking
hardware supports PTP, might be better suited for NTP.

PTP is available on Linux operating systems only and can be enabled on one vNIC per VIC 15000 Series
adapter at a time. PTP precisely synchronizes the server clock with other devices and peripherals on Linux
operating systems.

Clocks managed by PTP follow a primary-worker hierarchy, with workers synchronized to a master clock.
The hierarchy is updated by the Best Master Clock (BMC) algorithm, which runs on every clock. One PTP
interface per adapter must be enabled to synchronize it to the grand master clock. After enabling PTP, the
host must be rebooted.

The time stamping parameters displayed by “ethtool -T int_name’ will show a field for the PTP hardware
clock. The value of PTP Hardware Clock: 0 shows that PTP is enabled for the interface. Otherwise, it will
show PTP Hardware Clock: none.
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Figure 51.
PTP enablement through adapter policy in IMM and UCSM, respectively

FEC settings on 15425/15427/15428/15235/15237/15238

Forward Error Correction (FEC) is a method of obtaining error control in data transmission over an
unreliable or noisy channel in which the source (transmitter) encodes the data in a redundant way using
error-correcting code, and the destination (receiver) recognizes it and corrects the errors without requiring
retransmission.

A Forward Error Correction (FEC) setting for a VIC 15425/15427/15428 is applicable at 25Gbps, and for a
VIC 15235/15237/15238 at 100Gbps. These FEC settings on VIC
15425/15427/15428/15235/15237/15238 are applicable only for standalone rack servers and are
configurable through Cisco Integrated Management Controller (IMC). For UCSM and Intersight-managed
rack servers, the FEC settings are auto-determined based on the inserted transceiver, and the FEC settings
are not configurable.

The FEC configuration on a VIC 15425/15427/15428 port at 25Gbps could be either of the following:
e RS-FEC (CL91): admin default
« FC-FEC (CL74)
- cl108
e cl91-cons16

» FEC off
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FEC configuration on a VIC 15235/15237/15238 port at 100G could be either of the following.
o RS-FEC (CL91): admin default
¢ FEC off: needed for these transceivers:

> QSFP-100G-LR4-S,

o

QSFP-40/100-SRBD,

o

QSFP-100G-SR1.2
> QSFP-100G-DS-S

> QSFP-100G-FS-S

Note: For these transceivers, by default the VIC firmware Operating FEC Mode is “Off.” There is no user
intervention required in these cases. This essentially means that Admin FEC Mode will always be CL91,
Operating FEC Mode remains “Off,” and Link State will be “Up”.

Figure 52 shows an example with QSFP-100G-DS/FS-S.
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Figure 52.
FEC settings for a VIC 100G adapter installed on UCS C-Series servers in standalone mode

For the link between a VIC and a switch/router to be “up,” the FEC settings must match on both ends. To
arrive at common FEC settings on both the VIC and switch ports, the following factors must be taken into
consideration:

« Exception: For 25G FEC settings, ¢l108 and cl91-cons16 are compatible. This is an exception to
the rule that FEC needs to be matched at both the VIC and switch ports.

« Transceiver type: Some transceivers have minimum FEC requirements; for example, 25G-SR-S
optics have a minimum FEC requirement of RS-FEC or CL91.

« Cable: Cables have a minimum FEC requirement depending on their length.

o Switch: FEC settings for 25/50/100/200G are based on IEEE and Ethernet-consortium standards. A
switch or router can have FEC configuration options depending on the supported standards; also,
the switch ports can have different default FEC settings, such as FC-FEC (CL74) or RS-FEC (CL91).

¢ VIC: On a VIC, the ports are set to RS-FEC or CL91 by default.
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« Auto-Negotiation / Link Training (AN/LT):

> For 25G-Copper, Auto-Negotiation / Link Training (AN/LT) is supported and can be configured. The
current default for 25G is “Admin” AN/LT “Auto,” which results in “Oper” AN/LT set to “Off.” If the
“Admin” AN/LT is manually changed to “On,” the “Oper” AN/LT will be set to “On.” This will enable
auto-detection of the FEC mode when the VIC port connects with SFP-H25G-CUxM cables and when
the switch port is configured likewise.

o For 50G-Copper, Auto-Negotiation / Link Training (AN/LT) is supported and can be configured. The
current default for 50G is “Admin” AN/LT “Auto,” which results in “Oper” AN/LT set to “On.” If the
“Admin” AN/LT is manually changed to “Off,” the “Oper” AN/LT will be set to “Off.” This will disable
auto-detection of FEC mode when the VIC port connects with SFP-50G-CUxM cables. So, to get the
link up, the switch-port configuration should match the VIC for AN/LT configuration.

> For 40/100/200G-Copper, Auto-Negotiation / Link Training (AN/LT) is enabled by default and cannot
be manually changed.

Due to the difference in the minimum required FEC across cables/transceivers and switches, the user
needs to ensure that the FEC values are supported by the cables/transceivers and to configure them
identically on the switch/router interfaces and VIC ports.

The following FEC configuration guidelines are for a VIC 15425/15427/15428 connected at 25Gbps to
Cisco Nexus 9200/9300 switches using the standalone Cisco NX-OS build. But this can be used as a
reference for other switches too. The FEC configuration on the switch port and on the VIC should be
identical and configured to at least the minimum FEC or a value above it.

Table 4. FEC guidelines based on cable, transceiver, switch, and VIC

Minimum FEC
15425/15427/15428 | configuration on
switch and VIC

Minimum FEC for | Default on Cisco Nexus |Default on VIC
cable/ transceiver |9200/9300 (NX-0S)

Cable/transceiver Pl

SFP-H25G-CU1TM/1.5M/2M  None CL74 (FC-FEC) CL91 (RS-FEC) None
SFP-H25G-CU2.5M/3M FC-FEC CL74 (FC-FEC) CL91 (RS-FEC) CL74
SFP-H25G-CU4M/5M RS-FEC CL74 (FC-FEC) CL91 (RS-FEC) CL91
SFP-25G-AOCxM FC-FEC CL74 (FC-FEC) CL91 (RS-FEC) CL74
SFP-25G-SR-S RS-FEC CL74 (FC-FEC) CL91 (RS-FEC) CL91
SFP-10/25G-CSR-S, None CL74 (FC-FEC) CL91 (RS-FEC) None
0-30M/50M, OM3/4

SFP-10/25G-CSR-S, FC-FEC CL74 (FC-FEC) CL91 (RS-FEC) CL74
30/50M to 70/100M, OM3/4

SFP-10/25G-CSR-S, RS-FEC CL74 (FC-FEC) CL91 (RS-FEC) CL91
above 70/100M, OM3/4

SFP-10/25G-LR-S RS-FEC CL74 (FC-FEC) CL91 (RS-FEC) CL91
SFP-25G-SL RS-FEC CL74 (FC-FEC) CL91 (RS-FEC) CL 91
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Figure 53.
FEC configuration and validation for a VIC 15428 ports from Cisco IMC

Rack-server connectivity with VIC 15425,15427, 15428, 15235,15237, and
15238

VIC 15425/15427/15428 are quad-port 10/25/50G VIC cards designed for Cisco UCS C-Series rack
servers. The card supports 10/25/50-Gbps Ethernet or FCoE.

By default, the VIC 15425/15427/15428 ports (1, 2) and (3, 4) are port-channel members of two separate
hardware port-channels on the VIC ASIC. Hardware port-channel on the VIC 15425/15427/15428
provides link-level redundancy and higher bandwidth, and the OS can potentially see a maximum of
100Gbps vNICs on the adapter. For efficient load balancing, the traffic from the server is hashed across a
VIC hardware port-channel using Layer-2, Layer-3, and Layer-4 fields in the packet. Note that this VIC
hardware port-channel doesn’t support LACP.

In Cisco UCSM/IMM mode, there is no option to disable VIC hardware port-channel, so the VIC ports (1, 2)
and (3, 4) are always in port-channel mode when connected to a fabric interconnect. While in standalone
mode when the VIC 15425/15427/15428 is connected to a Cisco® or a third-party switch/router, the
default hardware port-channel can be disabled from Cisco IMC.

Depending on whether the VIC hardware port-channel is enabled or disabled, the vNIC speed seen on the
server will differ, and the behavior will be as follows:

« With the default port-channel enabled, each vNIC on a VIC 15425/15427/15428 will pin to a VIC
hardware port-channel, and each vNIC will have the bandwidth equal to sum of the bandwidth of
the active port-channel members combined. Please note that each VIC 15425/15427/15428 port
supports either 10G, 25G, or 50G. Accordingly, the port-channel and vNIC speed could be 10G or
20G, 25G or 50G, and 50G or 100G, depending on whether it's a 10G, 25G, or 50G link and how
many ports are active.

« When disabling port channeling, each vNIC can pin to one of the four VIC external ports, and each
vNIC will be 10G, 25G, or 50G, depending on the inserted transceiver.
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Figure 54.
Disabling default port-channeling from Cisco IMC

The various connectivity options with VIC 15425/15427/15428 are as follows:

e In UCSM/IMM mode, connect VIC 15425/15427/15428 ports (1, 2) or both to fabric interconnect A
(F1-A) and ports (3, 4) o both to Fabric Interconnect B (FI-B). When the VIC 15425/15427/15428s
are connected to the fabric interconnects, the Cisco NX-OS software automatically provisions the
port channels on fabric interconnects A and B.

¢ In standalone mode with port-channel mode enabled on VIC 15425/15427/15428, connect VIC
ports (1, 2) or both to one top-of-rack (ToR) switch and ports (3, 4) or both to the other ToR switch.
After both VIC ports in (1, 2) or (3, 4) are connected to their respective ToR switches, you will have
to configure non-LACP port-channels on the ToR switches.

« In standalone mode with port-channel mode disabled, the VIC 15425/15427/15428 ports could be
connected to ToR switches in any order.

The above connectivity options are detailed below. Please note that, in figures 54 and 55 below, the dotted
lines represent optional connections or optional port-channel configurations. The connectivity options
shown in the figures are applicable for VIC 15427/15428 (MLOM) and VIC 15425 (PCle).

These figures depict physical connectivity and not the various NIC teaming options that are possible from
an Operating System (OS) perspective.
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VIC 15425/15427/15428 connectivity to fabric interconnects

When connected to a Fabric Interconnect (Fl), the VIC ports (1, 2) and (3, 4) are always in port-channel
mode and cannot be disabled. Ensure that the connectivity toward the Fl is done taking into consideration
hardware port-channel. Always connect ports (1, 2) to one fabric interconnect and ports (3, 4) to the other
FI. When connecting two links per Fl, the links become port-channeled automatically. One link per Fl is also
supported. VIC hardware port-channel cannot be disabled in FI-managed mode. vNIC/vHBA speeds can
be 10/20/25/50G, depending on the number of active links and the transceiver type. There is no need to
configure FEC or auto-negotiation; the link settings are auto-determined.

FI-A 6536 4x 25G
breakout

e

Ports 1234

UCS C-series server with VIC 15427/8

Automatic port-channel creation between Fl and VIC
ports on both sides. No user configuration needed.

Figure 55.
UCSM/IMM mode ports (1, 2) connect to one Fl and ports (3, 4) to the other FI
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Figure 56.
UCSM/IMM mode port 1 & 3 connected to Fls

VIC 15425/15427/15428 connectivity on standalone servers

In standalone mode or when the Cisco UCS server is managed through Cisco IMC, default port-channeling
can be enabled or disabled. And depending on the choice, one needs to create the physical VIC-to-ToR
switch connections as well as the OS teaming and upstream ToR switchport/port-channel configurations.
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Default VIC port-channeling enabled on standalone servers

By default, VIC port-channel is enabled, and switch-dependent OS teaming/bonding from the server is
possible only with a single link from VIC 15425/15427/15428 toward each ToR switch, as shown below.
Ensure that VIC 15425/15427/15428 port 1 or 2 connects to one ToR switch and that VIC port 3 or 4
connects to the other ToR switch.

In this case, a common deployment is to have the ToR switches in a Multi-Chassis Trunking (MCT) pair, as
shown in Figure 57. Examples of MCT are Virtual Port Channel (VPC) from Cisco, or multi-chassis link
aggregation (mLAG) supported on third-party switches.

—‘ f*! *'“t *T“I"T "L:‘"L:L‘:r 1‘:1.1::7"1:::::‘1‘1"‘"“1’""""‘ i
R N L L L I S L X
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Ports 1234 UCS C—Serles server with VIC 15427/8
VIC ports 1 or 2 to Switch1 and ports 3 or 4 to Switch2

Figure 57.
Standalone mode server connectivity with HW port-channels on VIC and MCT port-channel possible with single links
to each ToR

With VIC 15425/15427/15428 hardware port-channel enabled, if one wants to use all four ports of the VIC
adapter, connect all four ports towards a ToR switch pair like in the diagram below. Ensure that VIC
15425/15427/15428 ports 1 and 2 connect to one ToR switch and ports 3 and 4 connects to the other ToR
switch. Now, with dual links toward each ToR switch, and with default VIC hardware port-channel enabled,
switch-dependent OS teaming from the server is not possible.

In this case, on each ToR switch, a non-LACP port-channel would have to be created. A VPC-like MCT
port-channel spanning multiple ToR switches is not possible in this case.

e C o — —
Y"‘I:f‘f1 1’ Se=s ‘L'LT'Q'! t"L"X "1:1‘ prDlerTrery:
.

Non-LACP/non-MCT port-channel ok
on switches Ports 1 2 3

VIC ports 1 and 2 to Switch1 and ports 3 and 4 to Switch2

Figure 58.
Standalone mode server connectivity with default port-channeling enabled and two links to each ToR
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Default port-channeling disabled

With VIC 15425/15427/15428 hardware port-channeling disabled, a switch-dependent OS
teaming/bonding on the server is possible across all ports with ToR switches in MCT. Switch-dependent
port-channels can span across all four ports of the VIC. There is also no dependency on how the four ports
of the VIC 15425/15427/15428 should be connected to the upstream ToR switches.

Ports 1 2 3 4 UCS C-Series server with VIC 15427/8
VIC ports 1 and 2 to Switch1 and ports 3 and 4 to Switch 2

Figure 59.
Standalone mode server connectivity with default port-channeling disabled

Priority tagging on VICs with standalone rack servers

VIC 15425/15427/15428/15235/15237/15238 have priority-tagging enabled for Quality of Service (QoS),
and this priority tagging by the VIC could not be disabled in Cisco UCS VICs until Release 4.2(2). In the
next section, the physical NIC-mode feature is explained; this feature can disable priority-tagging in the
VIC. Meanwhile, with the default priority-tagging enabled, the untagged traffic from the server will always
be sent by the VIC with a VLAN tag “0” for CoS to the upstream switch/router.

This priority tagging needs to be taken into consideration when connecting the VIC in a standalone rack
server, to a third-party switch, or to a non-Cisco Nexus switch, because the upstream ToR switch/router
that the VIC connects to may or may not support priority-tagging.

Before going into details of how to handle this, here are some additional configuration options for vNICs on
the Cisco IMC that you should be aware of:

« By default, in standalone mode, no “default-VLAN” is configured under the vNIC properties in Cisco
IMC. And in this case the untagged traffic from the server will be tagged with VLAN 0 and sent
toward the upstream ToR switch/router.

o If “default-VLAN” is configured under the vNIC, then the untagged traffic from the server will be
tagged with that configured VLAN ID and sent to the upstream ToR switch/router.

The following behavior is to be expected, depending on whether priority tagging is supported or not on the
upstream switch:

« If the upstream switch supports priority tagging, then the upstream switch’s port and the vNIC
should work seamlessly. Please note that, by default, the vNICs are in trunk mode, and the “Default-
VLAN” under vNIC properties is none.
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« If the upstream switch doesn’t support priority tagging, then the vNIC must be configured as a trunk
with a default VLAN. With a default VLAN configuration on the vNIC, the untagged traffic from the
server will be sent on this VLAN ID by the VIC toward the upstream switch. And on the upstream
switch port, this default VLAN on vNIC should be configured using a “switchport trunk native VLAN
<vlan-id>" in the Cisco NX-OS equivalent configuration.

Please note that untagged packets from the server, such as LACP, which are to be processed by the

supervisor or control plane on the switch or router, are sent by the VIC in “VLAN-0" or the “default VLAN”
of the vNIC if it is configured. So even if some switches or routers support priority tagging, they ignore the
processing of the control-plane-bound packets on this VLAN. Also, in these cases, LACP cannot be used.

f § MLOM | vNICs

Figure 60.
Default VLAN configuration under vNIC from Cisco IMC

Physical NIC mode on VICs in standalone rack servers

The previous section described the default priority-tagging behavior in VICs. For switches or routers that
don’t support the full priority-tagging implementation, such as Cisco Nexus switches, this creates some
challenges, especially with LACP packets. Hence, for supporting connectivity with various ToR switches or
routers with VIC in standalone rack servers, the “Physical NIC Mode” feature was added.

Physical NIC mode, essentially, sets a VIC in passthrough mode. With “Physical NIC Mode”, the default
behavior of 802.1p priority tagging is disabled in the VIC. This doesn’t require configuring VLANSs for
sending traffic from the host. Depending on 2-port or 4-port VIC adapters, those ports are available on the
host in the same way as those of a standard network adapter.

When Physical NIC Mode is enabled, uplink ports of the VIC are set to pass-through mode.
Note:
« Enabling Physical NIC Mode reboots the server.
« Physical NIC Mode supports UCS VIC 1400 Series and VIC 15000 Series adapters.
o Default vlan option is grey out for ACCESS/TRUNK mode in physical NIC mode.

e The minimum supported VIC FW version 5.3(5.14) for physical NIC mode and with this release VIC
connectivity to trunk or access switch port is supported using physical nic mode.

« This feature is not supported for Cisco Intersight Managed FI Attached servers.

e Only default vNICs will be added if the Physical NIC mode is enabled.
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After physical nic-mode enabled , vNIC configurations will be lost and new default vNICs will be created
server will reboot

In Trunk mode.
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Figure 61.
Physical NIC mode configuration in Cisco IMC

For more information

Read more about Cisco UCS products: https://www.cisco.com/c/en/us/products/servers-unified-
computing/index.html.

Read more about the Cisco UCS VIC 15000 Series:

dagters[ucs vic- 15000 series-ds.html.

Read move about Cisco Unified Computlng System Adapters:

dagtersllndex html
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